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Abstract

As Internet spreads rapidly, the industrial structure is changing to a new
paradigm. The previous EDI system was asked to change and WEB ED],
E-Mail EDI, FTP EDI etc. which are based on the internet appeared.
These days the XML/EDI which has XML document appeared.

The XML/EDI consider advantages and disadvantages of VAN/EDI and
EDI which based on the internet.

Also, EDI system has to assure a safe exchange between sender and
receiver. But, the internet has security problems because it uses a open
TCP/IP protocol. Although there are many methods for security, it is being
studied with XML concept.

On this paper, we will suppose the XML/EDI system model with XML
Signature, and build a procedure of electronic signature and delivery of
document between sender and receiver.
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9 A A Windows 2000 Server

DBMS MS SQL Server 7.0
Web Server IIS 5.0, Resin 2.04

M e Boland J-Builder, Visual InterDev 6.0
Web Browser Internet Explorer 5.0

g oo ASP, JSP, JavaScript, Java
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2. XML -Signature

XML Signaturet 7]€9 JAMEE T ¢1YF S XML EA¢ A& dA4MY
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4. XML-Signature # 2] #A @ & A2€d9 7%

41 28°|AE 5 ¥4 #Hd &AL e

TolAe FEAE £, £4L 8 9 AlojEd FEad EHE F4sn AF 2
A F o A9 ATAL FA AFAAARe Feolas & A wAs
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L.
[ setachedoan
[ template02xmi
[ envetopedaani
D) tempxmi

«Seller»
<Lines I6="idb">
<Product>
«Code type="ISBN">07897224 28«/Code>

D) edifactstructurexmi B8 <Descrigtion/»

% ; <Quantity>5</Quantity>

D) nol | ] <Price>24.99</Price>

D 111xml J </Praduct

1Y signedxmi A <Product~

D signediemplate02 xmigll 4 «Code type="ISBN">0789724308</Code>
«<Description»

[ signedordersxmi : <Guantiy»10</0usntty>
[ signedenvetoped.xmi Sl <Pricer42.50<Price>

[ envetoping.xmi «Proguct
D) signedenveloping.m <Lines>
«I/Order>

) signed_1_2220mi

42 71 AA

275k AR MBe RSA BA7 FEALD ) A4Y A7 0L
24 44D 2390 $AAE A9 UAY Adzo] A HYAN2A A1
2 44T, FAAE ARl TFHA At $A49] FANZ AFE 84 Boh
5 199 Rol A2ud A8 AALE A4, FAAme wadsad 7 4
(keypain'g A43te] keystoreol Ag3t7 v, o) F keystoresl M 718 7HASIH A
Hol AW 44g o7 Weh,

4.3 XML-Signature A3} AF

FAAZREH FAAANA EME D@7 AAA XML ARAEE a8 (29 4]9
22 3dAY MeAASE AXNA A
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1) 449 Signature 44 71%

A ARgoez Aol Digest gS vl Ax31A 9

Aol AL NECS APIZ Al&3le] XML-Signature® [218 6]3 o] A
o1, Enveloped Signature ¥2]& A-g3te] XML ¥4 uWd] Signature dHEE

AN EE A
Signature AYHE AYHAAGL A 7FA] GAR o] Fof .

@ ¥l = Signature AEYHEE T <ol 4] g

<Signature !d="MySignature" xmins="http://www.w3.0rg/2000/08/xmidsig#" />

@ M99 Signature dZHUE Ao YL 37 MethodsE& A o3ch
- CanonicalizationMethod
- DigestMethod : SHA1 & 313&$ Y3}
- SignatureMethod : DSAwithSHA1# RSAwithSHAl ¢ 18] &&
2] 93kt
@ #zxd9d URIY MethodE 2 %S A4 30 Signature d2lHE] H7lgtc).

- DigestValue : DigestMethodolA Ao® SHAl dudgEoz ALY A3gholt)
TR 2E5E A% URIY WEE thA] DigestshA o] g3 vlmair EA o

LZ‘J} JA=AE AF3HA €.

- RSAKeyValue : $412t9] &747]1 oz FAA7 Add EAE F43

o] 7] o2 MY HFT 4 Ut
- SignatureValue : Digest& A4+ 711712 d538tet HF Ay grol)

D signed_2_enveloped. signed_3_orders.xml
O 2220mi <Quantity>10</Quantity>
[ signed_1_222.xmi <Price»42.50«/Price>

[ signed_2_2225m! <Product
D) signed_3_222xmi «fLines»
«Signature Id="MySignature" xmins="hitp:iwww.w3.0rg/2000/C ig#F> <Sig ar

[ signed_3_enveioped.
[ signed_1_enveloping

nMethod Algorithm="http/www.w3.0rg/TR2001/REC-xml-c1 4n—2001 0315 »</CanonicatizationMethod»><S

[ signed_2_enveloping

[ signed_3_anveloping

e [d="REF_01" URI=™><Transforms><Transform Algorithm="hitp fiwww.w3.0rg/2000/09Amidsig#envel

ignatureMethod Algorithm="hitp SAwww.w3.0rg/ g hatl"»</Signat 10d»«Referen:

8d-signature*» </Transform> <Transform Algorithm="hitp /www.w3 orgTR/2001/REC-xmi-c14n-20010315

D signed_1_signed.xm! 38
[ signed_2_signed.xmi {8
D) signed_1_orders xmi

[ signed_2_orders.xml :
D sign ;
D] smned 2 _signed_.
[ signed_3_signed_3_t
& (T EDI

Qoo

#wWithComments™»«/Transform>«</Tt Dig! () hitp./iwww.w3.org/

AQAB</Exponert Walug»<KeyValue» </Key o

[Z¥ 6 XML-Signature 4]

1"></D 100> <Dig hOJXdPASXPraP4I990lp2N3'zg0M-<lDIgesNalue><lReferen -
Si turevalue i D]ﬁaLNOEXQSUPEDmeWdBOcEvQ7U1)OIOuB]lKgXpSEQBth
LpukKle’leQXBMwugIJSJIDvxv1R63OTXVCLTo6HMBqut-usC*t})O(nImOtZVSMChKGYMYOpeXSqre&JAL )
0ZjjeLyutWACILKCqChJim1 RXCLk=</SignatureValue=<Keylnfo> <Keyalue»<RSAKeyValue> <Modulus i
AN+Wc0+iLsiesmHKpONhTDWe 2039suAUpFWax3110Qlpd 08ncTDIIOQYghBadFyCVoN/g/BaxZXUQNIAI
QKIKYBMOEOtDPKsjDAXOEREPICIdd03D6YHDLA)1 aTdb504 2w 2nbWXc Y7 sQpkvBSBbnJ4X4AxQtgLu+2K
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[2¥ 719 Signature A2HEEZ ¥ SignatureMethode]l XS $3l
RSAwithSHAl &g && AlE3ta, tolAl2EE 93] SHAIEZEEFS A}
£33, tolAl2E g3 MEe AAF Eo] HAH ULEE ¢ F UTh

<Signature 1d="MySignature” xmins="http://www.w3.org/2000/09/xmldsig#">
<SignedInfo xmlns="">
<CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference 1d="REF_01" URI="">
<Transforms>
<Transform Algorithm="hitp://www.w3.0rg/2000/09/xmldsig#enveloped-signature”/>
<Transform
Algorithm="http://www.w3.0org/TR/2001/REC-xmi-c14n-20010315¥WithComments"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal”/>

<DigestValue>0JXdPASXPfaP4199GIp2N3+zgOM=</DigestValue>

</Reference>
</SignedInfo>

<SignatureValue xmins="">1mMiw4Dj5aUvO8XQ60P6DxwmWdBOc6vQ7U1xDI0u6jIKgXpS598
fWxLpukKIL+u+tQy9X6MKfug0S JIDvxviR63GTXVCLTo6IIM8qJq+usC+tjXKnlyhOtZvsMC
hK6YMYOpeXSqre8JALoZjJljeLyucWACILkCqChJ/m1RXCLk=</SignatureValue>
<KeyInfo xmins="">
<KeyValue>
<RSAKeyValue>
<Modulus>AN+Wc0+iLsleJmHKpONh TDWe/2039suAUpF Wax3frfOQlpd108nc TDIOQYgh6
adFvCVoN/g/8qxZXuQNIAigKtKYBMoEOtDPKsiDdxiOEf6P/ClddOSD6 YHDLd] 1aTdb504
2wI2ZnbWXcY7sQpk VBS8bnJ4X4AxQtgLu+zKCVKZh</Modulus>
<Exponent>AQAB</Exponent>
</RSAKeyValue>
</KeyValue>

</KeyInfo>
</Signature>

[2¥ 7 XML-Signature ©]
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<Signature Id="MySignature” xmlns="http://www.w3.0rg/2000/09/xmldsig#">
S -
<Object xmins="">
<Manifest Id="MyFirst">
<Reference 1d="REF_01" URI="#ida">

<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<Transform
Algorithm="http://www.w3.org/TR/2001/REC-xm!-c14n-20010315¢WithComments"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>

<DigestValue>2kTO7iz8vwRdTZgiUPy2IXrcq8k=</DigestValue>
</Reference>
<Reference Id="REF_02" URI="#idb">
<Transforms>
<Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature”/>
<Transform
Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315#WithComments"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#shal"/>
<DigestValue>FzFcDhvb2y+Hxebig03xy296)X1=</DigestValue>

</Reference>
</Manifest>
</Object>
</Signature>

[Z2¥ 8 XML-Signature®] Manifest A2 HE]

& & EA9 ¥y o7 EME & Z 9o AH8EHE Manifest
JYHNEE AL 3 oot} Reference A HESL URI £4& T3l A5 Bog A
Hxg AAST, So|AAE e T Aot e delzo] disf shuhe] MFT
g&He AEE dojd & Aok
2) $2A1A4 9 XML-Signatured]l W& AF 7%

FAAZEE e XML EME FEHo dE £ AEE T3 dEHAAHNA
dojg = U A Mz AR A X s FAT 5 Ao
XML Signature’} £88 ZAME & Al 7hxo] dislAd 45T o Aol FA3T.

@ A% 2 Z(Signature Validation)

SignatureValue”} CanonalizationMethod®} SignatureMethod& W X3+ SignedinfoE
Aglste Qe A g g 7ol did FFE ¢eo

® ##% 7% (Reference Validation)
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#Zz9 URIY DigestValue®}t SignedInfoo] WEHO Y&
of W3 HAFE L.
@ NFY/EE AFA U} HF

DigestValue7} ¥ &+=7}

& Z2aPe

O XML EME
@ F FZAoldA ] ¥ XMLLAE
® EDI Syntaxdl @& EDI A& 243},

[ signed_2_enveloped
0 2220mi

D) signed_1_222xmi

D signed_2_222xml

[ signed_3_222xmi

D signed_3_enveiopedf |
D) signed_1_envetoping)
[ signed_2_envelopingf

[ signed_3_enveloping
) signed_1_signedxmi
[ signea_2_signedxmi §
[ signed_1_ordersxmi

[ signed_2_orders xmi %

[ signed. 3 ordmreni
[ signed_1_signed_3_¢

[ signed_2_signed_3_¢

[ signed_3_signed_3_¢

o ED!

[Z¥ 9 XML-Signature® &

44 XMLEA4 9 EDIi& A 9@ 9

AEAQ EDI EME XML ¥3 =
AE BEME JERS
XMLEAM oA EDIZEAE H3ss By e

XML #t4 = XML &4 &
WEe AUk
sz dste 4% (29 10] (29 1% 2

Apube

ABE Ae AIsertl dE AFS THD dF Sof, AeE
F23 Z8AS Ngo] Uit cAHREAG T = pa

2 ATNAE A% A3% 22 430 9 43 Ao

f signed_3_orders.and

«Quantity»18</Quantity»
<Price>42 50</Price>
</Product>
«fLinas»

«Signature d="MySign [ »«Signedinfo»«Canonicalizatio |
nMethod Algorithms= ></CanonicaiizationMethod>«<S|
ignatureMethod Algorit ) g d><F
@ |8="REF_01" URI=""» 3.0r9/2000/08xmidsigPenvelo)
ad-signature™>«/Trans . Rr2001/REC-xmi-c14n-2001031
FWithComments™»«/T) "hitp /www.w3.0rg2000/08mi
dsig#shal”></Digestl e +290M=</DigestValue></Referen
ce></Signedinfo><SignatureValue>imMiwd Dj5aUvO8XQ60P 6 DxwmwWdBOc BvQ7U 1xDIDUB|IKgXp 8598 =
LpukKIL+u+tQyXBMKIugDS.IDwiRE3GTXVC L ToblIM8gJq+usC+{XKniyhDiZvsMChKBYMYOpeXSqre8JAL |
0ZjJljeLyucWACILKCChJim1 RXCLk=<«/SignatureValue> <Keyinfo» <Keyvalue» <RSAKeyValue» <Modulus
AN+Wc0+iLsiedmHKpONhTDWe/2039suAUpFWax3frf0Qipd1 08nc TDIIOQYghBadF vCVoN/g/S gxZXuQNIAl
qKﬂ(YBMoEOlDPKs]DMOEfSP!CIddOQDGYHDLd]1 aTdb5042w|anWXcYTstWBSBer“lAlQ!gLu'ﬁ(
CVKZh«Modul F yWal ire>
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off
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Custom
So—E - E @

XML Document Legacy XML
Completing XSL with a custom formatter.

(29 10 XML #4117} d8ss #4]
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