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Abstract The rapid progress of wireless LAN technology has prompted new security problems and
countermeasures against them. Since the mobility of users and wireless access to the network exasperate
potential security threat such as eavesdropping and illegal access, security services for wireless LAN
should be provided. In this paper, we define the security model, WEP and AES encrypt/decrypt
technologies which are proposed in the IEEE802.11 standard and the IEEE302.11eS draft and propose the

Key distribution protocol for the wireless LAN.
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<23 3> WEP encipherment block diagram.

W

initiafization
Vector (IV)
Secret Key

Cohertext

O% 45 WEP 233 3138 Jehd Zelch 44
mAlzle] IV gk 220 AR Bashed a7
& sk AEY. g3 lde] XOR At
Ade HEF ICVE velid, Rgs Bis 4Ag
FEd 724 A dnEe FPFgo RN o)Roln
o wkek wlA)R]e} g £NE ICVeE $AZA A
4G ICV'7L 23] ¢kom 422 MPDUAE &7t g
o0 oz XA %& MAC #8 Ao #43l o
7t A3 MPDUE LLC AlZo] Huix] gk

13 55 WEP ¢x2lZd s T sty =
g vehdl ol ICV F9e 32 v)Eol Ay
Al g3 ELE CRC-328 AME3ITh 128 BlE Ve
120 HlES] IV, 2 ¥]EQ] Key ID 2 6 H|ES] pad 3
Hoz P49k Key ID ghe Z#ee By A}
£ 4709 75 vlgy) F s ddsh=nh Ak

=5 pad Y9 002 MY ch

Phaintext

Integrity Algorithm

Ciphertext
ICv=IcV?

<% 4> WEP decipherment block diagram.

Encrypted :
[ >
v Data(PDU) Icv
16 >=1 4
S S
N .. Sizes in Octets
‘\‘ .\\___\
R 1 octet
Init. Vector
15 Pad [ Key ID
6 bits | 2 bits

<2¥ 5> WEP frame.

4. AES

AES 212E&2 WEPE AT3l7] 913 Mdeoz )
g5oiZth. AES UmEe uiig 22 433
Rijndaelol 71x3tm Fde M=gxgtold ESNS A2
Aol AESE Fdsllol 3tk ESNS s ddw
AES ¥7 BT+ OCB E=olth OCB REE dlolE
2EYS daggozy dols REE MICE AN
o224 oy AL AT FEHQ wholoh
OCB E=& n €59 dolHg ¢sslsln MICE %
7hehsel n+2 W9 ¢4Es BAo] a7 EE $alZolA
dolelE B3sls FA4E PFAked ns2 He] B
3} #gol a7dh 29 62 AES <@zt B2 tlo)
ola#Eg vehdl Holoh gEstol AHRHE offset O
4 (V)3 7ol wAyFIT)

O = AES_EncryptK(170) v 071 6))

4 (VA 170= Hle 2o MSB 2 1274 H]
Ex 109 LSBE 08 uehd Zolth Offset O 7)
K7t 2482 o AdsEn) 7)71 Ws wiziz] Alggc
Z74E IVE 1288]Eoln] 4] ()9} Zo] 953} 74
£ AAH RE B L

-110 -



Secret Key K B, B,., B, B® &8,
| \
; i \ n-O+R
\
112701 |v \ +e 10+R +e (n-1)0 +e(n+1)-0
; AN
, AN
; x
EK EK E« E E, Ey
] L
V<A01271 M +< 1-0+R +a(n 1),0*
l l l +R ®
0 y Y y
v C, Coy C, MIC

<% 6> AES encipherment block diagram.
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<Z1§g 7> AES decipherment block diagram.
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<219 8> Construction of expanded AES MPDU,
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<228 9> PMAC block diagram.
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A5e 002 27188t Unicast BolEl7 #4SE & WAXZ 2Fetn oY vE vlaag A,
STA AP AS
R, = " mod ?
Kir = (Yop™ mod p Ky = (R)™ mod »
= ™ % mod » A, Ta Zs, Ry, & X mea s
n > M
Zs = (Yy)"" mod p AUTHy, [A, T, Zs, R ] |R: = @ mod p
Kz = (Yp™ mod p
" ¥ mod »
AP, A, Ta. Za. R
| .
i X
AUTHy, [AP,A, T4, Z4, R, ) |Ki2 = (R2) " mod 5
a’ " mod p
K. = (Z0)™ " mod »
B, Ty, Zy, CIN4 o mod p
d
N Na
AUTHy,, B, Tg,Zy ] Zp = (Ya)"" mod p
Ko = (2™ Mmod » GW. B, Tp. Zn.
aN,‘ Ny mod p
AUTHy,, (GW,B, Ty, Zp ]
where, AP Access Point, AS  Authentication Server
Ki1. K, Integrity key, K. : Confidentiality key,
Ta Ty Time stamp,
Nai, Np, N, N, ' Random number,

AUTHR, [A,Ta, Va, Ry 1= Eg [FHASH(A,Ts, Va, R) 1

<21% 10> The key distribution protocol with an authentication function in the wireless LAN.
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