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ABSTRACT

Recently, the trial and success of malicious cyber attacks has been increased rapidly with spreading of Internet and
the activation of a internet shopping mall and the supply of an online internet, so it is expected to make a problem
more and more. Currently, the general security system based on Internet couldn’t cope with the attack properly, if
ever, other regular systems have depended on common softwares to cope with the attack. In this paper, we propose
the positive selection mechanism and negative selection mechanism of T-cell, which is the biological distributed
autonomous system, to develop the self/non-self recognition' algorithm, the anomalous behavior detection algorithm, and
AIS (Artificial Immune System) that is easy to be concrete on the artificial system. The proposed algorithm can cope
with new intrusion as well as existing one to intrusion detection system in the network environment.
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2.1 Biological Immune System
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Fig 1. Formation process of immune cell in BIS
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Fig. 2. 3 way-handshake
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A - Sequence number bits
B - Ack number bit
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D - SYN bit
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Fig. 4 Construction of string for self testing

F 1e AEE doleg MHC set#e] midd 35E B
oot zt oA Fxwitd 1,000 8] mAo] o]FoiFT). of
A Fxo e 100 & WA A= 3= 100,000
Wojth A 2g Holgd] tldk MHC setd wH-2 7<%t
MHC @83 A2 Hole7l X3ty Y& vt o]Fo]
v}, 1 gl Wele 404 ZAE 197K oltk. AlE# ol
o] AFdMAE, 2 £ e uwAEL BISY positive
selectiong AHE3IS 3% w9 A e ool 9
ujstE uhE Al ZE dlo]Ert MHC @il sfjdsls HE
58 42854 £agg Adole Alagege f4o] me

1EojAte As nAH3]6]8].

o

% 1. "3 g
Table. 1 Matched Numbers

Az BE o | =
i . U B

R S LR o I
aQRG | 4/ 9 | 1es | LY
100,00

loop 1 loop 1 loop 100 loop —
=105

1 loop=1,000 ¥
4. Negative Selection 2312l &

HAA A, self$} nonself AAEL FEj=o|n oln| i}
o7 3@ #FL 2egdEolth AFH Al2gdAM dSHE &
AEL XA AL S #do] ofE AAAAE H L3
2t} oS B9, self AAEL A2yl AoA zAlE9
audit trail®) 4% AGY B2 HAs= 24219 detector
2 Ad 232 3 AHEREC] € 4 sitHbliel. 23y, o
< e gel AR ZAxEHel $hon, detectorET wWol
Hojot & Hol8E EFE W) binaryE T4E dutdl A
EEoA nAE dolo) 2EHEE FAF] Jt. vk
I 9 o)# HFo 9&3X grow, o= AAEY J
Ao Fgd 4 vk WA A, g9 TAE ¢4
& AN E AL FYY AT R Hee} F8A &
A5 7he] 43 Ago) ol 1T 7he wiAE AEF
daE Q7lol Zzbel =8l 2 WY fAE ddE
I AT F£ e g ARE eprbR ol

FAM TAEE AAdstE AT A8, detector 2E
Zo ddstA A2 S ok Basofol ¥ gelf 2EH

Ay J= ASL AA drk AW self 2EHET )
g H=d) A9s AEZ9 detector i RS FA T o]

S 1011
0111
0011
0000

Reo Match?
L
1000 R

1100 1101 | No
1101 (AcceptT

1101

0ooo
Yes
{Reject)

1000
1100
I8 5 Azaed] Soi] tjde R gHE7)
Fig. 5 Constructing a set of detectors R for a set of self
strings S

Generate random strings

wf AFEE= Me #bE o] negative selectionolth. ©] 3G
875 o] 34 olF urkx] AL E)

a8 50 2 g@mgEol vt vk APEA MY ~E
g, RO & oju] A FAd self 2EH, S} v & 34A
A}, ojuf self 2EHT sjeio] Zrhn AFEHAE Aol
 rejectA 713 28X &3 Q2 ¥l A--olT accept
E A7l &, 71E9 detector, RS 7BAEHE d ALgHd, F
negative selectiong ©}§3te] S & ~EHE detector
Aoz AAA He FHeoloh ole B AF o3} A
3= positive selectionHe T2 A Hold AEH dis)
A EAE ] % g ol

HZo| A e AYAE L vlolg 29 AL J|E
o] vz vl AL AlREo] wWol ST ek A
Hog FEHE Y B4 ¢ vholgs @A T2 OPEL
=4 A% g DA waole} wWold WY AlE F ulo]
2ol i3k A ek ninigk Aot A negative
selections ©]-83l= anomaly detector?] 82 o= o]
EAFEA s F83 wHe] @ Ao|vH3[7I8)L

5. Positive selection2} Negative selection2|
E2 a4l S

AYRA Nzwe By

A gidlA] 23 FRE o] &3]
A AQ] ARE wdsted), €2 WA ue 2 £8%F
(misuse detection) 2z} HIAGAHY A (anomaly

detection) ¥ o2 g F Uth. L&A WAL d¥A
Qe TZ FYEEEH EF signatureE FEIu|x, ¥4
giatel 28 signature7t EAEAS Blste], A 7
S AYYe sl wejoln), 28] wiio] deA e
FZ o) dilsignature &S FAFoL &3, o] FEE 4
ol FHAe MARoR FA sl whek AR U2 349
gxljgol gelzlel olwf AlEH= MdPrrao] positive
selection®|th. S-S EA WAL WAL &l dal vl
At E 0 2 False Positive®-& Y49 signature 52 ¢l
= 24& gA35A] £33 False Negativeg& Eu} ¥ =
B 3 Aote duelEe dF9 289 oM,
AHE packetS £4, st FZdE dolEHE AR

2



SYN, RST, Sequence number® =3 signature® &-8-3}
E 2R ghaejgt & 4= Qi)

olof ukal] HiZgdeYY & WAL V&Y YEYA ALE
AEE 7R ARAHY Y49 HYE AHosFu, ojz
gt A4 9l R BE YN v|AZAYYE 7
Asta gA g vy ©@x) wale AAEe @99
WAE AdtE Ao) 7P FoshaANE 2Est], 714 4
A FBEE F e o] A Wl 7tk &= Ao)
o 94 A HEYZ A3g 2YEP A4 2y
ste UEY A AMEAES SAH R EAMete 223 &
Aol vl3] vjAggAQ] e veld A& gxste e
o},

2 =FddE A dF% F kA e £8317)
A8t 29 69 dnEE Agst oA 73 (Matching
Rule)& AR self dol8lE 7 ¥ Ad& AXA =& ),
A WAE  positive selectiono]® F A& negative
selection©] &}, positive selection® A% wlo]El& )& ul
& AAHHOZ self $ETY nonself TRTOE WA &
). ¥ WA= negative selections AXA HE o), o] u
AHEHE w)A 7]F#0] Anomalous Standard(A.S)e]th AS
= 13 @AE AR dolelo] thalA False Positive
Error(FPE)$t False Negative Error(FNE)E £°]7] €3k
Ao, ol AA WA WAAE HAAA
negative selectiong Zd3 3 Holc}

dubd o2 "] EX Wl Q88 R Wl
3 Jhd o2 False Negative®o](nonselfE self 2 €143}
¥ %) 92 ¥t False Positive®°](selfE nonself£ ¢l
A A9 UF Sold AA @7dM ALesr)7E A=
7] W&o, F2 A7 HF Bol vEe Uz, F& I
FA A 2o HEEX EPAh H Tl o) wjANY
B2 Ao gk Aprt gl o] FoixiA uiAAAY gA
Aol Zivt & YA Alz=do] go) AAEE Holxwh
7)€ 8 AYEA Alxge o gutx] HRle dAE F
E3l7] 8] REHoz ATAE A AL =HA e
ALk Qlth ofofl whal 2 =EolAM Atdh E£& dag
E2 ol HYHEE RgsuA 2 E 1Y Ad €es

New Trace
Positive Selection
For reducing
FPE
Matching Rule Negative Selection
For reducing
FNE
NO YES
A.S [ AS
YES NO YES NO
Non—Self Self Non-Self

A.S! Anomalous Standard
FPE: False Positive Error
FNE: False Negative Error

O¥ 6 £4 NIDS ¢udZe AEE
Fig. 6 Conceptional diagram of Hybrid NIDS Algorithm

M B E oj2% WEYD HYEK AAY

AR S ol 71Ee] B9 A= B wolgizd o
# 9AF 7h5A e B2olm, Wold A AE 2 vl
a0 B GAE SEE S 3ok

6.4 &

AA S HEAE FRHYeR g BAF AJ=dolt) 53
Eg4o2 FAE 449 AEES Fr1Heg A3 E43
Hx2E B3l YFdA AYs B 9L o] EAf uF welE
3, o]F WolE Ao YEME g5 7Y AXE T 2
2t HoiE ka9l olod £ =FoAe A HAAe ¥
d AExE 298 oz AFEH @A TAad nlo)y
2 2 HAQA = diF]A thixEe gagEe Ags
THAEe] AAAAL = positive selection® negative
selectiong o] &% LdIFL AFAHA HIA tiE o4y
FA7 H)Ad3EA Aol et o] A FAAE AHA|7
iZol| HAYEAY MRS A7

P L

@

[1] Computer Emergency Response Team, "TCP SYN
Flooding and IP Spoofing Attacks,” CERT
Advisory: CA, pp. 96-21, 1996.

[21 PD’ haeseleer, S, Forrest, and P. Helman. "An
immunological approach to change detection:
Algorithms, analysis and implication,” Proceeding
of the 1996 IEEE Symposium on Research in
Security and Privacy, Los Alami. 1996.

[31 A. Somayaji, S. Hofmeyr, and S. Forrest,
"Principles of a Computer Immune System,” New
Security Paradigms Workshop, pp. 75-82, 1998,

[4] W. Stevens, TCP/IP Iilustrated, vol. 1, Addison
Wesley Publishing, Company, 1994.

[6] C. Warrender, S. Forrest, B. pearmutter,
"Detecting  intrusions using system calls:
Alternative data models,” IEEE Symposium on
security and Privac, 1999.

[6] S. Hofmeyr, S. Forrest, and A. Somayaji,
"Intrusion Detection Using Sequence of System
Calls.” Journal of Computer Security, vol. 6, pp.
151-180, 1998.

[71 J. B. Gu, D. W. Lee, K. B. Sim, and S. H. Park,
"An Immunity-based Security Layer against
Internet Antigens,” Transactions on IEICE, vol.
E&3-B, no.11, pp. 2570-2575, 2000.

[8] D. Dasgupta, and S. Forrest, ” An Anomaly
Detection Algorithm Inspired by the Immune
Systems and Their Applications,” Springer, pp.
262-276, 1999,

415



HA 8 X SAL

Bsts =FX| 2002, Vol. 12, No. 5
X X 2 7

Al ®# (Kwee-Bo Sim)

1984 © Bt AT FHA}
19869 1 B S AAEUT TN

19904 : The University of Tokyo
AxLFeta Fehdkal

19973 ~dA] S=nr] 2D R FA="E)

3 wyolat 2 =FA ?i@ﬂ"l’“

20004~ EA) AAAFIA=DESE o)A % AP
2000 ~#A] vhe7 ek ZHOJ‘;-M*E“%:'—-?— EEEr
tﬂ zsL*o]/\]-

19919~ 8 Fdetm Aapdsl sy s

Falol ¢ AdFAE, AAL ATEREA2H FR-5A
U ATE ZHFH, }%%‘}J/‘l o zRuld, 7
gletedo], ATHYAA T

Phone : +82-2-820-5319

Fax T +82-2-817-0553

E-mail : kbsim@cau.ac.kr

Phone :

Fax

E-mail

416

2k ¢ (Jea-Won Yang)

20023 : FdEu AR FEA FE

A}

20023 : & oisty AxpHv)FsrT
ZEAAL

A 8ok : Network Security, JEWl A
B B3 Computer Network, %3}d4k

+82-2-820-5319
T +82-2-817-0553
. emfvnf@jupiter.cie.cau.ac kr

ol %%(Dong -Wook Lee)

1996\ : FYohsta AloiA Sz sat
—1—61-/\}_

19989 @ F Wi AojAS S
FEAA}

2000 © T UiEted A ASS
F A}

TR AT, A3AN, AFTVGA, JATFH B
Phone : +82-2-820-5319

Fax 1 +82-2-817-0553

E-mail : dwlee@ms.cau.ac.kr

E°'(Dong Il Seo)
1989 : AE g M3 e T4}
19944 Efﬁ%ﬂrq@ﬂ AR S IE
F AL
2002 : SE s HxpAAEa
(FALHAG F8)
1989.1~1992.2 : 43 Ax FHAT4A

19943~ A FFHAAFZAATY Aol
Hel7|s2Ad 7t
A4 Eo} : Network Security, B HEE S Computer
Network
Phone : +82-42-860-3814
Fax @ +82-42-860-5611
E-mail . bluesea@etrirekr

%] 2k Al (Yang-seo Choi)

19964 : ZAvisha HAAS
SR

20004 1 A7 7 e 3o
FopAA

2000. 6~ A FRAAFAATY
ABEECHE -rw%v A74

BARoF ¢ Network Security, Q1B 1Yl ARR T, Computer

Network
Phone : +82-42-860-3982
Fax : +82-42-860-5611

E-mail : yschoi92@etri.re.kr



