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An Efficient Authentication Mechanism Using Regional Registration
in Mobile IP Network

Sung-Eun Jang'- Jung-Min Park''- Ki-joon Chae''!

ABSTRACT

As Internet access through mobile devices is increasing, Mobile IP is the protocol to provide the mobility of a host on the existing IP. It
is important to provide secure authentication when mobile node register with home agent through the foreign agent each time it moves. In this
paper, we propose the authentication mechanism using a regional registration. The proposed authentication mechanism reduce frequent home

registration in regional movement. The simulaﬁon results show that the proposed authentication reduces the total registration time and is more

efficient than conventional registration mechanism.

FIHE : Mobile IP, 21Z(authentication), XIYEE

.M B

REX FUH3}, PDASH 22 ol d2V|E T8
Bl A¥2E das s aT7h Foldel ueh AHgR
9 o]EALS XYY AF T seSo] AL &
on, 53] olFF< vlolg Anjx AME&RIENA AMH|2g
AZE] AT AT7E W BE olRolAT Yok A
del ENZ B dhasel ke WA %3 A
Hel Ao gaglel el Mul2g ol ¥ 5 u o
E FHEHY T2EE WASA Fu AL ALY 5
Qe 7lge] s HA IETFS Mobile IP Z2EE
[1,2]12 ol5A & Adsts T2EEEA olF Z2E7 &
% 2 A7E ARSARY Qe xA7AY Al AR

t A 3 9 olgel Ay sta e suistel B BE B

tt £ 3 9 ojseluigia Bapr|sdete 7 HE s

H 2439 ojsqRmeta AEE%Y s

EEA4 020029 79 20%, AAE 120023 84 21

(regional registration)

A9 [P #428 vHPA 23 o5 F Fo=
49 A% 44E $AE 5 Aot

Mobile IP ZZ2EZL2 o]% T2EJ} olFahd 95 oo
HEE BaA olF x=9) Mzg 94 HuE ¥ dod
Eo] AT 2@d) wep okelg AW AgA} olF
7+43to] A5 B9 ZR" COA(Care
of Address)& & dlo|ES] 97 glolgd 5277
o2 F doldER 55 dAAs} gulg ofF wEaR

slom ol%

=290

LCO]:],Q_
S =S%= Gl =

B A48 BUF 4 U5E B UEYAY o) xE A
oo dF AFAAE FAafor Btk o] Mobile IP
ZzEZe 3 A4 BARE 7B AA, oF =7} @

$3) Q& YENINA e WEYAZ o/FF drit
£ odoldEd Aso| 9,1“ COAE W7ol Huz &
dlo|AES] o]F=Eg WA SEsjck dr). EA, o|%F
w27t F WEAZA ﬂ*a "ol 455 § oo MER 5
S ©) B DT QAT FAFLEA A



750 MEH2ISSI=EX C HMICH H5(2002.10
&Ao] Frtstn Aol otk AA olF =58 T
A%E P ARl Ao B2g waA gn F oA

g weA ARZtER 47 g9 EA7F B4

B =RdAE o]F A& A2 ¥ vEYIE
0L 4% A9 55 7HE o)8d] & 5% A9 §
07 UFo AF 0117}‘4%-% F3sta] o]F AREA} Wl
WA & oolHER AL QY }” NZHE EYOEN

o agHolw W I I7M REEER=
=3 Mobile IP BolA 71&9] <dF wAUSA HEL7|
% QE Y, B9 Al A% 71&* % 42 47 7l
ql 71& 9] Mobile IP ¢!
T} %-o]] - A

2. Mobile IP 915 MH|A F=

Mobile IPE 7]&2] IP AolA Z2ECA oS AT
7] 93 T2 EZo|t, F2EY oFA4L AT
Z YEYAS 95 YEYI o|F doJHEE F 9]
HEE QA9 EAE g7 98 FI1H R ofF oA
E F3 dAAE JEYI Atk o]F =71 F Ul
EYIA ¥ YEYAZ o}FsH olF ==& olF
olHE FI HARE FA o dolHEE ¥
B olo|MEAM A2 COAE Ted °% XxEv AR
& COAE ¥ dojdEAdA 55 843y, ¥ dolRE:
COAZIX BYdg AAsld olF =22 A4Ee #3E 7
24 €999 Yo oA FEd

22 HYE 9FdE AL Mobile PAA EE HolH
ado] o]Fste E8E AAFH dEd wW¢ T
A2 WAUEZL EHoE FAsE oF =9 F d
O] HAE Alold] 1F vlAX 9 RS B AT A
o7 F7h] HAA7}L MEHA GEF 3 o|Hd] A&
g9 A% wAA7 FR AAEHE 2E Y] AA
ot} (298 1) 71¥&2 Mobile IP “1]71‘4%% BaE
7)&¢} Mobile IP VAU E TF& AHEE B 7HA &4
Aol Vehdd A olF x==7t d4 SHde UEYA
oA e Uedaz olFd writt & dojd
golglE COAEZ HAdot drh o] Wi oF =
E JojHER WHEA TEL sordrh 4, oF
7} B YEYIM HE HoFFF F dojdE=R

e

ot I

..........................................
08 2

o% YEeg =

OF=% 9% dlojME

.........................
o .,

HESY=
o5 ojolME

98
olEE

.........................

(2! 1) Mobile-IP HIHZE

SR ET 1

oiEms ¥ OHOWQHiumE

{2 EYT
| & ojo|BE !

915 OlOIME xof ofo|x e
2% HESf3

25 ololHE  xp& ofo|H

248 olo|HE
22 YERI2

(22! 2) Mobile-IPS] X S8 HAHUE
Mobile IP A £& 7]Ee AFAE Fo|7] YA ol
= xzo & go]HES FA X do|HE Aol A

JolHES XA o2HN 7]ES] Mobile IP &35t
A4 °11°]X4E(regxonal agent)= AY WA ulx| olF =
zo F doldEXY FF) (13 2= Mobile IPS] A
22 719E o] 4% WAUZFE eI olF ==
U A2 o5 4, ol xE9 AY do]HE AF

H FPFGozN F Jo|HEE AHF o

I ALL ofF =E% F oA
FELR xﬂ%ﬁg T Anh

Hel A & cloldEs A el
23t} g dolHES}
2 HALR gornzg F

Lo
T

7]

JAEZ EFalA COAZ %
AGe Y& dolHEY 7

o AEE o]Fxcrt B Eddez £4Y st 4
+ ARE a7eA guo,

_&L



B ol
[ 1

m o

m 2

98l 0% wE7t & ooAEL 93 of
A oo|HES WAHAY A2E AY
& 4398 W S99

PEXS EEEE
MAXNE 53 COA

PNé A2 & "3

2 9
L
2
o

N
ed

FESS 9 A of
wh=r} o]

Fo Ao} ool

A

b oft
m I“F
ot |

In
B
o om R

e

=2
2

e fo [ ol

Z‘iE : ﬂ% o WE*— TELA "AAE

§e)

8 |o
=2
2

o]E

N

oy oﬂomEi—“ﬁ e Aesd

CoAZE zn #AAN E olo|HER

o A9 55

. 0% xE7} A olo]HES] FE2F FHelM of%
A 058 4% AG5Sw Fh@cHI

(g 3e F 5% e @8 9= AY9 55 AHe

0|3 =E 9% ojolME & oo|dE
1.0lo|ME HCOA
2. 5823 5528 SE%
3. 6% 8¢ &% S& &8 8¢
4. tiolg] olol& gjole
(12 3) E S5
olg k= 2|5 ojo|™ME & ojlo|ME
X SR
X S2R
A 55 25
X9 58 3¢
(18 4) Xl 52
. XIHEE 7IYE ol8% 2AF dAHAUE

712 Mobile IPY} 5= 7
o‘l‘oﬂ"‘ O]E ‘—E-e '?;‘
o2 AnHE AF A7te] A

o]

Mobile IP Z2EFS Hot Sl AHEQS o, w

=
[e)
=3
@
5
o
=
i
>
le]
ofn
B
~
iz
o
[
o
ot
Fot
o
Y
re
re
i
0T
re
5

AF5HAA Fd3} A oy HFo TEH A K3t
gt B =EdAE Ad §F 7UE olgst] & 5
B AgE55oz #Hsy dF AAUEE TP WH
& Atstazt @t o] Y A FE Aoe & dod
Eo] 98g A deo]HEZ} dlste Aotk A ma
AFE Fol olF kTt ARE HEYIZE SV FF
& 878 A% A9 Fert vlejaz Ad Agde A9
TEE FYste] A dojdEANN AFE T} oF

=E7} uﬂﬂi Aox FEE 87 e §F 55

TPt & AFE e PHolth ofF == A TF

HAAE Heshs AG do|HEE 7]&9 Mobile IPeA
E dolHE 2 ¥ do]HES /]Fo| fARIER Wk
7¥eke Aol ol 7]E] i dolHELY &
T AYG odo]HER AEE F AUtz 7}7‘48P
g QFste *}% e oE WAYSE

o= 4

i)
)
N
T,
re
o
=
o
L
TN
&=

H
=
N
N
T
-0,
ofN
= o1
N
i

N

[e]
B3 Ha A7) AW A% AAUZS A HY7)
=1

& A}OMW OITOWW (fé 5E HY o]E
S vEy|e} »ig F&o Uiz MACS

j o
ARAA F ooMEZRH AFS L, § oIEE §
5

EEEE

EEXRER

1. olojdE Fn
(COA)

\

2.5% 2%

/

(8 5) & S5 Al H|Y7| 7]¢ 91F HIFUE S&

[ os == | [25 otorzie |

1. Oo|™E #
(coa

2 Xd 58 2%

—> Y7 2AF

(2% 6) X1 S2 Al HIF| 72 S HAHUE SH



752 HENLER=2X C M-CH Mb=(2002.10)

(29 59 34 FAREE AFo] o|FofAE AHLE o
71 FFeA HET] AdFo] & WY FhH (2d 5)
nAYE $& FaE (2
AF WAUSE #3AS

tE 524 WY L A%
g 6)e A5 uEs|
3% 54 A3 yehao,
7] 719 AF AAYUEES A ZgAed A2 tig
A AE g3 Add geid £Pd0. (39 DE
=E7F Byl 55 84 B39 d=d oig
g0z gHolH AAE Jo]HES T dojA
et AY doldER B2 TF 84
pale] AZAEE W dgstd & ool
=EE 747 e Yoy FEIY. F

F= uhizbA el ol d WHE SEHA
%MZM BF AR g Y de dF
wEoll HebHA o] 3

(24 7)° % TEA A7) 71 dF wlﬂbl%v% T3
P& Afoln (28 8 AFTEA A 7Nt T W

AUE &% éz}% YERAIT

[ o5 == |

1. oio]ME B3

{CoA)

Q'\

hovd

X, o X
ol ;ﬁ
tjo

oA
o[N

ofl Y

L_rgolﬂémlo

X

£ 2 i durl 3 g oW of
o _E‘
P oo

o 9

mo ot M o oot |m o fm oo
ms(_!‘
A

& OIHE

EEETER

—- 3743 2IE

(28 7) & 5= Al ZW| 718 9F 07U B3

[og == | [=% ooize]
1. ololHE 32

—> 373 25

(22 8) X2 S Al BH| 71t AF WHUZ SX

avel 55 a‘g—g— por 9% 29e +49
A gm Aol HYE oo

& AR ol% x=71 94T dolHES HH AFEA

b rN
fm
ori

%, K
O
)

M, 2
£
o
¢ A
)
o
g,

A7 AF &2FE HHeEA BE AF ozl o
o] 7kttt (2¥ 9 F TFA H&: A7 1w
@ Aol (2 10L& A

[ oses | IELTTEES

1.oolIME &1

. e

——
—

e S PHIRES
—_— 2545] 9IE
....... P R @5 AE

2 371 71 2E HFHUE SH

L YT

J—TT T
— 2713} 215
...... P s 23 UF

(32 10) XId S8 Al 24 3IH71 2|8t 2F HAHLE S
4. M5 HIt

NEFGolH ETRE B4 A2HE HWAFsln sjest
w SDL(Specification and Description Language)Z A}-&3}
AtH4,5]. SDLE 54l Al2H"H9 538 7led Fv AME
Ag NEAEY] FHEAAR AMEH T HAIZE Al2"e] F
Z, 2 7% 2 dHoHE EAT F lon Azd" 74
3 AAe HEd £ gleh

41 A 2eljojM &Z

ANgHold #4e gy 2o &
o2 TEEE 80211% wWEx AEdold ¢ 742 (2L
1) ZHs).
T HEHIZAA At F oM E]
Wy o R JEHIR o|Fste &7 oo
JEZRE oodE Fug 53 ¥ A2 COAE ¥



& WEH3

& olojne x| ofofHE

o2 ofjohdE

(T ¢ 7y

o & dojAES) FE &) Mobile IPE W22 Ao 2
F37ld ggonz ME JEHAE ¥E 500mE &
AFE o)l met F JEHIS YT HEHIZ Ao
9 Age lkmA 40km 74A) BojAch MZE AE Y
EfF0) Foi7} [P F47 vhl guitt & oo]AE A
2& A H4RE S58ty dolHIaRS HEYeEeth A
Edoldel AHgE 3 SEviEE < >3 2o

CE 1) AIE01M TY matale

olgxE : XA A9 AT 500m

A ) ARNOAE : G o) AE(FA ‘%‘i«l Ag)]  500m
A Yool E : & °ﬂ°l%i-E— A9 A2 |lkm~40km

2 4 gae Ad 7ms/km

Azt 42 229 X 5ms/km

. RA g3 gogE 2Mbps

T4 g2 g9 = 10Mbps

42 AMEEHOIM HE
BAgL olF wE=v fE2E ME YESIR Sojv)
AOlHE Fuot e EME WYAANE Uk uf A ofF
ABRE § dolHEA FEae FAFH AY do]dE.]
A T3t HAAd HFAHT]. AgHlAe /&Y F
& JMH A9 SE 7He =89S A% gz d
@4 71 A kA AF WAVNEE A4 FYF
7] 7] 915 WA U E(Secret-key Based Authen-
tication)& SK&tz stz 7471 718 A% w71 F(Public-
key Based Authentication)® PKZ i stxn H& 377 7|
d 91& mlA Y E(Minimal Public-key Based Authenticat-
ion)& minPK#har ¥7)3v}. 7]& Mobile IP 55 ]‘ﬁ‘o_
ARt S ASet 29 5F 7WS AgEe A 4
Zte i3] ot 22 EAXE NFeR H]ﬂ-?f}ﬁ‘:}

TDJLJ

;m r°1' N

D AA £% A3

@ °1% xE2dlA 52 A7
@ == TEAM2 AL

@ 2z

ols

ot
Ko
o
£
re
re
oy
0L
o
51
[#%)

Moblle P BAIM NAHEE 71"

o

43 Mol A ¥ &4

4.3.1 9A SEAZ} o) wEo) Mo} SEAT

A B AT oF wEt &8 QW WENAE
Roltd Az HENIZ ERe W 43 doluss
59 § ooldmed Mze 94 Ans E5A71E A
YEAD A% Aot Agelth AH 5% Ae 53
24 % 5% 98 0=E AD & ofF dolassol
Ayel 7D Sl HolBE ANGE AE EHE w
£ ZzA2AZ MACOY A4 A9e wERd 92
FEES A7, =5} oo B Aol WMAAT} AR
Y 2E A Ak A ANz FHAY.

B
WO|E ==

800

7 600

(ms) 400

200

SK PK minPK
oF ofHUE

(3212) B E8 AT

30

BIE S5 7)Y

25 Mg 71y |l

Al 20

A R ol =&

Bl m(E1 2| HAHUE)

(38 13) dH S5 Azt

(:L% 12)% 71EY 55 7HeE AF AAUEE 7Y
P& F¢ 72 AdF WAUE E A dF A7 olF -
Eoﬂ*H AT A7 BAFEH olF oAl TEAZE
< AA SEAL T olF wEor FIAY ADBE
AR Aot o]F wmEere Az Yutdoz A
AHgol AgEH lvte A& 448 B, HAE #4
ojof gt} o]F koA o]FojA= Adle] 1A w
A dold A 18 =28 Aol FRIEE ¢ WEN
BEgRoR ARG F U3 AYe] HEF o]F nTdj)
AY B Evle HellA S8 FEol ofd 4 girh
(2 137 (2" e ol% w27t vlejam AR 55
8734 71¥ Mobile P9} T2 7I¥& AHEste] dFsie
B9 A9 dojHEE AMEStY A & ASo 4y



754 HEME|IETI=EX C M9-CH M5 (2002.10)

iy A7) 4% AAUES FHSES

§ 55 ATe v Aol A9 do|HEE VW
d A= 7k AR dEYIR o

7b o] EE W A oojHEE Fato] dF #WAY

§ x= 3
Z< FYa7] el MASA § ololdERe FSat
ARE FAFT

1600
n7i= 55 7Y
1400 mxsE |y
1200
Al 4000
2t
800
(mS) 600

M 5 s &=

(38 14) A S5 AlZ Bl(S7H7| HAHUE)

400

2t 300

200

100

[=]

olf L=
(38 15) TH S5 AlZt Hlm(F 2 37| WHUE)

(28 15t o]l% =E7} H2¢ vlolaz Az 2% 9

A A HAA 3N 4F WAVES FYIES A V&
o Mobile IPIA ALg3HE 52 71WE AHgats 45
Ao ool HES ASa AST AE 55 Aug v
# Aoltt.
|+7[ 2 JH —m—~X9EE Iy

160

140 /A\

120

A 100 // \\
AN

(ms) jz // \\
/ \\

SK PK minPK
s MAUE

(38 16) 2E HIFAUERY XAHEE 7Y J|IESET e
HHSEA I R

452 7Ye A}%‘}&’i% A% 7129 5% W A
$39S A% 4 93 UAUZ ¥ FPANRS Hlas
BelE ojst go] o|F wmEJt HEE AY ooldEE
RS Aol obd ke A% ooldER o[5S 4
Fol & ofolHEdlA Fn WANE 24 gn A9
JolHEAA 5% 84S sl 552 st AF o
AUEE Ageks Zol o &g ol

4.3.2 AA SEAZ, =EZ2A2AZE B 453 A7

1200

= Bk
M= Z2M2
Ozst

1000

(g
16
1 O7IE 55 714
mXHSS ol

LS T2 AA %55t

(118 18) EZ2MA AlZtRt 253t AZHH|ZT| HAHUE)

(T8 172 71F9 AT vAUSAA dF wAUSE
AA AT AR, =E ZRAX AR 433 AGE 2

)

Aolt}. SKAl A& 29 FEAE =9 do]HE A}
ole] Ag xdAzte R y|osit} BEAE o] &% BT
g AE o e Holh gy PRl o FU9E o]&3

FEHE she Alzre] SKo| Hlstel HolubAl BA7)
gol vlgol wrhe A ¢ 5 vk A9 Yol By
T ¥ ohel PRANE @233 3ol ol dojups]
WRolth. FAH7] ool FdSF HA FTABNA 3
Jsh o255 B0l AAse WFo] Frhat.

(2% 18), (29 19, (2F 200 WD) A% WAYET
7 9% AUE 23 Hx A7) AF AAUSE
Z Pa A9 52 gdel 483 35 el

E s 229 ¢hE8 A7 Blasle] Bol Aoj)

pY

o
=

X
i
o
ot ¢



1400

M7= S5 0Y

1200 BXHSE 7|y N

LE maga el

(38 19) == Z2M2 AjZh 238 AIZKEHF| HAUS)

440

Bz g8y
420 WXNSE 7Y H

Al 400

2t 380
360

340 |

320 °

£ TZMA 2z 5t

(3% 20) = ZZMA AlZE LEE AIZKE A 207} HHUZ)

ANEH oA Aag FRIRE dolA EHF A 2o

o
o
S
o
&
s
Loy
ofn
W g
b

E
0
HU
e

olN
2
= %
il
= oy

g Aeole o
FoR Qe anHE X
o) we JAFAA "Z‘EJJr °} 4% dHoly A% T8
Al8+= Mobile IP Uﬂﬂ‘f]ifﬂ] g4 olx] Z3lrt

mEte & =8 Ate o

22 Bolbd $8& 27¢ 49 49 T
= AGEEE 295 A} ool
T olF wmrh saE oA 5%

& 3?“" A5de & 52& s § 9% L 4

N

Fo A= Mobile IPslA A 2aE 7|1& 52 7
Z YAUES FHE AL 0% w9

MG 52 fHom sl aHEE A
2 e Jds 344 T“ﬂﬂr e dojE HApE
= Mobile IP WAUZ & _
NAst7] $ateq A HEE ]Eﬁ'—% ol &g AdF W
A A W

L
fUodN
Ho tlo wo o

selch Aol BHE ARL Fo ol

Mobile 1P Z0IM XIQEE 7IHE 018 TSN QIF 2ot 755

HEdaz %017}*1 TEE &7 4% 49 FHrt v
ojlaz Ad 7 TEE T AY oojHE
7h Wjag Ao 558
°:l

2
5 958 s}% %

-0

oz Hsw AHFTE /HS Agstd A2 v
3 £ 71€9] Mobile IP 5E 71¥R
Aol dEsdrt. =3 71&4 5 7
RE7} 9% o]HES 53] E ojo|dEe
£ EFW(public network)e AuvA HEz
otele]l FAAZRY 44 F49T £ Yot A
7S o835k HY WEYI Zu WA FEo] o
FolxAug Heole ZWoA 2F o ARG Aol oF
o3 4 9t

B =fdMe A9 55
5 WAUEE FPste A
£ o FFAAA dz®dt

A7 % e Aol

olﬂ 1o o
du Hr u oo 0

e olgstel 544 2
gsugion A9 oojne
e} te net rlye A

=LA

[1} Charles E. Perkins, “Mobile IP,” IEEE Communication Ma-
gazine, pp.88-99, May, 1997.

[2] C. Perkins, “IP Mobility Support,” RFC2002, http://www.
ietf.org/rfc/rfc2002.txt, 1996.

{31 Eva Gustafsson, Annika Jonsson, Charles E. Perkins, “Mo-
bile IPv4 Regional Registration,” http://search.ietf.org/inter
net-drafts/draft-ietf-mobileip-reg -tunnel-06.txt, Mar., 2002,

[4] Rolv Break, “SDL Basic,” Computer Networks and ISDN
System 28, 1996.

[5] SDT Getting Started, “Chapter 1. Introduction to Langua-
ges and Notations,” SDL v]#%

[6] William Stallings, Data and Computer Communications,
Sixth Edtion, Prentice Hall, 2000.

[7] Vipul Gupta, Abhijit Dixit, “The Design and Development
of a Mobility Supporting Network,” ISPAN96, 1996.

8] ¥R HRBIAE, AREIAE, WAL 2000.

g d 2
e-mail : sejang@secuve.com
19998 Aldf sota} Z(sAD
2002+ olstoid] 3r1enistd AFE
g7 Z4(HAh
2002 ~ @A (F)AFE
4l 2o : Mobile IP, Secure OS, IDS,
IPS, ESM &



756 ZEXN2ES=EXIC MI-CH Hb5z=2(2002.10)

s & ol
e-mail | pjm@amadeus kist.re.kr
198949 olstodAlugtm AApA T} £¢
(3h

19919 elste xR skl el ARA A
8t} E4(o] A AN

19999 ~ & A olgtqz g FHeprled
& Ael et A

191E~d4 FFRr7|edTd 7Y

A Rof : Network Security, Mobile IP, Active Network

Security, Ad-hoc Network &

M7 E
e-mail : kichae@ewha.ackr
1982 AxMdigta 83t o] 3HAL
1984 WIS AleHTEcieka 2 e gt AAL
19904 72 wxslEetol FYvsta 7
FE|F83} uha}
19904 ~ 1992 B3 AR AF
E3ta zae
19923 ~8 A ojstdANGE HFELF}
ARl EYA B dE]H YEYA Bt R #, AE

[RABAY/n&BAY Z2EZ A § A% &4



