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Implementation of a LSB-First Digit-Serial Multiplier for
Finite Fields GF(2™)

Chang Hoon Kim'- Chun Pyo Hong''- Jong Jung Woo''!

ABSTRACT

In this paper we, implement LSB-first digit-serial systolic multiplier for computing modular multiplication A (x)B(x) mod G (x) in finite
fields GF(2™). If input data come in continuously, the implemented multiplier can produce multiplication results at a rate of one every [m/
L clock cycles, where L is the selected digit size. The analysis results show that the proposed architecture leads to a reduction of computational
delay time and it has more simple structure than existing digit-serial systolic multiplier. Furthermore, since the propose architecture has the
features of regularity, modularity, and unidirectional data flow, it shows good extension characteristics with respect to m and L.
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Input : A(x), B(x), G(x)

Qutput : P(x) = A(x)B(x) mod G(x)
1. p®=0, for 0 < k<m-1

2. pa?=0,for1<i<m

3. fori=1tomdo

4 for k = m-1to 0 do

5. pk(i) =pm-1“-l)gk b +pk~1(i41)
6 end

7. end
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Output : P(x) = A(x)B(x) mod G(x)
al¥= a cfor 0 <k <= m-1
a®=0, for1<i<m
p®=0, for 0<k<m-1
for i =1 to m do
for k = m-1 down to 0 do
@ = 4V ¢ a0,
2 = @V by + p Y
end
end

10. P(x) = p™(x)

0N e g W

(2D2|E 2.2) LSB M =M L1g|

b

g9 ¥ (FudF 2D% (FudF 22 o, s %
7 A% PO kA AFE YERIL, a; 9 b,
A S B(x) 9 i A AFE YENIZ, g, © G109
p¥A AGE debdoidl LSB ¢4 wyez 7EY
A7) MSB $4 Wz TEY FA7ls steso] 2
ArE 2oy, AN Ad Al o Ao g 7led &

00585, 00387 ; 0dc8e, 0085, V0.8, , 0ai8; 5 Oargy, Ompr, Oaogy

os o o Efon Efvs Fon oo For ]

Pasignsggigns g issgsigarnignise

e b B

oF
N

-
I
e

o
S
[ H: |

5.8)

e
Parsalgy

BE
AN
=Kl

o



=]

S e GFEMANMY LSB 24 CIXIE Al2|g 587 78 283

pETVaY g gD o]Z KdAz olx, ‘WE (28 29 G, & ALY J2E
G- -1 vrebd T
-1 1 Zm- 1
L7 by
1
—> —> —> .
808386 o Ly
| | a4, » >
0 PoP3 P
R 818487 » —i-—o» —
a,d,a; o ——-e>
0 PE, PE, PE, > PiPsPs
: 828585 o —i-o>! lot o -— >
l a,4as a,(; Fo—» P.DLP
. oY > PP Py
“;:) P;«') "5(') 8 bobsh, s
by by B, o s
b by by—=>
(32 2) (3 DA G, k) AMH sz 110

(a2l 4y (=32 o GF(2%)el CIRIE Al2iY J47] 7=

THEE vEoR GF(27)49 LSB ¢4 #4 21gFe
golg o& = L (4, &) AMNAGA Y JE2EE T8 .
& | .g
B (2d D 2 (2F D o] FAUTHTL o] S m=9 az IE o s D s iy
3k .7
o3, AEYE TAZE mxmAZ FAH] Athn AP : ha
gty (28 Dol 71¢d AAY A% F P(x) T m¥ W B3k ] —H-4] | ™ |83t
pon ) = [ [ O3
2 35 g o 2z M4 ol doA 78 F Aw e P2
< ¢4+ drh s NG N 1 :’,:f;”‘“
Pk S 1 ' [ o O3k42
A + H P3is2
22 Xtz o|& Jj=Zeo| HyY ] ?f} ?Eé}
gAE 377k LA YAE AL A2EY ofHolE ‘ - B
by 0,15
BHE7] S8 (29 D& LxL 2 %od, L1749 dAF S P
9l AR QI QBE YAE AdA Aite] HejZo b
-2 B
geld eeZoz EQAL A4 dxd 43 2§ a9 =
=(Signal Flow Graph:SFGE 9¢ & $ith o3¢ & by =
AL HAs7 98 (38 DY dolg oF afzE AY M=
2 WEAIE (2 39 Holg & aYzE d& T+ ]
ctri
STHTL
(T2 5) (3" 42 PE FZ [7]
13 4 i __>g|:'§k
;:’; :\l {'f A * 4:]| I ax
. . Py
83441 ; ; 2,'3k+l
e = X ] e @3kt
s E ﬂ P31
83k+2 : : _._.g::sk-rz
e GG s
A o T P3re2
B 0] I o] I
1= npiE] nplE
by UNES E E
1 ; 3
bisz —e 10 H :
(2% 3¢ dold o 1YhLE 5% PFoE FIA % : :
e, A A A =EY3 7% (cut-set systolization tech— by s e
nique)[81& A&sta (28 49 2 N9 Processing : :
ElementPE)2 4% UAE-AZD A2EY F4719 ctrl

- ol
- o fogn

T2E 4& F AN (28 5T (O¥ 99 FAVIE
T4ske ZAZte) PE 728 dehlu, ‘e’ I-HE 1-A (32 6) (3 5)9 HEE PE 7=



284 HEMEIS2I=2X A HMI-AT H3=(2002.9)

cut theorem[8)& Z§3te (29 5)9] 7 PEE o] Ze}
o & 4 9tk 7 PE9 ¥gd 7xE (3™ 6)% 2.
4AE we} dolg #xo 1ME HXE F74ct 2 PE
t S+l AER stejzell Hi, L/(S+1De 5ot
4SL+—52£+57H9] E #XE FHgozR, Ao A

g AAARE ol g 24 + Aok

T s = (Tanpe + Txore + Tuuxz) 4

L
S+1

(29 6)9] PEE= L=3, S=20°lt} Hu Ag Az
& Tow= Tanme+ Txore + Tz TH8 24P2, 29709 1
HE A7 7= 4 @] g3 YAE Z7)¢
ojZel AHE AT F Ut

3. ZMoIe 78

B oM 24N dA" F471Y FE st 7
3t FnzZ A5 vudr] Y8t Guo Fl6lel At
3 FAvig B AgelA Add FAVE s9T #73
A Fd 3 548 v, 243t

#4718 Fds7] 98 4AE 54718 VHDLE 7le
stgen, Synopsysite] FPGA-Express(Version 2000, 11-
FE35)E ol&ste F47] 328 §Astdch =8 F47]
9 71% A2E& 938 MentographicsAte] VHDL-ChipSim
& o) g3l ABHIAE FAFI oY, td FPGA Tt
o)]~8 = ALTERAAIY FLEX10K+¥¢ EPF10K100ARC240
-3& AMEFCH

a. Guo w471

b, & ATl Ak E47]
(22 8) m=9, L =39 UXIE A2l AlAS2] B47| 3i=
By A

| ]l

AT

;l.A

Ris

ua

[ —————

(18 NS 4 F4A4719 ARA 2] §4 2AE vt
U, (28 8)& m=90°]x L=39 TXE AgE Az
=Y F4719 3= A4 AF9E vehie, (28 9= (1
g Q)ol tig z+zte] PE &2 Yerdth

FAE 32 7% AFS 9319, FPGA-ExpressZ2+
B Netlist €& #£3% % VHDL-ChipSim ©] &35}
NEH ol AL Fystgrt AEHA HAAAA dHd =
2E doly JTLEL otefe} #rh

AGxr) = 3+ 2"+ x5+ 2% 2"+ 2%+ 22)
Bx)=(xP+x+1,x"+x+x)
Gx)=(x?+x'+1,2%+x*+1)

NEHol A ARE A7 (29 1003 (23 1D 71<H



o Atk 7A, (¥ 100& Guo F[6] © A|¢dF MSB
S WAtk AlE#Held Adtelx, (I 1) B 4
Tol A A<etst LSB 4 wae t@ Algeold Aol
o (3™ 1007 (2" 1D 7]1e8 uish o] 27] 3N)
2Y AlolE Fo A ¥MA F4 A 457 JeEuy,
WA 2 3(WV)EY Ale)E Fo Jeldo AE %*ﬁ
A G Po)=(xb+x "+ 2+ 2 +x x84+ 2T+ x4 20421
+xi+1) B FojH, NEH oK Ax FUF 4L A
Atk E 2 AFdME m=256 v, L & WA
A(2~32) T4 AEE FAgoy AFdFY 2F AHEg
A3E 4ot

-F1CTRL

2V INPUT_AB0 2) 2ot o0 ) bmnn’mﬂnlw B0

#LTINPUT B 10 2) RN (S Fomoc

#-F1INPUT_G(0te ) 1 oo oo wor }nmy;wur 001 {5700

@1 OUTPUT AQ102) (oveco” Xamyinm“

@1 0UTPUT B0 2) 4w Yoo

#-§71 0UTPUT G010 2) {6 00c | nmran'mrr En‘ml b0 ¥ 67010 § 5001 b 0K

X al Joria (1 {00 {be11 b tier {btar {000

(& 10) Guo Zd7loll CHEH AlE3jo|M Ht

oK o 6 A A
f1CTRL H ———
BF1INPUT_AQto 2) R O A ohooc
EFVNPUT B0 ) b 001" b 01 oo
ETYNPUT GO0 ) D00 L6010 ] 5700 § 0000 {50 ) 0007 Jo'Rec
Bf1O0UTPUT Bto 2) b U Lo b0 _ Jewe
&M OUTRUT G010 ) (X b £ b 000 § 570K (b0 Jb'00r } b0 § 020 - o X
% F1VERTICAL QUTPUT AQDto 2)§] b0 70" 010" ¥ b°001” § b*010° § b"11" b1 { b 001" {b700T
&1y oo b7y} boH1 (b70I0" -1 ) 67110 Y b0 b
(33 1) 2 AF0A Mk ZHv(of chEt AlEaolM At
= .

4. 45 &4

2 d7ddAM 78 UAE AYY A2EY 479
Guo Sl6lo] AN tAE-Aed AN2EY #4718 ¥

w3E T <E 1>2 FLEX10K100ARC240-3 t]H}o] 2ol A
m=9, L=3 4" FPGA T8¢ A% 54¢ vng Az
ot <E 2>E ¥ /| FA/Y s=elo] ByE L o]
B AN SudA dude 48 ulme Ago
<E > 3 <E >2RE B d7d4 1Ed 2
Guo (6] ©| ALd@ FA71el e 2t PES @ A} B
EFAEAYoRE N F7taAT AT A S
s dEe ¢ 4 Aok

=

R Y

E 1D m=9 [ =320 FPGA 788 I8t E4 b1

PE A A
2 A 7 EEEEEIEEE
IEETRETC AN PEREIIN
MH2) | g |PHUT| g | D LUT
—:[,Lj‘;]:a 21.25 36.70 31 23 330.3 93 69
a7
Guo?]
247) 18.98 52.70 30 23 4743 N0 69

Ro HE GFRMAMAL LSB M CINE Al21Y 47| 78 285
{E 2) CIXIE Al2| AlAER| ZMT|e 84 H|w
T+ & Guo #4471 TEE T4
N Aegsl N
xl?jl XOR2: L-1 A7 N
N AND2: I-1
AND2: 21%4L AND2: 21%L
XOR2:L-1 XOR2:2L*
A9y | XOR3:I*-2L+2
wge | XOR4:I-l
o ME 2 :10L+55L HHE 2@ :
(0L +1) +4SL+(SL/2)+S
MUX:2L MUX : 2L
Ad Az
3N 3N
(cycles)
With pipelining inside PE
g o (L) (Tanpe + Txors + Tauxe) / (S + DL Yranpe + Txore + Tuuxe) /(S +1)
z]xj:])?]]ﬂ- Without pipelining inside PE
v Tanpz + Txors + (L-1) Tanpz + Txor2L-1)
(Tanpz + Txors + Tuuxs) (Tanpa + Txorz + Tuuxz)
N=m/L
AND?2 :2-%18 AND gate
XOR2:2-9% XOR gate
XOR3:2(2-918 XOR) gates
XOR4 : 3(2-98 XOR) gates
MUX 2 : 2-to-1 multiplexer
Tanpz2 : AND2 AYA A7
Txori - XOR i A2AAAZH
Tuuxe - MUX 2 A2 A7

5.4 2

2 =RAE GFE™) A4 LSB $4 B49 F47)
g 7FEsan 78 #4718 Guo Sl6lo] A MSB
$4 P9 OAE ANPD FAYG M 24 A, o)
Selo] BRRE R} FANGAT AN A AGe B
of Y AT E@ AYE FANE @ B A%
528 A7) dEA HgHelE, WS FHHQ T2E
AT QA BB m s Lo hE e R AT

g g

e

[1] R. E. Blahut, “Theory and Practice of Error Control Codes,”
MA : Addison-Wesley, 1983

[2) B. Schneier, “Applied Cryptography,” Wiley, 1996

[3] C. L. Wang and J. L. Lin, “Systolic Array Implementation
of Multipliers for Finite Field GF (2™),” IEEE Trans. on
Circuits and Syst, Vol.38, No.7, pp.796-800, July, 1991.

[4] S. K. Jain, L. Song, and K. K. Parhi, “Efficient Semi-
Systolic Architectures for Finite Field Arithmetic,” IEEE
Trans. on VLSI System, Vol.6, No.l, pp.101-113, March,
1998.

[5] R. Hartley and P. F. Corbett, “Digit-Serial Processing
Techniques,” IEEE Trans. CAS-37, Vol.37, No.6, pp.707-
719, June, 1990.



286 AEMEISB=EX A MI-AT M3=(2002.9)

[6] J. H. Guo and C. L. Wang, “Digit-Serial Systolic Multiplier
for Finite Field GF (2™),” IEE Proc.-Comput. Digit. Tech.,
Vol.145, No.2, pp.143-148, March, 1998.

[7] C. H. Kim, S. D. Han and C. P. Hong, “An Efficient Digit-
Serial Systolic Multiplier for Finite Fields GF 2™),” To
be appeared on Proc. on 14th Annual IEEE International
ASIC/SOC Conference, pp.12-15, Sept, 2001.

[8] N. Weste, and K. Eshraghian, “Principles of CMOS VLSI
design : A System Perspective,” Addison Wesley, Reading,
MA, 1985.

[9] S. Y. Kung, “VLSI Array Processors,” Englewood Cliffs,
N]J : Prentice Hall, 1988.

[10] W. F. Lee, “VHDL Coding and Logic Synthesis with Syn-
opsis,” Academic Press, 2000.

e-mail : chkim@dsp.taegu.ac.kr

2000 o FoiE s PAFREFEITE
EAEAD

200003 ~ A olTFoigta FFEART T
EREE:

FAR: FE AAY, WY Axd,

ATFHY AFY

T ER

e-mail : cphong@daegu.ac kr

1978 AEdista AAEsS 448D

1978 ~1985 I AFATA A7

19853 ~1986'3 Georgia Institute of Tech-
nology, School of Electrical and
Computer Engineering A1 A

198613 ~1991d Georgia Institute of Technology, School of Elec-
trical and Computer Engineering 2FAF

19929 ~8A d7iigte FEFAFTEE aF

BAR:DSP e 2 AZES], HFEH FZ, VLSI

AzAe, WA A=¢

2z 3

e-mail : jwoo@cs.sungshin.ackr

19821 ZE et AA-F e stat

19823 ~1988d AT AYAT4.

198813 ~1993'd Univ. of Texas at Austin
A7) A%E T3 A4 L

19981 ~1999'd Univ. of Texas at Austin
A7) AFE 3G Aduy

1993 ~dA) Aaadstn ws

ARk HAFE TR, A2 4714, CAI



