BFEREBERANE
B/12% 4%, 2002. 8

XTEA$®} TEAS] &4% elex=d i3t B A 34

2o, gy

of & &, o &z

1]

= of*
o —

Impossible Differential Cryptanalysis of Reduced Round XTEA and TEA
Dukjae Moon*, Kyungdeok Hwang**, Wonil Lee*, Sangjin Lee*, Jongin Lim*

=y

B kB4 XTEA[7]9} TEA[SIS] £43 #-gce tigh 8% A% 374 (Impossible Differential Cryptanalysis)ol
Fste] olir), o] T EE otio FQ AAKYE DA FgAY Fyolth Y e v 2 g4l
(diffusion) A& x| Faled, XTEASH TEAS 249 gz oy 5 A& IAL 7hes doh 7AHe=
oy 22hes B Y 549 of4dled 142k2E XTEAS] wisle] 25709 AU EE3} 28] o}t Ay
o E38o] 1288]E mhrE]7]E Fohd $ Qloh =3l TEAY 7% 108h¢E 2% AE 54L& o838k LIgE vt
2E17]8 270500 AR EES) of 2Mule) okss} e Falo] Aopdch

ABSTRACT

We present the impossible differential cryptanalysis of the block cipher XTEA[7] and TEA[6]. The core of the design
principle of these block ciphers is an easy implementation and a simplicity. But this simplicity dose not offer a large diffusion
property. Our impossible differential cryptanalysis of reduced-round versions of XTEA and TEA is based on this fact. We will
show how to construct a 12-round impossible characteristic of XTEA. We can then derive 128-bit user key of the 14-round
XTEA with 225 chosen plaintexts and 2% encryption times using the 12-round impossible characteristic. In addition, we will
show how to construct a 10-round impossible characteristic of TEA. Then we can derive 128-bit user key of the 11-round TEA
with 2%2° chosen plaintexts and 2¥encryption times using the 10-round impossible characteristic.
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