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& 93 ICV(integrity Check Value)E ===t
o izl slciel IVE A AL dlee 9}
ICV ¢&3pe o], olejgt wAA &
(29 2)ell =A%)

I 802,11 Hdr l Data J

fDecapsulate

l802.11 Hdr| v | Data { Icv l

Encapsulate

-

(28 2) 802.118] oiMx] =Y #=
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cation)"”, Mobile IPv4 $-&(Diameter Mobile
IPv4 Application)", x=7t et o Zwizhk »
oh& #13 Diameter CMS Security® ££-o)
sleb. =3 Diameterv RADIUSY w oz
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Version Message Length
RPErrrrr Command code
Vendor-ID
Hop-by-Hop Identifier
End-to-end Identifier
AVP
AVPs....
AVP code
VMPrrrrrr AVP length

Vendor-1D (opt)
Data (Diameterldentity, OctetString, Unsigned32, DiamURI, Grouped, ...)

R:request P: proxiable E:efror  v:vendor-specific M Y Pip AVP

(2% 5) Diameter HA|X] X

w3 NASREQ -S89l EAP 9% wAx)
AHz|o} PAP/CHAP <% #lAA] 2218 @sln
CMS 8ol B3l olsAlddlod(Security Associ-
ation)& A=3] g F F79 w7 248
o}, mR]Ee 2 Mobile [P(MIP) 2-8oll4= Mobile
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(Z 1) dAIX &7 ¥ o
wag
4 A O‘ié ki
Base CER | Capabilities-Exchange Request /

Protocol | CEA | Capabilities-Exchange Answer
DPR | Disconnect-Peer Request /
DPA | Disconnect-Peer Answer
DWR | Device-Watchdog Request /
DWA | Device-Watchdog Answer
RAR | Re-auth Request /

RAA | Re-auth Answer

ASR | Abort-Session Request /

ASA | Abort-Session Answer

STR | Session-Termination Request /
STA | Session-Termination Answer
ACR | Accounting Request /

ACA | Accounting Answer

NAS DER | Diameter EAP Request /
REQ DEA | Diameter EAP Answer
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NAS DER | Diameter EAP Request /
REQ DEA | Diameter EAP Answer
Applica-| AAR | AA Request /
tion AAA | AA Answer
DSAR| Diameter Security Association
Request /
CMS DSAA Eiameter Security Association
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¥} DPR (Disconnect-Peer)
DPA

EAPOL

EAPOL

tscececnes

User logoff

(38 6) 7t2R 2lF bIAXIe && (o))

223 olE # AR Eel tig Bk AF-S e
DSAR(Diameter Security Association Request)
/ DSAA(Diameter Security Association Answer)
v xx)2} PDSR(Proxy Diameter Security Associ-
ation Request) / PDSA(Proxy Diameter Security
Association Answer) #lAX & AH4-3 4 gl
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Al4-ZHSupplicant PAE)7} #A A&S Ax
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Access llm‘.ked
802.11 Associate-Request
————————

802.11 Associate-Response
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EAPOL-Start
EAP-Request/Identity
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EAP-Response/ldentity Diameter EAP Request
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DEA(MDIAMETER

EAP-Request MULTI_ROUND_AUTH)
~AULTLROUND AUTH) |

EAP-Success

— 0

EAPOL-Key

* chcsiullowed
(32 7) 802.1Xet QIBMHE 0|88 HNE FH M&
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DEA(DIAMETER_SUCCESS,
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T4 @& EAPOL-Key ©lAAE o] &3t
3335 EAP-Success?] FAl 24 =pAle] Q&
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) 802.111 el 1Eele ASMHERE] Access-
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EAP-Success I

| SNonce = Get next key Counter | | ANonce = Get next key Counter ]
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Icalcula(a PTK using ANonce and SNonce]
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Set Temporal Encryption and MIC Keys
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& o] &% AA 7] AN wie ZEse
oAt

IETF EAP $7a&As EEs5 EAP 9
% WA(EAP-method) %ol4 EAP-MD5"%+:
F+93A mandatory® A uwlrlelr} 3o
St SiEe g sigix) Q1Fhe Adstn, ¥



()]
N

54 LAN ARRE 7% 553 5%
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