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Abstract In order to simulate cyber attacks and predict network behavior by attacks, we should
represent attributes of network components in the simulation model, and should express characteristics
of systems that carry out various cyber attacks and defend from these attacks. To simulate how
network load may change under the cyber attacks, we extended SSFI[9, 10] that is process—based
event-oriented simulation system. We added a firewall class and a packet manipulator into the SSFNet
that is a component of SSF. The firewall class, which is related to the security, is to simulate cyber
attacks, and the packet manipulator is a set of functions to write attack programs for the simulation.
The extended SSFNet enables to simulate a network with the security systems and provides
advantages that make easy to port already exsiting attack programs and apply them to the simulation
evironment. We made a vitual network model to verify operations of the added classes, and simulated
a smurf attack that is a representative denial of sevive attack, and observed the network behavior
under the smurf attack. The results showed that the firewall class and packet manipulator developed
in this paper worked normaly.

Key words : cyber attacks, attack detections, simulation, scalable simulation framework(SSF)
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/* define packet manipulatior instance */
PM pm = new PM(this);

/* get following items from DML file .
targqet = get target host IP address to hit
bcastaddr = get network-directed broadcast address (¢.x.x.255)
num = get number of packets to send (0 = flood)
pktdelay = get packet delay (wait) between each packet (in ms)
pktSlze = get packet size ;
/* Using Timer class, we will send the packet periodically */
sequence = 1;
(new Timer (inGraph(),Net.seconds (pktdelay)){
public void callbeck() {
try {

/* make RawIpPkt instance */

RawIpPkt r ip = new RawIpPkt {);

/* Here, vou must set RawIpPkt class fields */

/* total length, src ip, dest ip., protocol no.,

tos, ttl */

IpHeader ip h = r ip.MakeIpPkt ():

/* make RawlcmpPkt instance */

RawIcmpPkt r icmp = new RawIcmpPkt;

/* Here, you must set RawIcmpPkt class fields */

r xcmp Lcmp’rvpe = TCMP.ICMP ECHO REQUEST;

r icmp.id = 1; r icmp.seq = sequence++; r icmp.datalen=pkt size;

r icmp.MakeIcmpPkt (ip h);
/* send this packet to remote hosts */
pm.send (ip h, this);
num —-—;
if { num > 0 )
/* setting Timer aqain */
set ();
} catch (ProtocolException pex) {
pex.printStackTrace () ;
}

}
}).set ()
} /* end of methods */

publjc boolean push (ProtocclMegsage msqg, ProtocolSession from)

// yvou can implement this method optiocnally.
}
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Client10Mb_attack [
interface [id 0 bitrate 10000000 latency 0.001]
graph [
ProtocolSession [name ip use SSF.0S.IP]
ProtocolSession [name icmp use SSF.0S5.ICMP]
ProtocolSession [name pingerBroad use
pingClientBroad count 500 interval 0.1
len 1024 ]
1 # End of graph
] # End of client
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