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Abstract We propose an efficient stream authentication scheme using tree authentication. To
reduce the computation cost of the sender, we design the authentication tree whose height is very
short. We appropriately distribute authentication information over packets so the receiver can verify
data with high probability. Moreover, we provide mathematical analysis on the verification probability.
For the proposed scheme and previous schemes, we measured the elapsed time for generating
authentication information and the proposed scheme has equal to or slightly larger than that of GM's
scheme, which has the lowest computation overhead. We performed simulations, which show that the

verification probability of the proposed scheme is much higher than that of any other scheme.
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