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Policy of packet dropping for enhancing IDS performance
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ABSTRACT

Although many researches on IDS (Intrusion Detection System) have been performed, the most of them are limited to the algorithm of detection
software. However, even an IDS with superior algorithm can not detect intrusion, if it loses packets which may have a clue of intrusions. In
this paper, we suggest an efficient way to improve the performance of IDS by reducing packet losses occurred due to hardware limitation and
abundant processing overhead introduced by massive detection software itself. The reduction in packet losses is achieved by dropping hacking-free
packets. The result shows that this decrease of packet losses leads an IDS to improve the detection rate of real attack.
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When packet is coming to PDE ( packet dropper engine )
drop_flag = FALSE
if type field in MAC header is IP
if protocol field in IP header is UDP or TCP
if source port # in TCP or UDP header is HTTP
if ((PDEs IP XOR dest. IP) AND NETMASK )
if does any flag except ACK exist in TCP flags
/7 This packet is real WEB Content
drop_flag = TRUE

if drop_flag is FALSE
Deliver this packet to Intrusion Detection System
else

Nothing to do( dropping packet )
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