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Improving Compiler to Prevent Buffer Overflow Attack
JongEwi Kim' - Seong-Uck Lee' - ManPyo Hong''

ABSTRACT

Recently, the number of hacking, that use buffer overflow vulnerabilities, are increasing. Although the buffer overflow problem has been known
for a long time, for the following reasons, it continues to present a serious security threat. There are three defense method of buffer overflow
attack. First, allow overwrite but do not allow unauthorized change of control flow. Second, do not allow overwriting at all. Third, allow change
of control flow, but prevents execution of injected code. This paper is for allowing overwrites but do not allow unauthorized change of control
flow which is the solution of extending compiler. The previous defense method has two defects. First, a program company with overhead because
it do much thing before than applying for the method in execution of process. Second, each time function returns, it store return address in
reserved memory created by compiler. This cause waste of memory too much. The new proposed method is to extend compiler, by processing
after compiling and linking time. To complement these defects, we can reduce things to do in execution time. By processing additional steps
after compile/linking time and before execution time. We can reduce overhead.

719 E : 32E%(Information Security), HIHE& (buffer overflow), iEAA (array bounds)

.M B HA ZAFstn glon oHg FHof HEL 44 L4As
Az ARAAAE ¥ Slvt
T Bo] Aade] Hopdg o8t AadS HAYshe olg st FHdAEe] iy LEAd fAT TP
7 AldlEol BolAlx itk 1 F UM Be ue&g AR HAGH o7 Zg FMolojy AHLE FHEL TAE £
She FAWHLS HHOHERLE o8¢ T4 Wolth ot AL HHLWERLL doluhs 7 AMEATL
HHQHERLE o83 FHolF AAHH WARY o A3t HHAE AN 4 v Aol dEAEA
Ze 9 dHolEHE JHste Axdo] HAYHoE F& HE ZAUE 5] AL
A B=E AL uigith C doldA A wHRG HHLHEZSE olgstd oo WHE APAZ
diolgl7t ZA diolEl7l Eojee A& AAHA gE A & 9lEd ojw A(Shel)S o] &3t HWHEjolE: APAZ
o] dukH Y wHE sty AT RE 2P & e BAS ndeA #2o e 3AE dete 22O
T8 Azro]l =gA7] wFo| hiF-Ee C HAydy B Pol] #1744 Aoz AYgn vl 7HGA AT
oldel Z=E A ZaaYEx o3 98 o] 4dg o|8T F JoBE B FAE 422 5 A2l
Ble Z7] AAE A LUtk oy FAEE Uste o 71&9 MHOWERZS FAL YT FHE U9
Ryo Z2adge] WHLHERSY HPHES /2 AZMAE U £ gl A dAle Z2adfe o3
wHaridag o B2 379 doleE wHd 23 X3t
® & 975 SIUIEAATY 2004 A2 oIk USRS, A Qe dolEe Zolg By AAsE Aotk F AAE
U RS K NN SO R ARG 9E QoS vk 24 eane
EERSF 20024 39 7%, AALEE 20024 69 259 AL H&3td Zrae HEE T2 NG R




IS
o
I
04
HL
2t
i)
J
tot
i
Ho
Pl
(@]
>
©
(@]
[
>
~
Ko
[
jes)
=)
N
=)

2z 234 4 AAst= Aolth A HAE 99 F Fragment of Stack
7178 HAHES BT 3 Lsly AEZ ZT297) u|AA OxFFFF] Top of Stack
qoz Yol A4 PHdolslel wPLHA P5E Aok Codo
© gustx B8 sk golu2l. >
B =52 A 259 ux Uy FoA glgdEe £7) Stack Return Address
£ FASE WHel 43 Zolo) of WL A 7 Growth | [Local Variables... String
3g HAAolth 7|29 ARYHE £AsA AR} 2 buffer Growh
Ag Z2ague) e =YRs DoR H¥ewEe
$ 374 9% Bae Z=s AARenA A9 Ad o 010000
B 9¢ sl B w=@ A9 A4 2K AzdE A (381
= =N o A=k % A 3 =
&3l HEE Bano o ge WEdE e 9ot AHoHEEe TAS qUE +HsAE ARE 9]
B =RAAE 129 Eng 2749 R A1ge ] i
A% WHoE AgFY TA9 YEL FARAATS 7
Axz 31 AN WoloHERS ¥A $58 0% = e Teagsel dn
2—‘(_—‘- | = i :LU-‘:—O =T,
FA7] Hstel E ThE HAAE AN drh -
omE

24AAE WA NERS 3A0l BAsE Lol B3
of 4uE eln IFelAE 3
S3e MHOMERS FAYA/ P Bl g A

o O

g Addels dew 2o 92 Hes FRLn.
4 mo] dold W B Fi

A RHE 2 Az WIeUERS FAYAR 4 AE o s
Me AT ot 697 THAAE A wue g5 oot AR HelH GF AU GAQYE o
dece Age 98 Aot B9 Fa BARE AFY 372 viE Fusd @,
F oA BF EYTS BURd MR =S 4
) MHosEzS 22 £2 A9delE f4REn ¥4 Vs 2A%a
g A 0A ARPY Aoy Gl Ak S5 st
MEoMELe BAe zzade] Alexs) gam g  ZoE AU @5 areds dod 99d gk
oElg] Srl% AE E0e GAE AaeA @] gqp  SATES B sF6] Yoiw o Ade] AR 2
o WA wek Z2adel 9uY doleb} Agg W ToT ESIE RRS AU Ak
5 Wele] BT 2 AHEdE Tz goe 9 Ag Aol g5 xF] Lol wrh HolE o %
9 oisl el Fuol ok B dolHE AR aA m  ood SAET AR B7h SAG W o] B4
o Zzagel AWsts U Mg wedelbounday)  Cor =0 89N AFHL A= T vlas) A A
aAE A% QAR e o) urenEee gy YHR REA8 AR A= FYHL G
5 Qo] Hokaol Uk | 5% 2 2AL olFolAA W oIS 34 Tl
C Zgade Ao dolHgdd 2899 F=oddo) A zZ2a3f Ay A HEHd 48 FRAE I
A pRoz Yol AJ grh 2ot Agug, 1 H1 A R T AAE W) 2RALE 22
o um W, e Q4 Brel BAFA} FRom g AW Axd BARGA emaile Bote] ANztez ¥
etk A% 2999e uHenERe F49 qye  ISMERS FAS BASK 49
2 4 Ech el dgel WA HeA AAE ge o AUAZE B Fao FARE AT A4S Wyled
L S o]f3la dho) BAEAS TAXIF AojEe 9 o =QFel B9 F28 AL A T2 dol
oe] =} g Rog uRE=r (2¥ DS HFowE B goel Agste d o9 dgd 2L de F7H F
24 370 Yol dFe] e RS vehd Aolrh 02 O AHsA ZIAH2E HHLHEES FZHA
HHoWEES FAe gate] B zZzadse gr B3 5 ok 2 FAE doly ool AFY w o)
¥ oA Agoz gy dE SeAsgel 7 °F MR d9d9 448 B9 FaE AZY uw 2]
ARe TA9) Yao] P TEay Wil g ms  JFSOE £4E wel Fu 1 099 FlE ¥4 ¢
2 Ho) ¥/ Hed gRe Achd)e AHAARE = 7] FeoRd S48 448 ok Uy 99 9w
=2 o) B #H§AUTS /1 Zaade] wse  F5oR #A] dEd TA2E WHewERe ¥
MESS FAL Foto] Aol A4 (W FufARS Ao dHs wsE F e Holn,
2 HE o] A4HA Bk olMRH FAAE FH of e BHe F A otk A WAE TeAsr} A
A9 A 7 He Bolth 92 W PEe Agar] Auth o Be 2 &7 ol




Ao oudEst FuHE Aot F A B4
s%o] Yoid w) vht AU YYske dme 99
$e B 228 Aoz vzee YuE & ¢ ok
AT wHE uesy) dskol FuY/A= A F
Ad A Aol AAE @ oA AYA shop
4 29 4 ATk T AelA AR Ak PEe 3
oA £A% AhdeE FFF Pyels WnY/Ya
2 AARE Aole] ¥HA AABYE ARER Ay

Azt oWHEE 29 & UE Aot

o ek 10

MW ERZS FF0] gojuhr] M UA HHon
229 FHIAHE o83t 2Hgge] 5o EAFLE
WAAA A gt} 7129 WS ADL/RA A
% A BAFL BARS ARsE e 9 ==
St B Al 2" AFEY e BAFAYL EAFLY
4 Z=E A "ok =8
Az Rl o F
APt 2dA 2 °]-r°17”3}[2 3l
HHE 7|2 A AV HAY A
’\]71}9] SHIAEE Y F JLE AAHUTE AbE 1Y

S AMAE A T2 iR BE AMER e g
E9 BAFAE g Ay Zzade mrgdolas 71
Zgte g et Qlrk. HHILHERS FHo dojkE 7
ol Ay Al EAFALE A=YY ol B o=
BANZE o]t FARI) AN ©hE RZog B
A} ol g el 7k st thEI 22 S & "ok

CARY/HA AZE Fof whEoixl Autd Yo ZE=Eq
go Wmg Faol 7|8 dojuth 1 &, A el
Aode)7t e T vy d dixE] Fa A7)
E g, AlE vEe A9 3ris d3At ¢
7b BHE deit AT AR 2= &
x| AZAdte HEE F297F Z=9Y U £3teA
A=sh= ot Aot® B Compile/Link, Pre-execu-
tion, Execution®] 3 ©AIZ o]Fojx lth

+ o

4.1 Compile/Link Time

BAFL7 A8 Aol m=EQY o9le Zoz wWiHE
AL 9] 8 ARAAE ded 2L V)5S VIR
FAsET A Al ARY/"a AR Fol Ao Adw
o] =R Fao 2718 AL AGAFE HAs
E Zojtt. % Wals @471 BRske RE & #%9 9w
Ry @ $re BA Ald BAFa0 2= Fio
&aert Mgk A= P4 EARE 4 Adste
715g AZkka Yok 7129 B%2 (19 HA 2216904
53l gee AHLE (AA 2953)0¢ F4s%0h

HHOMERS 32 Y|

U]

Siot ey 7Y 485

(3% D= AHY/PA AR Dojue UL BofF
2 (3Y e B wE] AYslE AN
g

sub 2()

sub3()

main () main () TEX'T
sub 1() PROGRAM CODE

Execution file

Function_epilogue_pseudo_code

if ((return address-start address of code segment) < size of
code segent)

then normal function return

else
Buffer Overflow Attack Detected!!!
Process Terminate
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B oo ERS Fh0] JoiuAY AR Hfol oo
£ 273470 2990 ohd e ddo] B BAF
I ZEAAE F23A Dok (T 6)E APA G o F
oA YEF HAFr a();a();b0;b();
result = vsearch (&key, numbers, NUM,
Main( ) sizeof(numbers(0]), (void = )func) ;
Functioin() ’
call

}

static int func (void * a, void * b)

{
‘\ printf.(“%d%d \n”, f(int *)a, * (int *)b) ;

if (#(int *)a == = (int *)b) return(0) ;
if (x(int *)a < = (int * )b) return(-1) ;

(38 6) return 1 ;
}
IME HS void a () { printf (“This is dummy function\n”) ; }
5 3 Z gt(False Positive) v O
{ int durmmy ;
Hzlel W o 2= ZM(Call back)&59t o] A&7} printf (“This is dummy function'n”) ;
Age 2239 2 947 2AsE Rol ohiT AS , el
27} A4 3§ holrgR 4o BEFAI) o]Fo] A int c() { printf (“This is dummy function!/n”) ; return 0; }
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static int func (void *, void *) ;
void a () ; void b( ) ;

int c();

main( )

{

a();a0);p0 ;b0
result = bsearch (&key, numbers, NUM,
sizeof(numbers[0]), (void * )func) ;

}

static int func (void * a, void *b)

{int callback = 1;
printf(“%d %d \n”, *(int *)a, * (int *)b) ;
if (*(int *)a == * (int *)b ) return(0) ;
if (*(int *)a < *(int *)b ) return(-1) ;
void a( Mint callback = 0 ;

o)

void b {( int caliback = 0 ;

)

void ¢ ( ){int callback = 0 ;

(22 9)

Function_Epilgue_Pseudo_Code
{ if (callback == 0)
{ /+ function is not callback function */
if ((return address - start address of code segment) < size
of code segment)
then normal return
else
{
Buffer Overflow Detected ;
Process Terminate ;
}
} /* end of it #/
else { /* function is callback function */
normal return

}
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a function’s additional performance
cost associated with Defense Method %

weight = the function’s original performance overhead
<E D
30 ey | 228Ad Az 379 AN HY | ed=
Void inc() 12,814,378 30,897,126 141
Void inc(int *) 17,334,197 35,418,721 1.043
Int inc(int) 18,089,581 36,924,763 1.041
(B2
g5 gdelq] | 2EAd A (A2 AdE WY | eyE=
Void inc() 211,400 223,200 0.056
Void inc(int *) 261,000 273,000 0.046
Int inc(int) 296,700 301,400 0.016
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