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Implementation of Client Authentication System on Transparency Cache

Seong-Rak Kim'- Young-Wan Koo'

ABSTRACT

There are recently a lot of inconvenience because every client should be set to the proxy server on the browser in order to control the access
by means of the client authentication in the proxy server. The client authentication technology using the transparency cache in this paper will
be transparently used for every user in the internet which option of the authentication function is simply set in the cache server. In addition,
the administrator will get the benefit since he can control the traffic of each client and strengthen the security. And also, this system is expected
to use in the eCRM deeply related to the tendency of the client in the field of the e-commerce like shopping mall in the inernet since the
administrator can monitor the pattern of the client using the internet. This technique can be applied to the company affiliated research center,
the EC website, and the military where it is essential for the tight security even though there are no additional security devices.
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aclMatchAcl{ACL FZA X ¥, ACL A A2E ¥UH)
{

switch(ACL->type) { // ACL +9

case ACL_URL_PORT :
case ACL_PROTO:
case ACL_METHOD :

case ACL_BROWSER : // AH&2} Bat9¢A] A8 2%
browser = httpHeaderGetStr(&checklist — header, HDR_
USER_AGENT) ;
break ;
case ACL_PROXY_AUTH :// Proxy A¥& Q1%
header = httpHeaderGetStr(&checklist->header,
HDR_PROXY_AUTHORIZATION) ;
break ;
case ACL_TRANS_AUTH : // Transparency AH-& A%
header = httpHeaderGetStr(&checklist->header,
HDR_TRANS_AUTHORIZATION) ,;
break ;

} // end of switch

switch(aclMatchProxy Auth(1 58ld| R 2, AF 8T AHgal, A
2E ACL $3) {

case 0 :return 0 ; / A= OK, ACL HZ ARA 22E &4
case 1:return 1;// W29 = OK

case -2 :return ~2;// US A, AYUAF &7

case -1 :retum -1;// 2= 87

}

} // end of aclMatchAcl

aclMatchProxyAuth(A A AR, AF8F AH8A, g2k,
ACL #9)
{
if (taciDecodeProxyAuth(F 3 AAl QAF AR F4 @, AHEAHE F
A % #HA2YE F4 7))

retumn -2,/ AFAE ¥4, AF 8.7

if(auth_user) { // JAZ8TF& AL EA)
if(auth_user->passwd != 1) // Q4&87% AM8A} Q2= ZHA}
return -2 ;// HA2YE F
else return 1, // 9% OK
}

else
if(tauth_user) return -1;// 9%87F
else if(A A ~E — AMSA P = ACL B38| =E) // ACL HZ A¥
return 0;// A2 A¥3

} // end of aclMatchProxyAuth

£ FHAONIAMLl ALZXL CIE AILR 81 185

aclDecodeProxyAuth(53 7] ¢1% AR, A-LAID, g29=)
{

(AN - HF A2 <=9%F
o7 #g

FEAND) { /) AEREAD

last_access_time = current_time ; // #2 AL AN
authen_info=header ; // 91%3lt] A4
break ;
}
if (authen_info = NULL) return 0; // 915 dlolH &, 9% &
T ¥e

if (password = NULL) return 0; // &Y= 91
return 1;// YR F&

} // aclDecodeProxyAuth

HIZAojd e HTTP Z2EZY 3 REo|t}l HTTP/
1.0 749 712 AFAA(Basic Access Authentication)®
AHE2L o] B B E B W dig T AT Aoy, A
£ A Proxy-Authentication I X9} Proxy-Authorization ¥
L7t F7bHo] Bt & Hol ASeitt 89l 2 ZR2ES
o e FAGAE EW e o] EFo|AET} A
A8 24354, ojul N Feho|AdE HESAAA &
Ale] Aol v oz FAH g EA4Y g4 9 4
ARE T3 g4 FFHo|AENA HEHET.

<ZgoldE 84>
GET /documents/ HTTP/1.1
HOST : www.test.com

<MY S>>
HTTP/1.1 200 OK
Date : Jun, 11 Mon 2001 12 :15: 48 GMT
Server : Apache/1.3.6 (Unix)
Last-Modified : Tue, 22 Feb 2000 05: 45 : 03 GMT
ETag : “a7dc-68c-3728799%"
Accept-Ranges : bytes
Content-Length : 1676
Content-Type : text/html

Mol A S HAIR Y F9lel] A 2002 F @ A
9 Aol WE Z=E Yehiie Aoz ZE 23S AgR
FYstd 2 EME BUHFATE ¢Jvlott. Content-
Typed ¢] 47t HTML 34e2 A4 A Qi A
& 94n)dit

o9 vi| 2 FIZAGo] A Y& F A g &
e g5 2 $HE 5 Aot

HTTP/1.1 401 Authorization Required
Date : Jun, 11 Mon 2001 12:30: 48 GMT
Server : Apache/1.3.6 (Unix) PHP/3.0.9
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WWW-Authenticate : Basicrealm = “Transparency Authentication”
Connection : close
Content-Type : text/html

Aot 22 wAAE Al 3] aH o] AFHUS
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Authorization : Basic aW50ZXhwOmludGV4AcDAwWNw ==
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Throughput 131.86 rep/sec
Response time 1936.08 msec
- misses 3508.39 msec
- hits 503.03 msec
Hit Ratio 54.76 %
Errors 0.00 %
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