JHME 7tet oI ZRI0EE

A4 ol ElolE & o] &3
v}fséxg wpolel = A g

o188t ot

M4

2 s .y o= oat.y B R
2 o
20y ) melgls 3= HeE gaste dA9] WA 2oL s vl E}"é“ nlolg] =g ©AgE 6 ol#Fo] At

= Fio] 2 wrlch BEdnh. A, of vl 2E EAE) Hbﬂ"i“ dlolgix BAE #Agt
> AJZte] A8 HE Ao ‘Q"’Wﬁ"]‘:} 53|, vlojzgjx A} wlolys 43
ol B =AM ol A wlelgxE BX57] ¢sl
o ol gdolelol v g4 #t
Unix Ag ERE

GEA wlolgxe
= dssA m=e
A F=9 wHE 43
A AL gnE

olg & Aekfo] of 2%AE FAHAT, EF, Aty P4 wolglx A
AME FaE & Yvks FHol AUk

e Ad3E dAse =
P55 & FHeRolo} 3hn], A= FAA B2
75 5 Ut V&9 PR E o8
ol & EHIEHE AMFh o]F o]&3le] tHA utolgAE EAHE A &

Al 28L& MS-Windows #

W]

10

B ol Linux 5

A Detecting Method of Polymorphic Virus
Using Advanced Virtual Emulator

Doo-Hyun Kim'- Dong-Hyun Baek'!- Pan-Koo Kim''*

ABSTRACT

Current vaccine program which scans virus code patterns has a difficult to detect the encrypted viruses or polymorphic viruses. The
decryption part of polymorphic virus appears to be different every time it replicates. We must monitor the behavior of the decryation code which
decrypts the body of the virus in order to detect these kinds of viruses. Specially, it is not easy for the existing methods to detect the virus
if the virus writer has modified the loop count of execution intentionally. In this paper, we propose an advanced emulator using a new algorithm
so as to detect various kinds of polymorphic viruses. As a result of experiment using advanced emulator, we found that our proposed method
has improved the virus detecting rate about 2%. In addition, our proposed system has a merit that it runs on not only MS-Windows but also

Linux, and Unix-like platform.
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struct Dinfo {
WORD numCache ;
BOOL in_memory ;
} MappingTable[16] ;
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struct Cinfo {
DWORD usedcount ,
BYTE memSpace[4096] ;
} BufferCache[16] ;
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int decode ADD_0000000b(BYTE *ipstr)
int isize ;
isize = ADD B#F3() ;
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int decodeADD_0000000w(BYTE # ipstr)
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typedef struct Dinfo MEMORYCACHE
struct Dinfo {

WORD numCache ;

BOOL in_memory ;
}s

typedef struct Minfo MEMORYMAP
struct Minfo {
DWORD fromADDR, toADDR ;
MEMORYCACHE map[256] ;
s

MEMORYMAP * mmapl[12] ;

(2 8) o E1|0| of AEFZ

1714 fromADDR¥ toADDRE &3 mapo] o]
A9 9RAE 71532 numCaches 7N #H o] AW 3
2 in_memoryE HolA|7} WE U7t {FFE
gt A o)A P2 ofe% Zr)

ir

=
T
pu

m\m

)

i

7|

struct Cinfo {
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BYTE memSpace[4096] ;
} BufferCache[16] ;
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