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The Design of Security Protocol for An Efficient Distribution and
Renewal Method of Group Key

Myungok Oh'- Seongyeol Kim'" - Yonggeun Bae ™' - llyong Chung'''"

ABSTRACT

In this paper, we propose a new distribution and renewal scheme for a group key suitable for secure mobile communications based on identification
protocol, in which all members of the group can reshare the new group common key except revoked members by using a key distribution center
(a trusted center). The security of this scheme is based on the difficulty of the discrete logarithm problem. The proposed scheme can be appropriately
managed in case that terminal’s capability of storage and computing power is relatively small and more than one caller are revoked. It also

renews a group key easily when the center changes this key intervally for security.

FI/E : ARHel TREF(Identification Protocol), 2H7| 2tf ¥ A (Distribution and Renewal of Group Key)
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