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ABSTRACT

In this paper, a way of constituting optimized S box and G function was suggested in the block cipher whose
structure is similar to SEED, which is KOREA standard of 128-bit block cipher. S box can be formed with
nonlinear function and an affine transform. Nonlinear function must be strong with differential attack and linear
attack, and it consists of an inverse number over GF(2®) which has neither a fixed point, whose input and output
are the same except 0 and 1, nor an opposite fixed number, whose output is one’s complement of the input.
Affine transform can be constituted so that the input/output cosrelation can be the lowest and there can be no
fixed point or opposite fixed point. G function undergoes diffusive linear transform with 4 S-box outputs using
the matrix of 4 X4 over GF(2%). G function can be constituted so that MDS(Maximum Distance Separable) code
can be formed, SAC(Strict Avalanche Criterion) can be met, there can be no weak input, where a fixed point, an
opposite fixed point, and output can be two’s complement of input, and the construction of hardware can be
made easy. The S box and G function suggested in this paper can be used as a constituent of the block cipher
with high security, in that they are strong with differential attack and linear attack with no weak input and they
are excellent at diffusion.
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0x12b 0020 |  0xlc3 0.066 0x165 0.111 0x1b1 0.196
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t}. 5 gt MDS Z=E AR 2o B R step-10 2 EZo}7bc)

step-5) XE{0,1,2,,,27-11ell ddte] 2AH ‘GO=X'2t 284 'GOO=-X" ¥ 'GO=-X'7} H& F¥
P HAA G A& FAT o Y¥YE FHAW step-12 FHEo}zbc)

TR 2 s

i

o] Qom Fate] AL o] Fof

r-\m

-

L
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FEEAIEHE =T A) (024 Vol27 NodA

E 4.5 ush Bpaang 9249 6 94

S s S Y2

Gl S1 = {Oxla3, 0x38, OxlcS, 0x94} Ai = {0x04, 0x01, 0x01, Oxc3}
S2 = (0x163, Oxc8, 0x159, Ox3f} Ap = 0x187

G2 S1 = {0x18b, Oxba, Oxlcd, Ox11} Ai = {0x02, 0x01, Oxa2, 0x02}
S$2 = {0x12b, 0x71, Ox182, 0xd9} Ap = 0x187

G3 S1 = {0x171, Oxcl, Oxlad, 0x40} Ai = {0x02, 0x02, 0x01, 0x91}
S2 = {0x1dd, Ox4d, Oxl1fc, Ox2f} Ap = 0x187

Ai={Ao, A1, Ay, AslE A5 GF(2Y) 9] 4x4
Pale] 7k H¥-g viehie, Ape e <14
chakAolk.

vi. 7 R Eit

G s azedez Fishe Afdde 32
B|E SS wlAE Wk Ao] mgAoch §S wia
= 2709 8x32 dlu2]E gge ¥k

gz e A-9olle 419 8x8 S )
2 ROMS ARgsH= 989l 4742] 8x32 SS 1}
2 ROMS Agats 49851 qjr). 8x8 § »kx
ROMo 2 Fashes 7ol atadaisl fdAle
Fsh= d £8%E 2 9l XOR AelEe]
2 ) AR DAZRE B-500) Balch

ik BA2 MDS Z=e|dd] SACE HE3he
712 gkt & gloh B =89 G 3= MDS
I AAslE SACE UEshe 7hake giedks)

W ¥k Vijel Hg SACavr, Vije] ZFEHEA
SACdevE 4FEsled %-5¢) malch
E 594 Vij(SACavrtn SACdev) 3=

SACavre] ¢, ol nul2] SACdev 7tol] H-¥3}
E Vi Jepdch 2E Vijzp gk el 24
g AHFEEE olFER £ =F9 G 5= SAC

E5 G 4%

E AR

¥# SEED G =9 ARLEHMMle Bdy 42
MDC z=Z AJA3}R] ¢kon], SACavr#} SACdev
= 717t 03763 02192 SACE WEA|7|R] 23t
t}. w3t SEEDS] S1 upx, S2 ukas o G 4l
o3} 22 gl qlEE 7Kk SEED G 3§+
2 3]8 XOR APPlE 64707} FBosle] 2o HAgA
AA7RS- 2 gateo|t}h

SEED S1 ukxeo] okt 4 .
A : S1(0x17) = 0x17, S1(0xe6) = Oxe6
3147 : S1(0x48) = 0xb7, S1(0xfa) = 0x05

SEED S2 ul~9] okg) 9l¥ .
32474 . S2(0xlc) = Oxlc

SEED G 3¥re] ok} ql=

A4 ¢ G(0x32f732f7) = 0x32f732f7
G(0xa867a867) = 0xa867a867

AaAA : G(0x5ae96fb0) = 0xa516904f
G(0x6fb05ae9) = 0x904fa516

22} B4 1 G(0xd60b3903) = 0x29fdc6fd

Gl G2 G3
No of 2 input XOR gates B 128 gates 140 gates 140 gates
Maximum Tpd | 3 gates 3 gates 3 gates
SACavr 0.501 0.505 0.504
SACdev 0.032 0.031 0.031
Vij(SACavrE1 SACdev) 67 % 62 % 65 %
Vij(SACavr+2 SACdev) 97 % 98 % 99 %
Vij(SACavr£3 SACdev) 1 100 % 100 % 100 %
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£ AjstA "t olo) webd ARl gt reto]
F83 EAE oiFEds HEE Bty E4A
A &L s el k3] deAel FH
= gk olelgh oAl webd el =
FZAHH FAEE 7"‘,& A AV TS
o8 128 H|E BF g5 Ywe|El SEEDE
1998130]) 7Ptsled FANBHeIch

SEED+ ¥A¥ dlE %’«Ji’(Felstel network) 3%
2 7MAw, 64 BIE WEE 27)e) 32 H]E B
2 Pr, spiel 2 W= 29 G ol of

of Wizisly, WHY 32 wEs} W] 2L 32
NE BEE alel 2 W=F A -?-ﬂv} °]
23 Adg 33 whEs] sl F s AR

tl G 4= 47)2) 8 H]E S vhAE /‘ﬁééi}s}c’%
TAT} o|2igk SEED FEelide b S ub
28} G 39} Aol SlEAelt

B E=%olx: SEEDY 28 AL A oF
3 gaeleld o] ¥& S vhet G
£ A S ARk

S Bl GFQY) Al wlAd3dsel opdwist
o= st vlAgdes ARETAR A¥Y
Aol 733 5AE 7R

nl(X) ==> X' over GF(2%) Wi3te Adsly, ¥
Aokl e 0’ 17 o)9)e] ekgl olESe rA|A
ol glEHe] At 2R S AAslsl
o} oWk qlHa &Ho] 2 wAHAH FH
o] qlde] 12 w4y} == AyAAel oksh 9l
S JHRA] ¢dewmiA 1EEe] ARl 7P A
A HEE FAsAck

G T 419 S wka E88 GFRY) AollA 4
x4 Aoz spdgugslel Tk G
= MDS((Maximum Distance Separable) T=
£ AYAJs}3, SAC(Strict Avalanche Criterion)3 gF
Z3lo] B} 750l EES vk =% 1A
A g F3o] qH9| 29| By} H= IR}
dEe JA| @on, sledelzr A 2o}
ZrelA| =8 FAgsigich

B =Eie AQlgE S ukadl G P4 AR
AT AYFA Fdsia, g’ glHe) %1°D% 8}
o] Fo] fo|stw, i Exjo] pEinm
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