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Abstract

According as many people use a computer newly, damage of computer virus and hacking is rapidly increasing by the
crucial users. A computer virus is one of program in computer and has abilities of self reproduction and destruction
like a virus of biology. And hacking is to rob a person’s data in a intruded computer and to delete data in a person’s
computer from the outside. To block hacking that is intrusion of a person’s computer and the computer virus that
destroys data, a study for intrusion detection of system and virus detection using a biological immune system is in
progress. In this paper, we make a model of positive and negative selection for self recognition which have a similar
function like T-cytotoxic cell that plays an important role in biological immune system. We embody a self-nonself
distinction algorithm in computer, which is an important part when we detect an infected data by computer virus and
a modified data by intrusion from the outside. And we showed the validity and effectiveness of the proposed self
recognition algorithm by computer simulation about various infected data obtained from the cell change and string
change in the self file.
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B AEHolAL A7) Fed A& HAT A9
A Edold Adelty, A7) FHe {HALE, MHC set
I} Anomaly detector®] N, A7l ¥ AVIE W3
ANA AEol A e WA Ar] F ZF 1,000
of diallA 108E 338 Zt x7]-Q4 g3 Fol &7
2 AR 43 35 HEs AAgEA vea gtk
% 1% 2= MHC set®} Anomaly detectorZ 571 3070
2 7zt #4383, A7 Y 2EH] AeE 7 800,
1600, 320022 HAAsd z7] FLHY FAES TG
A71-21d dmalFe A4S veldnl oA Bo
FLo] A7~ dagFL FAIE FAE AR
A wel AAge] Axr 24 JeEds ¢ F 3
o}, A ¢tE MHC set algorithme A W7o 23 279
2 go|A 7]£€9 Anomlay detection algorithm AFgH
A7IANES BYE & F Uk

¥ 1A ¥wAHY gg AEdelA/AAE A 5
Table 1. Simulation result/No. of detector: 5

Cell Change Method
AT A7) B 2]
A T
800 1600 3200
5 [MHC MHC MHC
cet Anomaly| cet Anomaly cet | Anomaly

0.99] 907.7 960 9122 | 9225 905 857.2
=} (0988272 | 9321 | 8175 | 8631 | 8171 | 7354
7110.97| 743 890.7 730 7984 | 7422 | 6324
2 096| 6103 | 836.1 | 6823 | 7479 | 6524 550
7+1095] 608 | 8317 | 6185 | 6973 | 6132 | 4776
‘:j 094| 5463 | 8339 | 5437 | 6353 | 5645 | 420.1
. 0935226 | 7774 | 4957 | 5981 | 4974 | 3636
2hl092| 453 | 7582 | 4442 | 6041 | 4401 | 32086
1091|4101 | 721.3 437 5348 | 4104 | 2748

0.90] 3886 | 700.8 390 4912 | 3515 | 2515
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F 2.4 A gk A Ede] /4R g 30
Table 1. Simulation result/No. of detector: 30

¥ 4. 2E" A7 g AlEe]A/AAR g 30
Table 4. Simulation result/No. of detector: 30

Cell Change Method
24T 7] &7 27)
A F
800 1600 3200

30 IVéI(;ItC Anomaly NE;C Anomaly Nge{tc Anomaly

099 158411 804 |[557.3] 6346 | 5525 400.8
2| 098 [317.7] 634 | 325 | 4037 | 336 | 1648
711097 | 1927 ] 5044 [1905| 2584 |1829] 715
2[096 | 621 | 3316 |1077] 163 [1094] 273
2095|541 | 3433 | 662 111 | 631 135
3 094|334 | 2703 [ 331 | 70 |314| 56

093|194 | 2181 | 211 | 531 | 187 | 22
ﬁ 092 | 105 | 1802 | 138 | 323 | 106 | 07
(091} 65 | 1405 | 52 | 192 | 47 | 03

00| 48 | 1252 | 25 | 148 [ 32 | 02

HAe waE z7]-224 &
] 21 BoFa Qe x7] F3H9

4" ~Eg9 TE AL WA 1,000/ ¥AH I3
o3 MHC set® Anomaly detector® 570 307012 3}
AA 104e 38 27 FHez AR QA3 49
Hie 43 ez BHgFa lth olu A7 F7HY
A7 27 T ¥R AR w2 zr]-Qla &ag
9 AdNESE HogFu Urt. F 3% 45 MHC set®
Anomaly detector® 57§¢ 3002 FAst &7 F3he
2E9 A5 Z 800, 1600, 320022 At A7)
F4e fAEC wE Zr]-Q14 g3 EY A4E
etz 9t MHC set algorithmel AE=® wWAd wt
£ Q121 Eo] Anomaly detection algorithmel] #]3] &

A71-d48¢ B & F Ak o= A7I-5H F
+S 7FAl2 ¢l MHC set algorithme] &5 W7 o2
A7e A7) Bl WA A4 FUPe BAFH
St
¥ 3. 2E3 WA U Aol /AR A 5
Table 3. Simulation result/ No. of detector: 5
String Change Method
FIRSE =z
A % 271 T =27)
800 1600 3200
5 Ng(;ItC Anomaly I\/ile-:ItC Anomaly Nge{tc Anomaly
099 [9088| 9798 7393 9609 [7323}| 926.7
21 098 | 8453 | 9388 6956 | 927 |6252| 8569
71| 097 [700.1| 9444 |6589 | 889.7 |4038| 797
z 096 |675.7] 9066 |473.7| 86.2 |331.9| 7336
7vi 095 | 6098 | 9059 2875 8048 |177.3| 6708
f;'Jr 094 [6049| 8873 2575 7921 [ 933 | 6231
ol 093 [560.2| 8758 | 1915 757.7 | 788 | 5851
ﬁ}' 092 [39%2| 829 | 994 | 7395 | 715 | 5337
Z| 091 |3228| 8406 | 946 | 6918 | 586 | 5016
090 |1003] 821.3 1.7 | 6894 | 311 | 4555

String Change Method
L=R
TR A7) B3ve) @7)
800 1600 3200
30 MHC MHC | MHC
set Anomaly set Anormaly set Anomaly
099 | 3708 8916 | 931 | 7872 | 761 ] 6203
2 | 0983427 | 7888 | 616 | 6258 | 122 | 397.1
71 1097] 99| 7102 | 01 | 5084 | 0 | 2458
109 01| 549 | 0 | 39%9 | 0 | 1613
% 095 | 0 551.1 0 3066 | O 96.7
F10| 0 | 4954 | 0 239 0 639
(e}
°l 093| 0 | 4399 | 0 19 0 39
ﬁ 092 0 | 3933 | o | 1578 | 0 | 241
=l091] 0 [ 335 ] 0 1239 | 0 15.
090 0 | 3074 | 0 95.8 0 9.2

44 5 Detectoro] 2|st AlgajolMd Hu}

B A EHo)AL dyslE Wyoe] ©E& MHC setd
Anomaly detector® F Al HEAZ A7]-¢14 &g
Z9o AEYolAE &4t F 55 A4 10, 207890 dl
3 A WA o3 A By AHolH, B 62 U4
510, 2070 tha) ~Ed WA o4& AlE#Hold Z
Folth, AlFEolAL F AR EAHSE FE3I JH
I e A7-AA e AHRE BRAF 3 it

ay 83 95 F UARE o] &F A AAETH
MHC set, Anomaly detectorg& ©]-&3 2}7] A4 ES
wateE aPgZE 29 8L A7) 2EF] 1600, VA
9l AE7E 10¢ W AAREY A WA o A7
JQAES HAFu gloed, 0¥ 9= 7] 2EFH]
1600, 459 /Ag7F 209 wie] 2E¥y ¥AA @&

lo
=

A7 QAEL 22 ReAFn glth olsh o] F Al
B8 )88 A7 ANBo| 2 £ 7 AR A4
£3} fAEEA BA T AARe A4 99e Fh
@k

¥ 5 4 WA st AlEH A
Table 5. Simulation result under cell change

Cell Change Method
A7) F79)
7] 800 1600 3200
Q) /\1_\?_
;ﬁ s 10 20 10 20 10 20
2=
0.99 8719 | 7628 | 830.5 | 701.1 | 774.8 | 5354
2} 0.98 771.3 | 584.1 | 7065 | 500 603 368
7] 0.97 661.3 | 452.7 | 581.6 | 350.1 | 470.8 | 224.3
= 0.96 514.2 | 345.1 | 5126 | 251.7 | 357.1 | 137.1
Z"jt 09 509 | 2551 4344 | 1846 | 281.1 | 8.3
9] 0.94 430.7 1 1995 | 3466 | 1243} 235 5%
o 0.93 406.3 | 156.6 | 2975 | 84.7 | 181.1 | 328
5
AR 092 3442 | 1317 2471 | 666 | 1375 | 188
= 091 2047 | 989 | 2379 | 523 | 1135 | 133
0.90 2724 | 69 | 1924 | 353 | 906 7.7
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Tahle 6. Simulation result under string change

String Change Method

HEEE a0 1600 3200
q4 10 20 10 20 10 20
AN F

099 | 8906 | 777.1 | 7201 | 6054 | 6799 | 315
2| 098 | 7675 | 3869 | 6438 | 439.7 | 537.3 | 109.4
7l 097 | 6491 | 4856 | 584.7 | 629 | 321.7 | 209
;| 006 | 6336 | 3014 | 404 | 1093 | 2421 | 357
7+| 095 | 5704 | 2524 | 209.1 | 101.3 | 1169 | 853
ij 094 | 5172 | 878 | 197.3 | 61 50 13
, [ 083 | 500 18 11462 | 266 | 48 0
H 092 | 3328 {1483 | 806 | 0.1 43 0
T 091 | 2842 | 1041 | 724 0 30.1 0

090 | 819 | 496 | 1.1 02 | 152 0

OO T R g A

nre
2 OMKC sot
HAncmay

093 098 097 095 EE 093 093 092 091 09
R DY A

a8 8. A WA wE z7] A4 Ee] H,
Fig. 8. Comparison of self-recognition rate under cell

change
Az l@o "
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B
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¥ 9. 2EHFH WA mit 2] AAE9 Hla
Fig. 9. Comparison of self-recognition rate under string
change
5 &8 &
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