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ABSTRACT

Active networks represent a new approach to network architecture. Nodes(routers, switches, etc.) can perform computations
on user data, while packets can carry programs to be executed on nodes and potentially change the state of them. While
active networks provide a flexible network infrastructure, they are more complex than traditional networks and raise
considerable security problems. Nodes are public resources and are essential to the proper and comect running of many
important systems. Therefore, security requirements placed upon the computational environment where the code of packets
will be executed must be very strict. Trends of research for active network security are divided into two categories: securing
active nodes and securing active packets. For example, packet authentication or monitoring/control methods are for securing
active node, but some cryptographic techniques are for the latter. This paper is for transfemring active packets securely
between active nodes. We propose a new method that can transfer active packets to neighboring active nodes securely, and
execute executable code included in those packets in each active node. We use both public key cryptosystem and symmetric
key cryptosystem in our scheme
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