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ABSTRACT

This paper describes a design of cryptographic processor that implements the AES (Advanced Encryption Standard) block
cipher algorithm, "Rijndael”. An iterative looping architecture using a single round block is adopted to minimize the hardware
required. To achieve high throughput rate, a sub-pipeline stage is added by dividing the round function into two blocks,
resulting that the second half of current round function and the first half of next round function are being simultaneously
operated. The round block is implemented using 32-bit data path, so each sub-pipeline stage is executed for four clock cycles.
The S-box, which is the dominant element of the round block in terms of required hardware resources, is designed using
arithmetic circuit computing multiplicative inverse in GF(2®) rather than look-up table method, so that encryption and
decryption can share the S-boxes. The round keys are generated by on-the-fly key scheduler. The crypto-processor designed in
Verilog-HDL and synthesized using 0.25-ym CMOS cell library consists of about 23,000 gates. Simulation results show that the
critical path delay is about 8-ns and it can operate up to 120-Miz clock frequency at 2.5-V supply. The designed core was
verified using Xilinx FPGA board and test system.
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2 = 715 Al Algsle WHE Zﬂ“"’s}“
t} o] e ¢33 = 7] AL AT =
ool B33 glee 7] AAE Hg §Ut sl=
o7} s Au e 7E AAske M= )
zaht X287t 28 gl a2 E3Felde
53t Ao deog g 77} "}%ﬂii °]
5 "3”3}7] 23 F71e /‘]7}°] Pasie}, £
dAe e B2 Ay A4t 4 5 %‘L“ﬂ
2= l% AAsle] Fubil ik 4 F-FdA] AlE-
HEE sfgon((ad 7) #x), ka3t HF =k
= 715 #HAxEd AAsle] 2353 7] Al &
S=HE A7ME 9t

AAE sREE 7] AAEE] WY F2= (1% 15)
o} 7t} 9] Hex 321 EH J"’—“ﬁ]% Az e o
3 HRA2Eol 328 EH FZE = AR F 7

2AZEH2 WY 7] 2AEHE S-box, BFRE
[ Re_CK (128:b <32:b shift>) ]412:— i‘:’yh:;

|
tnitial o=l | MUX (280) J
Key = v
{ MUX (128-b) ]
RO
2
eé MUX E

\{J MNe

A\ %
LD,
U

N

MUX (128-b)

oun
onstan
[Generator|
326 | e [ - =
Round % i
Key =
[ Rep_RK (128-b) |
Y1236

(23 15) 2H2E 7| H4E=S

A A7), RotWord, XOR AlclE 2 MUX &
o2 FAE. tzstel B33 A s 7
AAE 8 A7 4x320EANS] XOR AlPlEE
AHeslgon 32u|E 39l AHEE $s 470
S-box7} AH&-5] et

AAE Rijndael 3% Fj= Verilog-HDLE
zdgslgor AES EFH17) HAH gAE
HEl S o]8sle] ZFslgic). 1288 ES] HE FF
EEDDCCBBAA998877665544332211007¢} 128
e <t%7] "FOEODOCOBOA0908070605040
302010007% HHEZ A3 A Edeld AAe
(28 16)3 zeom, k38 Axgh "5AC5B47080
B7CDD830047TB6ADSEQC46970] 4=z, o5
] B3t A gEoE AMH i 5o
g gtol E¥=Egon, wed ZE =Erlee] B4
Aoz FAYE -"ﬂr‘ﬂﬁ}"ﬂ‘;} AlEHolAde] tud
Verilog-HDL 2d& &4 o8 FPGA 13L& &
A Ao, AF /‘]ZL%‘J (z" 17(a))8} 7
o] FPGA BE=, PC ¥ ISA QlE{so]x M= FF
AxEde] ZTog FAHEr}; FPGA thpo|is
Xilinx XCVI000EE AH3kl o, Visual C++
Aol HAE T2 oals st (2" 17(b)]
£ AFA 2 A3 Fguelw, HEF G57E
dFshd gEFe] FYHa o]F thA] HIgsd
Ao FEH FAdT dgo] EHEE AT 5
orh olet Z& FPGA +& #HFE& 58 AAR
AES 3 37t Ao FAjhe Falslsirt.

ZHZo] gt5d HDL 292 0.25-m CMOS A
gtolBz|2]9} Synopsys CAD £ ol43le 3=

Plain Text : FFEEDDCCRBAA99887766554433221100

Cipher Key : FOEODOC

(23 16) MAE Rijndael 4= Zoio] AlEaolMd Za}
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(a) Verification System

AES Q'8 O 2A]|A]

5 5 8
UL SRMA 202020000A202020 2020202020208ECF
ICBA320C7C1B7CEBC BCBCADODO,

A202020
92 =0y YUY SO0D0AZ0Z0. 202000BBASBERDZ0.

20;
7C1B7CEB1D7B7AS 20CODABACFBADU2E

DAED7783CFADIB30 288,

LI WCDCI )‘il B“ @25A0BED1B1775CA 7034FOBBF 16231
J ’ BECAADOC]

(b) Verification result

(3% 17) AES Rijndael 20{8| ZZ Ala" o 4 3H

(E 1) MAIE Rijndael &% 30{2] §F

43 dnglE AES-128
Aele & 23.000
3 FH 120-Mz @2.5-V
Yt 25 & 5 ZFE/82E
ot B3 g 300-Mbps
= 7] A on-the-fly ¥4]
2= 7 <433} 0 cycle
setup layency - B33 20 cycles

(E 2) Rijndael 78 H|W
24 (18) (19) | 200 | & &2
S-box 16 16 16 4
rbol‘;?ﬁ 128-b | 128-b | 128b | 32b
45 320 910 | 1,280 | 300
(Mbps) ’
Aol= 2 1,000,000 173,000 | 44.300 | 23.000
7 0.5-ym | 0.18~m | 0.5~mm | 0.25~m

AL sdtd. S-boxe 1,900 AlolE, gh¢= EE
2 10,720 Alel=z e, 24 Rijndael
3 Folx F 23,000AclER FHEHYY, AA
" 3zo AEdeld A e, FHdixde
8-nsolw, FH 2.5-V AAAgtA 120-Me2 5=}
7FsE ez Hri=Egdck AdAd Riindael 1A
Fojo] BAL (% 17 2ol (B 2)& £ =79
AA ARE TR wEY 7 *}34]94 vl w3k 7o)
o #4 (18)-(20) AAAE 16748 S-boxE

AHg3le] 1288|EH Helghe dETRE 7P,

=R AAE 4708 S-hoxE AMEsl 32vEHR ;q
2ake 2TRE Zer) g, B sfeld AA
%l Rijndael 93 ZEAA 3ol AL 3] WA} A
AY 2wg P87 shs ol A3 ZleE st

v. 3

M

B = e v AR JlERETeld AAY
= g3 ﬁ%(AES)i AA= Rijndael 43 &
2|58 Z2AA ZolE AAsgT. B2 ol9}
7.4_017} B 1280 EQl AES-128 -
dalgon el e AR 2E AMEl] e
AAbg whE Sashe WhAlS syl w3 si=
fo] BATE Fol7] Y3 2 2= dile] 4
03 AHHEE 3giod, s A4t F3lel| I
olza}ele AMglgto M NEEr) YEHEE 3
ot 2= 7% on-thefly B8 AAFH
g 820 AUkt QA4 4 25 Fdbl geE 7|
g AAste] a4l 4 FFN ASEES 3
ek S-boxe A Holk wlAlel GF(2%) M F
Ale] 441 A 2E Ao EY ohsstel Res)
FANH S-box7} FHHEE AASGEC. AAH
AES Rijndael €% Zel: Xilinx FPGA tiule]
22 FEste] A TS #lsiadct. 0.25-m
CMOS A =lolBzz|z §Ade Az o 22,3107
o) Aeolez FAEH, 2.5-Ve AAAteA 120-
M2 2 7b5s Aoz Hrlsle]l F 300-Mbps
o] ot B35 g Aes et

1.4

EH

ol
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