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Abstract

Since Internet has been used anywhere, illegal intrusion to a certain host or network become the

ciritical factor in security. Although many anomaly detection models have been proposed using the
statistical analysis, data mining, genetic algorithm/programming to detect illegal intrusions, these
models has defects to detect new types of intrusions. THRE-KBANN (theory-refinement
knowledge-based artificial neural network) which can learn continuously based on KBANN, is
proposed for the anomaly detection model in this paper. The performance of this model is compared
with that of the model based on data mining using the experimental data. The ability of continual

learning for the detection of new types of intrusions is also evaluated.
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Fig. 1. Intrusion Detection Model.
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Fig. 2. The procedure sequence for THRE-KBANN

process.
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