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ABSTRACT

Security is very important at EC(Electronic Commerce) Environments. The reason is that exchanged
data(that is user private information(accounts, card-no, password), transaction items, etc) is various and is
very sensitive. In this paper, we propose the Secure-XML Messaging System(S-XMS) which is implemented
to support Message Level Security, Encryption and Digital Signature. And we implement Message
Confidentiality Service, User Authentication & Message Integrity Service and Non-Repudiation Service among

the various Security Services.

1. A&

QAN BASGRA AAY T3 A olg 93 B =AM Ak XML tA)g A~
S 471 Z71ee) wel Z@EE WA ok dUSecure-XML Messaging AAH(S-XMS)E <lE]
A Hol, AARR, FABRGAIFEE, A=ws, U 82 Slq FPaA RS A A4
AEEE 5, AIAR 5, 0@ WA td  AASgen, oal uet Aua F UAA YR
Hglo] 27HEG TSo] AHUE VBT s A AulA AR AF AUl HAR A4 A
702 waldel nel YEYD Je) HOE Fa8 2 3IRs AMAs AWsel 2dsgo,

A A3 o

* A3 - (DAY A =544 1 2001, 9. 13.
* g3 EF AR A d74 AR AMAMREE @ 2001, 9. 22.



1234 HBEZAFEEERFEE H/HGE 2001, 9, Vol. 2., No. 9, September

2 =89 7Ae A"RE 9A A 23N E
AAZAN 87 sl EAste BY AR L6} o
of W3sty] A% RebAHI2Y diF AHEI,
3ZoMe B MuIAE FHS] A8 AHE F
e Hb dis)  AdwsiAdth A RdiMe
Secure-XML wWA] Al28] A} Aul2 FEod)
el dgsten, rAgez A 5PoMe ZE
3 - dsor & Al 3N dFsA

2. Bt 7le §%

8F s AYHT Qe AAIARE AU
< 7oz Mul2ga gled, ARl zte 7
4 A dEd A g, A7) B, ug
A, 7l= 15 5) HE, WdHs 59 R
7t fA =22 ok A AAAY 84
7KL, 237, AQ T ARE A8 423 A
¥ ot AR AF AR AdY wE AE
AE7E AFHR o] BE Al =EH] ok
AAEARANA B Hebde A 249 o
of B3k Bt Mulx 24F AuEd dgw
ZTHI2103]

2.1 23 91§ 8%
2.1.1 X% (Eavesdropping)

HENAS =33t FgHe HAAE BA
(Counterfeit , Replication)3+c}

2.1.2 Y3 (Masquerade)

A7 IR AR AANF AJ2"d A
ot mAA A e AEE FARA AA
g3 A3 $9e ¥ F 31, AZ_AL st 49
o wARA7L AEHA & = vk

2.1.3 WAA Ex

d=8 S gF R, A9 P, e
2 9 wolE} BAYA BE A 4 £E wEe
& gon, BT WA B BHse At
$37 FAE WAAE WHse] AYY & Ak

2.2 Bl Aujx
22.1 Bl wERg

e RS AFe] 8, A WAlA
Wee 4% ¢aETH 718 MRSl gasidith
#% SaFH J1E 45 Footo AR Ak

222 WAIA] FAA D AR 9F

ASA A% B WAA AL AANEY o
5T Eo AT, Fa/NBAE, vy 24
1, FHE 037, BAR A, ez A4
B37)7 Rl

SAAL dd FARRE WAA A 4T
A E Aol “FAA} HAA FASIET s
A & gl FHE ATske AR, 9 A

21t ZEs).

2.3 Bt &Y

23.1 §A7) gngs

W37 ¢nEEe 9T HAE ARREe &
3} R B33E Y, wE W4 u £5

4z duFH 2EY g dnFez 7R
th2]03]



B2 9% ¢ngEe a9 7|9 94y BE
£ 249 719 29 B0 WSk Wyes
dsst 9 K53 AYg s dRAHA ¢

£0 2+ n|=Z¢] DES(Data Encryption Standard),
Triple-DES, Skipjack, -3 2JIDEA(International Data
Encryption  Algorithm), <¥9] FEAL(Fast Data
Encipherment Algotithm), MISTY o] gt} ~E¥
5 A2de A 2 Yuger gy AHEEHX
don, & AJgonrw gud] AMSHT JUh E
& olF FAl AN FEo| &oldta, AHAEE
FiHog JUA E4F F dr A Fo=2
QEte olF BA T4 FA B wlojg] B3 F
stk

232 ¥4y ¥x8E

vy dugEe 43 35 ARREHE
717t A2 29, 347 dneEEes Eeeth
AREE Jle 7] AY dalEel 93 F i
717} AT shis vEIRA A4l Hist
o, o shte INTNEA R IAGL $A
Ae dARAE dEs st JEdr] s AR
o] FNNE gzt AS3A, AR A
HY7|2 B53sith AF7tA HEE A2 ¢
4 Edle ofH$-& |83 RSA(Rivest, Shamir,
Adleman) ¢18]Z, Knapsack TA|5 ©] &3} Merkle-
Hellman Knapsack ¥&i12]%, Graham- Shamir ¢
%, A8 0F 3 HIE BE3¥ v oygeS
o] &3 McElieced 9453} B4, Hool 713 & #
48 Zox gle HY JH 43 AAH(ECC
Elliptic Curve Cryptography) $-°] 1th[2][3]

3. A%l HA R 7

A AgED Je AAAY A2Ee AEU
< 7R A 7] WEd =3, A%, WAA
HE 53 2 Bk Afd) =25 Aok AAY
Al Z@EE dolHE A7 AR, A& AH, AY
WY 3 22 /AU 7199 F8 dHolHonz
OE Hto] g7dEH 1=z # =EdAe A
AN ALdM AT £ e HSE ARl

QA% XML WA|A Al2="ll A 2 78 1235

F wAA LR ARls, AR 995 R AAA
A4 Mula a8a A F gle Al 3FHCA
e FAMNZDSG A FUES AWAE A
o A TS o] MEIAES #E FuIF
AAME S Faétd FaHYLH, AR 1%
M TNV 2RE A Toh ARSSIATH4]

o

3.1 A2y 2 9 wAA] 525

¢AT AAA A2 Secure- XML A1 A
2He QIEUE 7Ne g 3t AHAE AlaHeR
235 s HAAE XMLS 7|22 3ok +
e B AMulAas wAA HLEG AMulZ, AR
A 1% 2 WA BFA AHlZ, Bl E5 A
Z=o]|i1, o]t AMulAE Q& Ho EEo] Com-
ponentZA] FEEATE o] W AREHE 715 AHEA
a2 R @dd FRlEs AMulAE 98
e AIAY ARAMEE ARA AR 7]
ZHEek Al el BE)

e (298 1]2 Secure-XML o|A|Z] A|AH] L2
o} B@sE AR BEE BYFa Yok

X

Secure- XML Messaging Svstem

Apolication Systers

Application 1 Application
K P

S|

L2228

WEB AS X
(Only Web Browser)

n ‘I"—§

[ 1] S-XML HAE NAE 2
[Fig. 11 S-XML messaging system structure



1236 BRATEELHEZE HEE 2001 9, Vol. 2., No. 9, September

3.2 78 Kol AHul&

3.2.1 WAR] HLRA Au|A
(Data Confidentiality)

AR LR AulAs B =225 b9
HE BEsly] g AogA, £ =FdAe Iy
HlgAd7) 8% €35 SEED-CBC 128 HIE &
5 ¢35 daneFs ARt o (29 21 W)
ARG Mulz APAE BoF Jlok

(28 2] AR BIREE M1
[Fig. 2] Data Confidentiality Serviee

HA FAAE AFsnA she WAAY dEs)
AFAAL IADE 83t dEES A},
FAAANA AgPdE. e B33 7(FAAE
HENE AMgE] YEES B3gict o] w ¢
53} W ARRE e AFTIRCALE EFEE <
48 T3 Feldnk

3.2.2 AF8-A} 215(User Authentication)}
dlolg §72/3(Data Integrity) X¥]2

A8 F Mulae WAl BANZRE B
Witks A 3% 5 e MuliEn $ilxe
Ade Bidy|2 (zgjsle Ageia, e §
AR 7R BEsRit. WAA F24 ARls
T $AA7E AE wAAZE A7 871 A
o B9 WA 40 AUde AL Ak
Aulzoltt. o] % Aulag fAd M¥ AAUS
o7 FHHY, g5zt Ao WAAE £5 G99

HolZ o sl g8 stk

O [3® 312 AR 1S Auize) WA £
A4 Aulz g AAE Jeha Sl "1A $4
Az AR 4 FrE AL U viAA
8 2HMessage Digest)ol]l A4le] njd7|g o335t
AAANEE dett

PEA ANMEE TSI FAA A A3
9, FAE $4ARY AR AAARE 553
gty o] o BE3d FeIARA 29 : Message
Digest)?} 978 #4059 599 44 & 3%
o] U gHEAA sehE HlmPtth o] F ghol
FYH A AR Rz RE ASHAThE
A A%E vAAL AS4EF WAl A4EHA
e Ag 3% 5 d

a7

[0 3 N2BAL 215 S F24 MU~
[Fig. 3] User Authentication & Data Integrity
Service

3.2.3 H.9lE(Non-repudiation) AjB]2

Qe BARANA, FA $4 AL B
QB P44l Cim AZSAG A7} A
& WAA vgo] $48 W deoA $4
A 3k AEzRE s A AT
e Aulzolth 2AKE v wHe 24 A
20] AANEE BAHAY EE AT 5 YE
A 3ANA ARE & Aok T (2 45 $AR
5 AHE AAE RAFT Aok o AuaE A
A Azt AR FAY ARlzs S99 AAUZ
2 5 ATE + Aok AL WARE S
7)Aol A48 AL A 3AIA AFSL



Bqe A A

y
U

vdllﬁ !l?l Am ') T ]

mm %

4%
[O8 4] £0I185 MHIA
[Fig. 4] Non-repudiation Service

ALK
{Audit Log}

4. AE

A7EE AlREHYA ARFANE A BEASHA
Ao, o9 @ WAA ot FH X3
o Bashd 7)1k M} offline 0.2 A= HA
el 7157 2FEA =3k ClFE AR A
7 =i EA 28238 viAA Felo] i@ 8 7A
o] ZZHIT ARt TV wet A W8,
A AR, B&AFEE, = HE B FR
HAA] FRE GFAATA Hbel] e %3—""0]
F8AE R 9tk v 83 EAcEsiehelt
o= 913x(Simple Authentication) Tt .2+ QIE YIS
7ige g e AAAN Al Jol EA%E 9
Hozol sl Wi 5 ol Ko ¥ B A
Ho] 8F7EHI Yt} oF Y3 E =& Atet
orHg XML ™Al Al ~El(Secure-XML Messaging
System)2 VEl 7 3foX AA HARAE
437 A8 AAEen, o2 Bt Mulx F
wAlA] w]E R *‘]‘3]" AHgAE Q15 B HIAA §
A4 AMulx agla BQEs AHlAE AAse +
stk

FF AFHAZE @A EWA M (Transact-

ion) 5= Hoj glout, WA A&y AHAA A
Z(Catalog) % THU¥T Eopo} FET F U=E
Sk 58 44 HEYAE o] &3le AAIAH

QAT XML WAy AAF HA 2 FE 1237

74ue AQata ot Fu(Wireless) T4 873
A= Agd £ =S S

w FAEd

[ Azad, 355 HF 97 B, 4dd
U, EDI A|28] AlFeE d87]e A7, 1993.

2] <7BE, OSI 873& A% EDI HYAMH|284
o] AA & T4, A4 39 =&, 1994

Bl "AARANE AT Bt 7Ie AA 2 adY)
ol g ofal ALY, 1999, 6

[4] <73, g, g, AeUE Vwte s 3§
£ WAl AJZRIXML/EDI System) 47 9
T&8", FFHEANCALSEC)SEA A 53
A 23, 2001. 3, pp.101-112,

[5] °l¥x, <¢7EH, 3, Javad VIR Sk
Internet Messaging System(XML/EDI system)
AA 2 787, dF0AYI=EA Aod A2
%, 2001.6. pp.78-83

[61 <A, WalF, i, ojdw, “Udes V)
Hto g sh= WAl A|ARI(XML/EDI System)
AA g 787, $FFEAY(CALS/EC)EH3A|
A 58 A 29:, 2001. 3, pp.101-112.

[71 Dan Chang&Dan Harkey Client/Server Data
access with Java and XML, Wiley & Sons
Inc., Canada, 1998.

[8] Sean McGrath, Sean McGrath : XML
processing with Python, Prentice-Hall Inc.Upper
saddle River, NI, 2000.

9] David Webber, David Webber: XML/EDI Pers-
pectives, Japan, 1998.

[10] http://www.xmledi-group.org/xmledigroup
/guide.htm-"Guidelines for using XMI\. for
Electronic Data Interchange”

(11} http:/fwww.w3.org/TR/REC-xml-Extensible
Markup Language (XML) 1.0 Specification
Feb 1998, Tim Bray, Jean Paoli, C. M.
Sperberg-McQueen




1238 WEAFEHEEHFLSE HIGE 2001 9, Vol. 2, No. 9, September

198613 st Az ez
(382D

1991.6 SHFietm AAFEsa}
e E A

19938-19989  Tj<9-EA
FgaTe AgaTe

1999220016 LG Az}
FYaTe Y97

200L9-8A) oIl

B AN A B
HAAGAY, ENFA

19932 FBT)sta
AREFLHFID
19952 HFANS} PR FSNH
WS AT
1995.1~8A) B3 BF AR
N
Byl FR A B B
AAAR, EdHA ol




