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On the Hybrid Intrusion Detection System
based Biometric Immuntiy

Eun-mok Yang* Sang-yong Lee* Chang-ho Seo** Seok-Woo Kim***

ABSTRACT

Computer security is considered important because of the side effect generated from the
expansion of computer network and rapid increase of the use of computer. Intrusion
Dectection System(IDS) has been an active research area to reduce the risk from intruders.
In this paper, the Hybrid Intrusion Detection System(HIDS) based biometric immuntiy
collects and filters audit data by misuse detection is innate immune, and anomaly detection
is acquirement immune in multi-hosts. Since, collect and detect audit data from one the
system in mult-hosts, it is design and implement of the intrusion detection system which
has the immuntiy the detection intrusion in one host possibly can detect in multi-hosts and

in the method of misuses detection subsequently.
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1. If U>=0.2 or S>=0.2 or P>=0.2 or N>=0.2
then execute Action 0.

2. If N>=05 or U>=05 or P>=05 then
execute Action 1.

3. If (U>=04 and S$>=0.2) or (P>=04 and
N>=0.4) then execute Action 2.

4. If U>=0.8 or 5>=0.8 or P>=0.8 or N>=0.8
then execute Action 3.

5 If (U>=0.4 and P>=0.6) or (5>=0.4 and
N>=0.6) then execute Action 4.

6. If (U>=05 and $>=0.6) or (P>=0.5 and
N>=0.6) then execute Action 5.

7. If (U>=06 and $>=0.2 and P>=0.6) and
(N>=06 and P>=0.6) then execute Action
6.

8 If U>=07 and S>=0.7 and P>=0.7 and
N>=0.7 then execute Action 7.
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