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The Design and Implementation of
A Distributed Intrusion Detection System
for Multiple Attacks

Ju-Young Choi, Eun-Jung Choi and Myuhng-Joo Kim

ABSTRACT

For multiple attacks through large networks e.g., internet, IDS had better be instalied over
several hosts and collect all the audit data from them with appropriate synthesis. We propose a
new distributed intrusion detection system called SPIDER II which is the upgraded version of
the previous standalone IDS - SPIDER 1. As like the previous version, SPIDER II has been
implemented on Linux Accel 6.1 in GNU C. After planting intrusion detection engines over
several target hosts as active agents, the administration module of SPIDER II receives all the
logs from agents and analyzes them. For the world-wide standardization on IDS, SPIDER 1I is
compatible with MITRE's CVE(Common Vulnerabilities and Exposures).
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System for Large Networks)
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(2) EMERALD(Event Monitoring Enabling
Responses to Anomalous Live Disturbances)
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