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A Study on Secure Role—Based Access Control
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Abstract

In the paper, is proposed a secure role-based access control model that not only has s
functions such as security, integrity and flow control, but also can easily meet access
requirements of role-based social organizations. The proposed role-based access control mod
designed based on proven existing rule-based access control mechanisms in order to be app
real access control systems. The model proposed in the paper is simple and secure. It can be
used for the web-based application systems working on the Internet.
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Table. 1 Subjects’ access control info.
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r Top Secret Crucial
r2 Secret Very Important
r3 Secret Important
rd Confidential Important
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role_acr(s, o, p)

{
if ( exist_ACI(s) and exist ACI(0) } then
role < get_ACI(s)

if ( p == permit(role, 0) ) then
return TRUE
else if
return FALSE
endif
else if
return FALSE
endif
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rule_acr(s, o, p)

{

case p = ¢
if ( S _Level(s) == S_Level(o) and
I_Level(s) == I Level(o) )
then
return TRUE
endif
case p = 1’
if ( S Level(s) = S_Level(o) and
I Level{o) = I Level(s) )
then
return TRUE

endif
case p = W
if ( s == owner(o) and
S_Level(s) == S _Level(o) and
[_Level(s) == I_Level(o) )
then
return TRUE
endif
case p = 'x

if ( S _Level(s) = S Level(o) and
I_Level(s) == I Level(o) )

then
return TRUE
endif
case p = 'd’
if ( s == owner(o) and
S_Level(s) == S Level(o) and
I Level(s) == I_Level(o) )
then
return TRUE
endif
otherwise

return FALSE
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flow_acr(s, ol, 02)

{

if ( s == owner(ol) and
S_Level(s) = S_Level(ol) and
S Level(s) = S Level(o2) and

S Level{ol) ==
[ Level(ol) ==
then

S_Level(02) and
I_Level(02) )



122 #BE OAZ® HICEE(2001. 12)

return TRUE A Aol #3& A4 HE svie 2Feke &
else if HA(dynamic) F2 Al #HFS At

return FALSE E4, UNIX$} Windows 20009 HZ Aol =
endif (ACL)Y Beh MezHSD)s & A2 Ao} Fre g

} 719l 3& 28 SA|TH(5) SRME H2 Ao 3 A
&9 A7 e FAS AA HaPe] Bk Fug

2.4 F2 Ao w7 Hg 29 MA| (FA < A9 ACIFH A8 ey ge sl 33
ol d AR HT Aol F2e Agdle vyg 1 € LI A Feoh
H1o)M 9 o] FPFH7). A, Windows 2000 23, 329 A2 Ao 7l&

A 7 Bele] Bl gEe] AHe wugle AT s
A2 Aols) 2d Zwo HE, AT 4 G2 Aole)
54 Zo| shil 49 Azozel 448 Wi Rékn
glor}, SRME BA4Eel M2 suk W2 Aole] Ay
zoz Sastnz 49 Azel Bok Fust sl A2
Hoh JHE Y& % ot
s, UNIXYt Windows 2000 3441e] HZ Al
BEE B39 Azde] 270 2Ws)AT SRMe) AE
= =do] sl A2 Aol 70| e} 2 Aol BT
7 BaAct,
oA, UNIXY Windows 2000 +3AA19) A2 A
£ HE4S Sdad QurEel AR Bl Al o)

rule ace(s. 01.'t')

No

role_aci(s. 02. ‘w’)
rule_acr(s. o2. 'w’)

P ——— @ A2 Aol 8TE 488 + YES Sojgked e
[ o, SRME 9 7] 28 Alzslolehe € A A
221 1, 42 Aol 74 mg s SAale Alade] 2 AolE Bdes AAY 54 B

Fig. 1 Model of applying access control rules  ze] 42 xjo] muo]c}.
oA#. SRM2 UNIXY Windows 20009 73-%-¢
g2A, Helo] kg 9& 7oz Ttk 68 A
29E 99 949 B FHE Aeske QAP A2
zdojE2, UgbaRl s Al2g)e] 715S o83l

. okxst &5 7t FHZ Hof Az 238 A2 Adle FAshs Wi vimsa 7
aglo] Ex| SelAle 4 uok AAE ATPTR & + Utk

B =R A b AR 7% HT Ao Bd
(SRM)& #HEzoz UNIXS Zo| AMHEAIE HT Ao
o] FAR = 9 AA A2 Windows 200043
ARt 1§ A Aol FAR ske 29 AAEo|
Apgate B2 Aol Wi el el 53¢ e

314, UNIXSH Windows 2000& 5 Alzglo] A 7IME SRMel #4493 432b7] #ald 23
= 7129 ACL 59 2& AHI 87} 482 ojfsld 5 AT AF 7NNk H2 Ao} 2] 54 FelM < A

V. H2 Aol =32 vl

H(static) 2 Ao FHsA SRME run-time ° FES FRAM Windows 20009} ¢4 vlmstazt



oA e AR 7wk H Aol dig AT 123

g},

4.1 FH2] HZ Mo M

FA9 AT Ao FRE FAEY] Ygld SRME F
A2l ACIZ A8tz Windows 2000 dMx EES
£3H(5). B33 B4 47 e FAE 4 ACT
dA 2 B T2E HolFrl SRMe A$ds AHA
7b o] ARE Hoile ALE QAN F4 ACIE
JlEez i RE AR ACIY shue] dEei2A
A"t Windows 20009 7A9ole AR Bz 2
o] 2§ Bk Azl @ Edo] Fojg 4 glomg 4
9 HZ Aol FEE BAS] A8l SRMS Af-HEh
B ¥ 719 30 B dHolg Favt das)
e AL ¢ £ 3tk Windows 20009) 7ol AR
7b o8] 2ol &dhe Aol o det SRR 59
U dEe) 298 ARE AR A 719 Fe
o 9 o 7= webd SRMY Avoe thEA 7t
W) 2719 diole] T2E AMgs|of dithe A& &

& .

E 3. FH9 ACl
Table. 3 Subject’s ACI

|2 AX} Holy &3 244 52
1 Top Secret Crucial
H 4. FA] dhA EZ
Table. 4 Subject’s access token
User -
S0 Group SiDs Privileges

Administrators )
Start Service

Jane Use P°W‘?r Users Load Device Driver
Service Operators
Shut Down
Users

4.2 Aol H3 Hol M
A3el J2 Ao} 4ug AP Aall SRMS 7

$ WoNAY A ACIE A8t Window

20008 2204 B HEAE ALEBTHS).

B 5. 2ol ACI
Table. 5 Object’s ACI
x| X} 2oy &3 | 784 &8 27X
ol Top Secret Crucial ri

Security Descripter

[ owner | |

ACL

Group

e

Audit

R

3% 2. Al Bt MaEX}
Fig. 2 Object’s security descriptor

SRM®] Aol H5olA Bl ko] BE A7} &
2 pzol A2 Ao ARE 2t} W) Windows
20008 ZSole 1204 ERo] SRM ZA-fErke
ofF Eatdt dlolgl wxg st aelA H N&
AE AR 7 84 Fo ACLe] led o] ACLE
oAl Q9] Fi4el ACEE 74" 2d2e ul A2
ACEE o|&old ACLS d2 HdFT ACE: 4
AgE H2E F S sk FAR FA,
H2 &7 4% 2 HZ 7 2§ 5% uEl
v 32E& I@stn itk o] Aol ACEE AR
A Ee IFY #o] AT g B we F
Az @ JEHY ARG & F2= AHE F
o B2 ANz 2 aFe F e wEel ACE
7 ACLY EAdithe Ag ofuj3ith o] ZAfd=
FAe HZ A FEeMeE o], FHT Al
ABE FAshe 94 ARE HAske FHY E
A oael 2 odolg] Pz 7d el we
e £ 7] dEel FEd FIAY vae o
Hdu AAe AT Aol FHHel <] SRM o AS
= g4 43 AvlolEE oAL 12 HU%E o
Windows 2000 & Z-fole dig AA ol &7t
3 FA AA(r, d71M r& ACEY F /et Y
k(SRM®Y 724%E 12 BE 9 k ) 1) ¥W<(multip
olife] M Aol AE AL A3 719 FHS)o] R
s, o] 4o JENIAE S = kr (r = m + n,
AHgAL g7, ne 2F F) elth o] A Bt MER)
o 2fa ¥ 2 IR HF Ak

ol
MT

5°l

e



124 # OAEE® FHm3E(2001. 12)

of AkJSEX] efgkl.  olE@ wWlmAE FHsEio)
Ao HZ Aojo] "o Mo SloJM SRM
o] Windows 2000 Brt =g 719 kel AEA
Atz & + 4

o
£ Zn

V. E2E

wEdME 718 2 Aol EYFe] A2 o
= i?l 7153 542 7R e FAld 4s
BeA 828® VR Yrhs AR Akele] X

&t 71sE BNE AR F gledMdE 5E3d Bt
7bed @ H2 Aol ZU(SRM)& Adsidth B

by 244 2 3Eaolrl sEs3 kEE HE Ao
2d AHE fsled AT Ao wHE HYdn <&
EdZ 3l HZ Ao} 73 AL 2dS A
SRME 7o HZ {7t @%ske o WYPoEy B
b &4 AEd A B FAL AL
SHM T kA Hhgjolct,

opge], & {‘:——‘_r:°“"1‘_ A=52 20009 HZ A ¥
YW ¥lwstdE o SRMo| 7 e EAE A
il SRMe| HZ Ao FR HFE AT 71 T =
23 BT At

o
=
Ao
gk

(1} ISO. “OSI - Security Frameworks in
Systems - Part 1: Security Framew
Overview” , ISO/IEC DIS 10181-1 , 1993.

(2] 18O, "OSI - Security Frameworks in

Systems - Part 3¢ Access Contr
ISO/IEC DIS 10181-3 , 1993,
(3] Warwick Ford, “Computer Communica

Security - Principles, Standard Protocols

Techniques”, Prentice Hall, pp. 149-176,
1994.

{4) Ravi S. Sandhu. Edward J. Coyne. "Role-
Access Control Models”, IEEE Computer,
38-47, Feb., 1996.

(5] Michael M. Swift, “Improving the Granulari
Access Control in Windows NT “, In Proc. o
ACM RBAC 2001, pp. 87-96, 2001.

6) o1z, B, "tHF JHY RS 9
H2 Aol WAUE AT &% 0A g3
=%4], Vol. 5 No. 3, pp. 84-90, 2000.

(7) o1z, 33 | AR FH2 Ao =Y
AA", 35 0A g3 =84 , Vol. 6 No.
pp. 60-66, 2001.

1989 #7le] V.UB. diggl
(F8 MAp

2002. 2 AT uiEtm gkl
e B
(33 2p

1982-1991 3 =H a1 542

A A7
A 3 o AR AR A

L= By Py
T




