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Abstract

This paper proposes a user-key-based fragile watermarking for detecting image modification.
The embedding data in a form of binary image for authentication are inserted to the DCT
coefficients of each block of the given image. To minimize possible exposure of being watermarked
and the location of insertion, it is proposed to utilize a user-specific key in randomizing those
information. Each DCT block hides one bit of data, all of which represent the user-specific
authentication data. Experiments with 5 real images demonstrate that the proposed method not only
detects whether there is modification or not, but also the actual location of modification with minimal
visual deterioration. However, the proposed method has room for improvement against its loss of
watermark by an attack of compression by more than 50%.
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