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User-Level Delegation in Extended Role-Based Access
Control Model

Chong-Hwa, Park*

Abstract

In current role-based systems, security officers handle assignments of users to roles. This may
increase management efforts in a distributed environment because of the continuous involvement
from security officers. The role-based delegation provides a means for implementing RBAC in a
distributed environment. The basic idea of a role-based delegation is that users themselves may
delegate role authorities to other users to carry out some functions on behalf of the former. This
paper presents a user-level delegation model, which is based on Extended Role-Based Access
Control(ERBAC). ERBAC provides finer grained access control on the base of subject and object
level than RBAC model.

* Dept of Software Semyung University



