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ABSTRACT

Existent public key certificates provide authentication information through some information on user’s public key. However,
an attribute certificate which stores and manage user's attribute information, provides various privilege information such as
position, privilege and role. In recent, international organizations establishes standards on attribute centificate, and the researches
and developments on attribute certificate have been widely made. In addition it may be expected to be used many real
application areas requiring for authorization information as well as authentication information.

Therefore, this paper considers background and standardization trends of attribute certificate and describes the profile and
related techniques of attribute certificate currently established by IETF. In addition, it introduces an access control system using
attribute certificate and specifies applications of attribute certificate.
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AttributeCertificate ::= SEQUENCE {
acinfo AttributeCertificatelnfo,
signatureAlgorithm  Algorithmidentifier,
signatureValue BIT STRING

}

AttributeCertificatelnfo 1= SEQUENCE |
version  AttCertVersion — version is v2,
holder Holder,
issuer AttCertlssuer,
signature Algorithmidentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod

AttCertValidityPeriod,
attributes  SEQUENCE OF Attribute,
issuerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL
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attributes  SEQUENCE OF Attribute,
Attribute 1= SEQUENCE {
type AttributeType,
values  SET OF AttributeValue
- at least one value is required

}

AttributeType ::= OBJECT IDENTIFIER
AttributeValue ::= ANY DEFINED BY
AttributeType

(2 2) IETF S425Me &4 T

letf AttrSyntax ::= SEQUENCE {
policyAuthority (0) GeneralNames
OPTIONAL,
values SEQUENCE OF CHOICE {
octets  OCTET STRING,
oid OBJECT IDENTIFIER,
string  UTF8String !

(23 3) letfAttrSyntax
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® Service Authentication Information

o] = My iy Mu|2dA AfFE AEE
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glom o] AR out 289 ¢ A4zt D
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name id-aca-authenticationInfo
0ID {id-aca 1}
Syntax SvceAuthinfo
values : Multiple allowed
SvceAuthinfo ::=  SEQUENCE {
service GeneralName,
ident GeneralName,

authinfo OCTET STRING OPTIONAL

B Access Identity

o] o= AfFE Aw/mxe Aujart AP
=2 ety Hrelr} o] FEoHE authlnfo
gest EAddE e olAe o B &4

AFA AEAH(Verifier) 7} 2455 A3tz 29
ke <7bsbr] $ls) AlFsls GEol7] wEolc),

name id-aca-accessldentity
oD {id-aca 2 )

syntax SvceAuthinfo
values: Multiple allowed

B Charging Identity

o] WEt Auls Axge] SHABA AFFol
Al #F(Charging) & &  AES 3948 dxof
o Qe R B WS afFs BE 474 9l
o}, oE 5°1 AfFrE 25E BlAllA] Au] e
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name id-aca-chargingldentity

0ID { id-aca 3 }

syntax letf AttrSyntax

values : One Attribute value only,
~multiple values within the letfAttrSyntax

B Group
o] WEE SHAFH 2457 £¢ 15 9
ARE AF3el

name id-aca-group

0ID { id-aca 4 }

syntax letfAttrSyntax

values: One Attribute value only:
multiple values within the letfAttrSyntax

°l Fee $HAFAY 4fFelA &3 Roled

RoleSyntax ::= SEQUENCE {
roleAuthority (0) GeneralNames OPTIONAL,
roleName (1) GeneralName

}

glell 4 roleAuthoritys roled 71&8ke= 44
Az ubF 7|3 vehlled AHEE 4 Sl
=3t roleNamee roleAuthorityel 28] A=
ofzlc},

B Clearance
of BEE A£fFY uok F UT YRE =
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name { id-at-clearance }
0ID { joint-iso-ccitt(2) ds(5) module(1)
selected-attribute-types(5) clearance (55) }
syntax Clearance - imported from
(X.601-1993)
values  Muitiple allowed

oA Clearances HSF SF3 g 29t
AL AA3E policylD HEo} ZHitol &85+
HAEFE vepdlE classList z8lm A3 ql
securityCategories® 74t} classListy 77}
9] A A AAE = 9|zt A9 6bit2 unmarked,
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top-secreti ole}=lo] glch 3} securityCategories
= ¥l S EE AlEE
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name id-pe-ac-auditidentity
OID {id-pe 4}

syntax OCTET STRING
criticality MUST be TRUE

8 AC Targeting

o) WEE HHAZA BFA FHUFAT 4}
49 4+ At $& Aulael B3 (Target) Al
28 1EsHed A4ET ¢4 AMeAE 54
A4 HFA o dEel &I Aulael FAle]
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o *}%Z}f’ﬂ?ﬂ Apale] MulaE AFade @=
o},

name id-ce-targetinformation
oD { id~ce 55 }

syntax SEQUENCE OF Targets
criticality MUST be TRUE

2loliM Target gt Ze 2Ye 71xc),

Target ::= CHOICE {

targetName {0) GeneralName,
targetGroup (1) GeneralName,
targetCert (2) TargetCert

}

TargetCert = SEQUENCE {
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,

certDigestinfo ObjectDigestinfo
OPTIONAL

o] et o2] N9 Targetl & FAE 5 glo
 z}2ke] Target targetName, targetGroup,
targetCert ol shi& Al=sled & shalcl
targetName2 $A4AZM Y targete] =& 4
ABls o] Bo] e} targetGroupd $421%E A<
targete] iz Fo] ot & £ "Printer'st
e %S 7H 4 Q) targetCerte 3% 1TU-
T X.509¢te] 338 9)s) e d=2a dAe
ARgstm okxicl
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o] Wk $4AUFH HWF EEo) £4UFME
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name id-ce-authorityKeyldentifier
oD | id-ce 35}

syntax AuthorityKeyldentifier
criticality MUST be FALSE

W Authority Information Access

o] e HAAFZAN HFA $AUEAY 11171
AHE AT o ARt OCSPE o83 4
AuthorityInfoAccessSyntaxellt= OCSP responder
o] URIZ #o® 7pxo} g},

name id-ce-authorityinfoAccess
oiD {id-pe 1}

syntax AuthoritylnfoAccessSyntax
criticality MUST be FALSE
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m CRL Distribution Points
o] Y=g £4<FA 7] dRE A A7

%29 2 S ol 43k 7AYo AlgHe

name id-ce-cRL DistributionPoints
oD {id-ce 31}

syntax CRLDistPointsSyntax
criticality MUST be FALSE

B No Revocation Available

o] MEL $HAFA FA7} HEY AFA 4
g HAEe g ARE ATskA] gevhe AL Y
Epdlc}.

name id-ce-noRevAvail
0oID { id-ce 56 }
syntax NULL

(i.e. '0500'H is the DER encoding)

criticality MUST be FALSE
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V. Case Study : &AQIZAE 0|88t RBAC

NES=

RBAC(Role Based Access Control)& 7|&
9] MAC(Mandatory Access Control)® DAC
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