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Implementation of a pipelined Scalar Multiplier using
Extended Euclid Algorithm for Elliptic Curve Cryptography(ECC)
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ABSTRACT

In this paper, we implemented a scalar multiplier needed at an elliptic curve cryptosystem over standard basis in GF(2'%).
The scalar multiplier consists of a radix-16 finite field serial multiplier and a finite field inverter with some control logics.
The main contribution is to develop a new fast finite field inverter, which made it possible to avoid time consuming iterations of
finite field multiplication. We used an algorithmic transformation technique to obtain a data-independent computational
structure of the Extended Euclid GCD algorithm. The finite field multiplier and inverter shown in this paper have regular
structure so that they can be easily extended to larger word size. Moreover they can achieve 100% throughput using the
pipelining. Our new scalar multiplier is synthesized using Hyundai Electronics 0.6¢m CMOS library, and maximum operating
frequency is estimated about 140Miz The resulting data processing performance is 64Kbps, that is, it takes 2.53ms to process a
163-bit data frame. We assure that this performance is enough to be used for digital signature, encryption & decryption and
key exchange in real time embedded-processor environments.
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(a)
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s()x) + t(alx) = g(x),
g(x)= GCD (a(x), b(x))
ob&el A (19 s(0% tx)e thit 22 uhgH
ol Ao R F& 4 Qi)

S»l(x)zl. Su(x):

t~|(x):(), t()(x)zl

s =q, (1) s,1(x0)Fs;, 4(x), (—=1<i<k+1])

t,»(x)=q,,](x) tl*](x)+t1"2(x) (8)
(8)llM g, (x)= A (B)olA Altkelol=]n | 4] (6)

r,l(x)=x7 +x
rx) = O +x +]
qy(x) =x

r(x) =x+1

{x)y=x"+ X +1
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G =x" +at e xl

r(x)=1

ry(x) = x+1
rx) =1
g, (x)=x+1

r(x)y=0

mode_function{mo,a,eob)

it(mo=00&&a=0) mo_0=00:
iflmo=0088a!=0. mo_o=01:

it{mo=018&&eob=0) mo_o=10:
iflmo=018&&eob! =0) mo_o=11:

if(mo=10&&eob=0} mo_o=10:
it(mo=108&eob!=0) mo_o=11:

if{mo=11&&a=0) mo_0=00:
iftmo=118&a!=0, mo_o=01:
return mo_o:

mob

MO_P=MO_0: MO_M=T0_0: q_p=
q=adb’ eob_c=eob:

mo_o=mode_functior (mo,a.eob)?
o

eob, i) /a eob,
Z
mo— E/—" mo 0

eoB?,o b_o eob,_o

q_o=qg:; Mo_0=mo:
if mo=00 then // dummy
a_o=a: b_o=b: eob1_o=e0b2. eob2_o=eobl;
it mo=01 then // switch
0=(g&b)"a: b_o=a; eob1_o=eobl:
eob2_c=ecb2:
it mo=10 then // ncrmal
a_o=(q&b)"a: b_o=b: eob1_o=eobZ:
eob2_o=eob1:
fmo=11then //erd
o=(q&b)"a: b_o=b: eob1_o=eob2;
__“_eob2_0ieobl :

(b)Processing Elerﬁent
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o714 A (T)& obAl 29

tHx) a(x) =g (x) modb(x) (9)
o] €t} o]w a(x)7} irreducible polynomiale]
n2 gt glx) =10tk webd d(x)alx) =1 mod b(x)

Clktd

ita=20
if a 1=0

1‘0 if =0

it eolr =0
it gob =0

(hounal\
\7\//

./
it eob = 0

ifa=0
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Kx) = a(lx) mod b(x) 7} ¥t}

(18] 5)% A (8)elA9) whEAl f3k4 FA=
tigel dlelg 55& HoFa g} HSHddA=
23 34 AtElelx "HEE g, (0)7F A=A
3, HFoMe Al (8)9] &7 @l (), (07t
A¥Ec 28w (29 313 deolH gae ohex
ok (28 5l (28 3]l whe]A 74]401 o] F-0]
A F2E 72 e rR 22 o] PEZL 4
g3let (2% 3)& 29 F3 dd ke s d
olej7} gAlelA|vt (a# 5l & dizhd WEge
2 dlolelrt g-xoln g wde] PEFXE 7HA
th o)E F 7iA] Blede] FE7) AR o]
& Aesly] difdd d5rle F stedelrt AA
A FERE JPokieh. fekAelA B fFe=
due] &g Atsted 98 3 49 = GF(27™)
Al 2m+ 1700l (23 4)eldummylA end
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2 Aolsle A& shie HFol} sja, WA
Eol|lA s|Apet Alpe] AeE m T w0l oo,
A WA EE9] dummy 99 = mg— 0l I
ol A Bl dummy €9 v m—n—1
ol switch. normal @ end& 3 A d<
FEmi—n+1 otk Wb AA de] =

,Zb(’”f* nit D+ Zb(m,-— n—1)+1

= Z%Z(m,-— n)+1

=2mg=2n,;+1 (10)

N

b "ot ok o) Alg oEA e e 273
o Ag cakAlst sAlg chEAe] AR 4o #A
E 7Hag g4 lolch. webA vl dal g9

2 1ol Al b(x)Y A (my)E m+10]ER
AA o) S 2m+ 17} Basit} aeez o

t,(x)=0
t,(x)=1
gp(X) = x
t(x)=x
(=1
f(x)=x u v
g (x0) =X +x"+x"+ 1 mg_, cl;ﬁg_o
HO=x"+x" +x +x" +1 Voo
_ Q_0=Q; Mo_0=mo;
L0 =x if mo=01 then
L) =x"+ 2" +xt + 17 +1 u_o=v: v_o=(a&v)"u
q,(x)=x+1 else A
) u_o=u; v_o=(q&u)"v

t(x) = X+l
(b) Processing Element
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example
chA| 7 () 7:(x) tio(x), t;(x)
= ri(x) 7 iv1 (%) Ly (x)
. r (0= x"+ x*+1 go(x)=x t (=0, tH(x)=1.
ro(x)= x%+ x*+1 ri{x)=x+1 t(x)=x
9 ro(x)= 25+ 2P+ g, (x)= 2 ot ot gl ty(x=1, tlx)=
ri(o=x+1 ro(x)=1 ()= x5+ x"+ x'+ x3+1
5 ri(x)=x+1 gs(x)=x+1 o =x, t(0= 2%+ 2"+ x*+ x%+1
| ro{o)=1 r3(0) =0 (= 2"+ 2% +1
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I I I I R
D1 Si D2 Dm-1 Sm-1
m/48FHLE |
I | e I | 22
I |
T T2 T3 T4 TS T6
doubling one point adding two points
T1 o AR 1/x) -- 816 clock T2 : doubling one pointel x =& A& - 166 clock
T3 : doubling one point2| v ZE A& -- 124 clock 4 T AFAR 1/(x1+x2) ) — 816 clock
T5 : adding two points2| x ZF A& -~ 166 clock T6 : adding two points| y ZHE Al — 124 clock
(23 8) Efojex
s A S Jehd Aolr), Z7be] glelwxE At (E 1) 2+ AL CHEH o1ate] 2
Aunl b R ol AGE 88 s o5y TRy RRTS p——
A4bahs 3’I”‘I°I Ea R I L N g B FRA Basis T T g [ o | 54 | ok
A Aol &g 48 AxsA] g odile
Al e A oLl & A A R e e o
A FWAHE A = I:"— st st e e
R - et %QI'&I (2) SB 4 2 2 0 0
' - A R # =] SB 4 2 2 0 0
el Y MR ok F e e ke x (ONB : optimal normal basis. SB @ standard basis)
F k9] BIE o] Vol MR o2 F Ao &
AbslA] o] flgtelvh,  ohe sl f4le] H) ouf o]F A4lslwdl "oyt A7iv]E- F47|t
2~ E wEfo]c} —% o] &8l Ak FH9ol H ZII A zdle 2 33}
S 7hxert divksbd (R 2)8 Bdl o 5 glsol
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Py 2 479bch36 ab927¢38 4795bdel 735ac91f 598cfe32 QT (3) 9249 Ald4te] W Qa}u [4 =
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(E )& A&7 HEs dxz4ql shegel 74 o o] szhel Alel deg AA FY¥4E B
A5 B =] AAg a7} w"‘:I7I°II LIISII of 3 sdrh
A Qg ikl & vhehla gleh (318 A (2)9] (F 3] 7 FeAEEe] Aded vag ez
B fxoa] AFEAARE A7} -rIisII 3 tﬁi& (217} 743 & A vehla AR, AWAA
o2 v W FA AFdste] wAHo{ M S BAoR ol 279 fieldd el FAE&
wgh kg £ 9y F S & U=E AAEY] dtd smde] efaxrt
E o Wi Aol Jasje} (2],(4) el B Aw B =3 94 (2)9} 2 ASIC Library®
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oAl Amglso] (F 2)el4 wlmgh AA ~ze}
FAE Axtshed He3 FY4LE v o S 9l
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27z} FA71E 7R, (3] subfield”t &
s fleldg AEFozZH Ao Ajo]=elA e
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IDEC-C631 3.3V Cell Based Libraryd AH
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