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Abstract In this paper, we design IDEA cipher algorithmn which is ¢ryprographically superior tw
DES. To improve the encryption throughput, we propose an efficient design methodology for
high-speed implementation of rmultiplicative inverse modulo 2'®+ 1 which requires the most computing
powers in IDEA. The efficient hardware architecture for the multiplicative inverse is derived from
applying of Fermat's Theorem. The computing powers for multiplicative inverse in our proposal is a
decrease 50% compared with the existing method based on Extended Euclid Algorithm. We implement
IDEA by applying a single iterative round method and our proposal for multiplicative inverse. With
a system clock [requency 200Hz, the designed hardware permits a data conversion rate of more than
116 Mbit/s. This result show that the designed device operates about 2 times than the result of the
paper by H. Bonnenberg et al. From a speed point of view, our proposal for multiplicative inverse is
proved to be efficient.
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