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A Study of Hierarchical Policy Model of Policy-based Integrated
Security Management for managing Heterogeneous Security Systems

Dong Young Lee'- Dong Soo Kim'' - Tai Myoung Chung''"

ABSTRACT

With a remarkable growth and expansion of Internet, the security issues emerged from intrusions and attacks such as computer viruses,
denial of services and hackings to destroy information have heen considered as serious threats for Internet and the private networks. To protect
networks from those attacks, many vendors have developed various security svstems such as firewalls, intrusion detection systems, and access
control systems. However, managing those systems individually requires too much work and high cost. Thus, in order to manage integrated
security management and establish consistent security management for various security products, the policy model of PN-ISMS (Policy Based
Integrated Security Management Svstem) has become very important. In this paper, present the hierarchical policy model which explore the
refinement of high-level/conceptual policies into a number of more specific policies to form a policy hierarchy. A formal method of policy
description was used as the basis of the mode in order to achieve precision and generality. Z-Notation was chosen for this propose. The
Z-Notation is mathematical notation for expressing and communicating the specifications of computer programs. 7 uses conventional notations

of logic and set theory organized into expressions called schemas.

IR : Integrated Security Management, PBNM(Policy-based Network Management), Hierarchical Policy Model
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Target_Systems Activity ( Domain Execution_Mode (‘H‘l\cﬁmlity Protocol 1
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Servers (2) Mortorng (2) Permission (2) Pertonance Any. (21 TP (2) 1
Printer (3) Reactng (3) Profibition (3) Seauty 3 HIP(3) |
Router {4) Faut locaton 14 P @) |
56 Accountng 5t -
Frewall (6) Confgurabon 18t _
VeN
Virus Detector (8)

‘liggel_Mode Session Data JLife_Tlme of Policy) | User_Domain Black List
Constartly Actve (1) | | Unsecured session Plan_Text (1) Short-term (1) Sec._Baert (1) P Address (1)
Periodc (2) Seawred_sesson Encrypted (2) Medum-term (2) Sec_Admn_(2) Domz(w r)dame @
Asyn,_Tnggered (3) LongHterm (3) Users (3

permarent (& ﬁﬂ‘fﬁ';mf” @) | shw retieren 0
E-mal (5)
Employes () Fle(vrus) )
(3% §) Hael 28
Analysis of Policy Classification
Targ%l,syslems
Policy Classiication :

I+
Lie-Ti t Poi
Target_Systems : Server (2! e ooy 4)[
Actiity - Enforcement {1) ')

Domain : Enterpnise (4} ”‘
)
}§§
Pa

¢
Execution_Mode : Obligation (1) 'b
\/

Functionallly : Secunty {3 Trigger_Mode \ "
Trigger_Mode : Asyn._ Triggered (3t -

Le-Time of Policy : Long-Term (31
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Execution_Mod
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Aol 225 #M5te 332 BAM A2 9E 8 (template)
< FE3 (0" 102 (29 99 Y BFE sgtoz
24T AY dE8e vehd Folt}

POLICY TEMPLATE : workstationPsswordPolicy
Author(s) : D. Y. Lee
CreationDate : 08/06/2001
StatusOfRefinement : completed/applicable
DerivedFromParentPolicy : generalAccessPolicy
ManagementScenario : systems management
ManagementFunctionality : security management
Service : data processing and authentication service
LifeTime : long term, until changed
SubjectCharacteristics/Domain : system administrator
TargetCharacteristics/Domain : all workstations
TriggerMode : asyn.Triggered

TriggerCharacteristics/Domain : triggered by exec passwd
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W o2 A7l FAlo) A AR BT, T B
= AA) 998 FHE] A8 $8E EE A8
ok @ AACIAE AREd dig 78 248 dHAT
A A Aol & ALRSITE o]z MBS Wik A7 vield
(naming) 7} FA& ZaA A48T 5 o, A&eA Ao
AL AR WES uE AHE § A EekErh

® gt Z-Notatione o] A& 2L vk AAR D]
TAT 87" BHE AABY] AA DT 3 blol
E el E AMESI A Al ARLS Adgich o] Eel digh AA F
AE TEiA dAY AA4E Fosta, Nay FHE §o
Al & 4 vk (2™ 109 (1Y 12)% Z-Notation& ©]
43 2oy e T o e Holth

bom._C
Jomce

¢

Dom_A Enterornse

Security_Admin Firewall VPN

/bepanmen‘t\_
K Dom.B pom_C
u3 ua
OA L] []
General_Manager DS Employee A Employee 8
—-=- Domain_ISMS

Dom_A, Dom B, Dom_ C, U1, U2, U3, U4, T1, T2 : Object

Paragraph : : =
Dom_A & Domain_Objects ~

Dom_B € Doman_Objects

Dom_C € Domain_Objects ~

Ut & User_Objects

T € Target_Objects A

T2 & Target. Objects

Object_Set_of {Dom_A) = {Dom_B, Dom_C,Ut, T1, T2} ~
Object_Set_of (Dom_B} = {U2, T2} A

Object_Set_of (Dom_ C} = {U3, U4}

(8 11) PB-ISMSe| 2|zl H2y #3

o B wolQ)

PN-ISMS9] #2] 499 4 =v9(Domain) Dom_A

701910 EEEBIR|AIAGO HIEN BT UN 2tSt o4 613
9} 3¢ w2 Dom B, Dom_C8 +43 ol&
o g 3
o2 F@g Aok

e 32 94]l(obligation)

Hote] AH(SA : security administrator)®] <&t o

AAe o4 wetaElAEe] $5& BRI, ol F

o My &g . A% FY A, By ANE

AA g <59 AFE A HE A& 9ulEd. et

A HEbRE R & VT A st oo dEg e

AEE Qe oju Agier #ejxiel 4&S 9 #EA
A AFE FAF Fx 9}

o] AR-gz}
HAA A FA thsiA Z-Notation

ol

O

o,
12

(18 12 4982 SA77F 89 @8 2RHGM : General
_Manageroll Al User_Aol o3k <130} A3E 7 =
g Aot}

5 Q
S

—— SA_ManagementFlowControl

SA_1 GM _1, User A : Object ; x_Auth, y_Auth : Auth_lds

(SA_1, User_A. x_Auth) € Auth
3 ga: Given Auth » gaauth? =y Auth ~
gasoruce_user? = SA_Y A
gatarget user? = GM_1 A
gatarget object ? = User_ A

(GM_1, User_A, y_Auth) € Auth

Ojt

(22 12) SA7t GMOIAH| A

le Hoists My wH

[

B miodlA AAIg ke BE A 29(PB-
ISMS : Policy-based Integrated Security Management Sy~
stem)®] +&9 AZA AYRLE AP o) 27
M AET 71EY FAHI L AEHY Fefe) AR B
kA H fejo] oA ojFo HtTHEAAUS FH
Alzge] et Al Rdn myddas A
2l HAIE 2l |ukos HA B 2Ly A
s AAe EH3I °1§ Hysiatgdt. w3, |4 99
718F MEY L wdo] 714 & ddRA o shiel rotA
o] F8of o3& & =FolMi= Z-Notationo] 2= & 2 5}
g A& Atgsto] B@Fo g o8 sfdstaa sk

4 FHE % ERAY

AN E BEan b WA 1
A} HTeh 2std A=
Z} o] ®Hot A]);EﬂEoﬂ g 584 Ao ol
2 9% 44 wrelvt a7E D vk beb #

ARy e] 247 AL Pueiasdo] o SaUs)

or
W
S‘_{



614 Z2MeiEsl=2X C M8-CH HM5=(2001.10)

S A% Y Ao AA, A
o FEYA dist ¥y 2ol
A 1‘21‘/} ojof EF-of HA7)ukel B otAY
"] =(PB-ISMS : Policy Based - Integrated Security Ma-
nagement System)®] A& HAnd3 o)F FYslE W
HES ALssrh

B =5olA Aete PB-ISMSO AlZ23 A#nde 49
3AEE MdAola A ofv|e] AL el 1, 3¢ 24
2 A2 AL Hysh= odo|dEY U AAMO
*Managed Object)s &, RSHA2HE0] ofsd + 9l &
e Aoz 5AZF o2 FAF Atk 3AZ dI==
Z, #EAY A AR A gEiA FHRE E/In Bt
TAAJD A AF8e At a8 o5 sWe R
FA sigtel AxEo] 47 4 Helo AH3d Z-Nota-
tiong o] &&te] Hel AME A3

ada B AfoRE gy AAY 25 G E
A, o8& BAsa A& dnHFY MEH AE B
dg 7Igte 2 PB-ISMSE Tdstd AA UEH]Z &40
Aol Aol digh AA 9wzl W rojopc),

=

M

#o&23

[1] C. Pfleeger, ‘Security in Computing Second Edition’, Pren-
tice Hall, 1997.

[2] M. Stevens, “Policy Framework,” Internet Draft, draft-oeft-
policy ~framework-00.txt, Sep. 1999.

[3] B. Moore, et., “Policy Core Information Model-Version 1
Specification,” Internet Draft, draft-policy-core-info-model
-06.txt, [ETF, May. 2000.

[4] Susan Hinrichs, “Policy-Based Management : Bridging the
Gap,” Computer Security Applications Conference, 15th Annual,
pp.209-218., 1999.

[5] Raju Rajan, Diesh Verma, Sanjay Kamat, Eyal Felstaine,
Shai Herzog, “A Policy Framework for Integrated and Di-
fferentiated Services in the Internet,” Journal of IEEE Net-
work, Sep./Oct., 1999.

{6] Rene Wies, “Using a Classification of Management Policies
for Policy Specification and Policy Transformation,” Inte-
grated Network Management IV, pp.44-56, 1995.

[7] Rene Wies, “Policy Definition and Classification : Aspects,
Criteria, and Examples,” Proceeding of IFIP/IEEE Interna-
tional Workshop on Distributed Systems : Operations & Ma-
nagement, Toulouse, France, Oct. 1994.

{8] Miriam J. Maullo and Seraphin B. Calo, “Policy Management
* An Architecture and Approach“Systems Management,”
Proceedings of the IEEE First International Workshop on,
pp.13-26, 1993

[9] o1&, B&, 4%, 1234, A9, “SNMPE o] &3 3}

7132 %Zﬂ Horgal Al 48" KNOM(Korea Network and
Operations Management) Review=%3], Vol2. pp.1167-
1171, 1999.

[10] o154, A5, T54, Feld, g 71nke] whals B3k w otz
Az=g] A ﬂ%@iﬂa}t‘z}iﬂi—ﬁ— 2}, A7H 101 pp.3171
-3181, 2000.

[11] D. Y. Lee, D. S. Kim, K. H. Pang, H. S. Kim, T. M. Chung,
“A Design of Scalable SNMP Agent for Managing Hete-

rogeneous Security Systems,” NOMS(Network Operations
and Management Symposium)2000, pp.293-294. April 2000.

[12] Jonathan D. Moffett and Morris S. Sloman, “Policy Hierar-
chies for Distributed Systems Management,” IEEE Journal
on Selected Areas in Communication, Vol.11, No.9, pp.1404
~1414, 1993.

[13] James L. Peterson, “Petri Net Theory and The Modeling
of Systems,” Prentice-Hall, 1981.

[14] Kurt Jensen, “Coloured Petri Nets : Basic Concepts, Analysis
Methods and Practical Use,” Volume 1, Springer-Verlag,
1992.

[15] Gary N. Stone, Bert Lundy, and Geoffrey G. Xie, U.S De-
partment of Defence, “Network Policy Languages : A Sur-
vey and a New Approach,” Journal of IEEE Network Ja-
nuary/February 2001.

[16] Spivey, J. M., “The Z Notation - A Reference Manual', Pren-
tice-Hall, second edition, 1992.

[17] Jim Woodcock, Jim Davies, ‘Using Z : Specification, Refi-
nement, and Proof’, Published by Prentice-Hall, 1996.
(18] ISO Panel JTC1/SC22/WG19(Rapporteur Group for Z), Final

Committee Draft, CD 13568.2, “Z Notation,” August 24, 1999.

ol
: dylee@rtlab.skku.ac kr

1%&iiﬂmﬁﬂﬂﬂ+ﬁﬂﬂ)
1998w A} -r(-q-r,ﬂ zﬂﬂr 14 B Elzsl( 43 A],)
19933 ~ 19973 ZlelatE Al FYlEd T

& A7
A Aawdsa 47442 AFET

HE whAb R

FAFOF HEHZ B AlagRet WEYZ e

2= %
e-mail : dskim@rtlab.skku.ac.kr

1998%1 gw‘_{»;ﬂ}tﬁﬁﬁ A | FE3HEA}
%”H‘UL A H 3 EHA AL

s A7

b2
1
o
[‘-‘L

#A RO HEAA B, dENA Bk,
1

B H
e-mali : tmchung@ece.skku.ac.kr
19813 AAhem H7183HAH
19844 University of Illinois Chicago, &
A I I P
1987'd University of llinois Chicago, 7
FH BT} A}
19954 Purdue University, 756 % & dhr}
1985t ~ 19873 Waldner and Co. , System Engineer
1987+ ~ 19901 Bolt Bernek and Newman Labs., Staff Scientist
# A Adadste A7 ARLAFEH TS g
tawok L AAI A 28, ME 2T, JEHA B, Al=g
Bk A PHE}I

e



