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Secure QoS Billing System Using Audit Trail Subsystem
Design & Implementation

Woo Chool Park'- Jeong-Nyeo Kim'" - Byung Ho Rhee''!

ABSTRACT

In this paper, we propose the delay sensitive traffic and a high bandwidth QoS service in order to supply real-time traffic such as VolP,
multimedia service. We use IntServ over DiffServ network to supply end-to-end QoS service in the IJETF. We define the proposed QoS services
which are Best, Good, Default service. We analyze the performance using NS simulator with end to end QoS service in IntServ over DiffServ
network. The proposed hilling system uses the Accounting, Authentication, Authorization (AAA) functions of RADIUS protocol and proposes
the dynamic pricing method according to network usage state using end-to-end QoS of IntServ over DiffServ network. In order to secure billing

system, we design and implement audit trail system by the IEEE POSIX.1E standard.

7|/E : QoS, LA X (Audit Trail), RADIUS, IntServ, DiffServ. &8 A|AH(Billing System), &AlZt MH|A(Real-time Service)
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# Turn audit trail on.
if [ -x /shin/auditd ]
then
/shin/auditd /var/log/audit
echo “Auidt Trail daemon turned on.”
fi
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