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Design and Analysis of Role-based Security Management Model for
Policy-based Security Management in SNMPv3 Network

Gwang Ro Joo'- Hyung Hyo Lee'"- Bong Nam Noh''!

ABSTRACT

Policy-Based Network Management (PBNM) architecture is to meet various needs of network users and to provide effective management
facilities in distributed and large scale networks to network managers. In PBNM. network managers perform network management operations
by stipulating a set of rules rather than control each network component. On the other hand, providing security services such as authentication,
privacy of messages as well as a new flexible and extensible administration framework, SNMPv3 enables network managers to monitor and
control the operation of network components more secure way than cver before. Despite of its enhanced security services, SNMPv3 has difficulties
in managing distributed, large-scaled network hecause it does not provide centralized security management facilities. In this paper, we propose
a new security model called Role-based Security Management model (RSM) with security management policy to support scalable and centralized
security management for SNMP-hased networks. Also, the structure and the operation of the security system as well as the efficiency analysis
of RSM in terms of security management are also deseribed.
7|9 : BAY HOL2E|(Security Management), H&7|4 &L 22| (Policy-based Network Management) 2OHM2|E#(Security

Management Policy), SNMPv3, A8XID|E 2ot W (User-based Security Management) 718t 28X 28 (View-based
Access Control Model), &7|% M EHM(Role-based Access Control) A§7|8t =otEt2| 2 (Role-based Security
Management Model)
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Algorithm IsAccessAllowedInRSM
Input
role © SnmpAdminString
context © SnmpAdminString
model : SnmpSecurityModel
level : SnmpSecurityLevel
op : 'READ', ‘WRITE', ‘NOTIFY’
oid : OBJECT IDENTIFIER
Output
TRUE // access allowed
FALSE // access denied
Begin
if (IsAccessAllowed (role, model, level, context, op, oid)
== FALSE) then
role_list < GetJuniorRoles(role) ;
for each role r in role_list do
if (IsAccessAllowed(r, model, level, context, op, oid)

==TRUE) then
return TRUE ;
done
else
return TRUE ;
endif ;
return FALSE ;
End
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RSM_Policy : == [ 'RSM DOMAIN’ RSM_Domain ]
‘RSM_UA’ RSM_Role_User_Assignment
‘RSM_PA’ RSM_Role_Permission_Assignment
‘RSM_RH' RSM_Role_Hierarchy

‘RSM_FA’' RSM_Function_Assignment

RSM_Domain @ ==

Domain_Element

Domain_Elements Domain_Element |

RSM_Role_User_Assignment : == UA_Elements

UA_Element | UA_Element
UA_Element : == Role_ Name ‘ :’ Admin_Name_Lists

Admin_Name_Lists : == Admin_Name_Lists
Admin_Name | Admin_Name

RSM_Role_Permission_Assignment : == PA_Elements
PA_Element | PA_Element

PA_Element : == Role_Name ‘ :’ Admin_Perm_Lists

Admin_Perm_Lists : ==
| Admin_Perm
RSM_Role_Hierarch.y : == RH_Elements RH_Element |
RH_Element

Admin_Perm_Lists Admin_Perm

PA_Element : == Role_Name ' -’ Junior_Role_Names

Junior_Role_Names : == Junior_Role_Name

Junior_Role_Name | Role_Name

RSM_Function_Assignment : == FA_Elements
FA_Element | FA_Element

FA_Element: ==SNMP_Engine
SNMP_Engine_Function
Domain_Element : == [P_Address | Domain_Name

IP_Address : == IpAddress - - defined in RFC1155

Domain_Name : == SnmpAdminString - - defined in
RFC2571

Role_Name : == SnmpAdminString

Admin_Name : == SnmpAdminString

Admin_Perm : == Context_Prefix Context_Match
View_Type View_Name ViewTreeFamilyNames
Context_Prefix | == SnmpAdminString

Context_Match : == INTEGER -- defined in RFC1212
View_Type : == ‘READ’ | 'WRITE' | ‘NOTIFY’
View_Names == SnmpAdminString

ViewTreeFamilyNames : == ViewTreeFamilyNames |

ViewTreeFamilyName
ViewTreeFamilyNames : == SnmpAdminString

SNMP_Engine : == SnmpAdminString
SNMP_Engine_Function : == 'AGENT’ | ‘'MANAGER’ |
‘AGENT_AND_MANAGER
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