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Design and Simulation of Policy Based Integrated Server System Capable
to Provide Real-time Internet Security Service

Kiyoung Kim'- Gae il Ahn'- Jong Soo Jang' - Sang Ho Lee'!

ABSTRACT

Recently, due to the open architecture of the internet and wide spread of internet users, the cyber terror threatens to the network’s weak
point are tending grow. Until now, information security solutions are passive on security host and particular security system. This passive
information secunify solution is weak from the attacks through the networks connected worldwide internet systems, and has limitation on the
defense against cyber terror attacks. Therefore, network level integrated security function must be provided. In this paper, we consider technology
limitations on the information security problems and its environment. Then we present the architecture and functions of policy-based information
seeurity services for network level active information security function. This paper also includes design of target system, which provide information
security services. Finally, we discuss network level system deplovment direction and discuss with Network Security Simulation,

7| = : Security Service, Ha7|ut HOtMH(Policy-Based Security Server), PBNM. Network Security Simulation, HIEX] A|AH
(IDS), BYAILE A|AB (Firewall)
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