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Implementing the ESES for Secure Electronic Commerce Platform
Joo-Young Lee'- Ju-Han Kim'- Jae-Seung Lee'" - Ki-Young Moon'"

ABSTRACT

The ESES system has been developed to supply a digital signature function, an encryption function, and a library of cryptographic primitives
and algorithm for securing an XML document and the existing non-XML documents that are exchanged in the electronic commerce. In this
paper, we will introduce the overview of ESES system and explain how the ESES processes to offer security services Finally we'll conclude

our talk by presenting the summary and further works.

FI9E 1 XML MAMB (XML Signature), XML 2t&8H(XML Cipher), &tZ @t12|F 2}0/=22{2|(Cryptography Algorithm Library), X}
A H(Electronic Commerce)

.M B ol & A QIEYl el A HAAFA F-zhEo) utel ¢l
Ul Abdel g4 lEeel YH B Eel i avr) dAsic
3 AFH A2 Ay 4 gEo mE LR 8 Cyber Dialogue®] American Internet User Survey(AIUS)
A Qe AREE A AR tigh BAE s1xA7 L uad HAdARE skl ol A E Felacle 3
AUTH AlEAE 2AF 7132 IDCy AAAA o dapdAe By Fo] dfal EAly Zaloluialel e Faolw A
FR7E A 19984 504.390 @Ejol A 2003l 12 31732 A AlolEe] AlAErg Hale] FEI} 28 &Y%
chefol gt Ao Adstar ok 53w el W oA AE- Aol Fad 89lo] i Ao veEReH1]
gAY #ao digt IDCe] 2ALE A EH QEY o] & webd Hapd AN e 8455 98 UEANAE B 4
2b el A FHE 3AY Fok AHIE & BAL e A dr gl tigh Ba ¥ ool Azl Q% dlo]y F
ol A HAF A o1 &R Fir A 1998 S IE Y A B il o §2 B T ohds wmel V)l
o] &2t 9] 9.7%0] st 179 Hel A, 1999 17.5%%! W& a7t FEe] solok dth ol & 93 aF wWelte
589k g crglar 3 2003w o= 47.6%91 486%F e ol & Bomiol A4 ESES(ETRI Secure E-commerce Services)

Ao g HuErh |2l AlQrelt}, ESES: @A) A A g0 %
HAELA aflely] 71 9l= {tensi ¢ g

P E R AR Y AN E SR ROAM N e Belshol Ae st %13 XML(eXtensible Markup Language)

Al A obueh AR ARAl ngtsE OA" AHxE 9

A ;l:::; GEAATY AUBE /| Hd PR BCHN M E ALY G yok AHlAE AT slo] BT o= WA A

M4 S SRS A B ns e PR B e/ Al2E A83h= ESES/Signature, 3.3} Ajvi~g #F3)

Holet el
SRS 0016 39 19, 4l Abgkit c 20014 99 27¢) = ESES/Cipher, 18]35 <ots3t odaa]E fdolBeia sl



552 AEXNelEsl=8X ¢ M8-CH HM5=(2001.10)

ESES/j-Crypto® +A4 8t

B =T A ESES Alag e kst 2oiek @
AAAAY A 2adde] HEdE B Mul2g AFsH] A8 o
2 A4, FEHA=A g 7lsd. AR ESES
2 Boey) 98 229 G5 ATFAAE A g

2. B A7

A AR GEIE FPsts] s IBMS Alpha-
Works, Baltimore®} X/Secure 5 2 71x9] XML H<t A
Zo] Adso] gt IBMS AlphaWorksE XML # x4
I XML 43 & A 715 AFsta o A4&3d A
Fol ojgt XML AAME Y of# FEE skl AUHA
t}. AlphaWorkse] A2 ZES XML dA4YE 5 =
b w2t AgHAen XML 435 BE9 Afde AAA
oz Aog Ao wep FHRFATH2

Baltimore®] X/Securel3, 4] =3 XML AAA 3 <53}
£ AT X/Secure™ XML AAA™E FHEA9 Zke]

upe} PRI A SR 2] HAE VT E T B

o6& O w
FRE ABHA Raa Aok

e 2

3. ESESY| 72

ESESE XML #A4 3 #dAxdAdg ¢8% o use
tA" delE5E Busty] s dAAE, ¢53t 59 B
o Mul~E1 43 aEF golBHYE TE A~H
ojt}.,

ESES Al ~®-& XML Signature E&F(¢HI[5,6]% XML
Encryption ¥F(¢H[7, 8]0 7utste] 7} Bgo] AAHAUL
o, A4 &8 Zzad 7‘*%% 3, AEate] Helde
FAAL F E% 7} APIE AAE AT ol & HaiA Bt
FE(ehel A Holgh A }*1"‘-4 TF25 ¢ Adste A
E'f ofugt & }H [E9HS 3EFoaH B34e HA

& 7Y% F URE, g2 -’?’—-E—% Hesl st APIE 4
]3}%4. ol Mt Mu|2g} 9F %_761101] #a" A4
o] WA ¢e RrEe & zeay e} 44 AT
ALE e HAFol gk 1 E]El Zt BES 715He
2 2este] oA fdsA gEon A Fe ®
Z(gh)o] WA wa} ESES E§ A F7} 2], ®AE
& AEE FHch

ey 7|Eo 2= A2FEHE Al AN ATHE &
Z PolHYEL 1 59 Ao HFH UA €&
Woolyg T BE dugdEs 2st AA ¥rie A4
e WAsta ek o] FAE Ay 48 Wt g ESES
Aad e Agsolzl dugdEE AFTE ¥ ojet 3 B
F gndE agn HT AES EF dungFez AdHy

Rijndaell9]& A ¥tz Yom, Aot ZFas 435 &
gZ oz o4 ECC (Elliptic Curve Cryptography) ¥
F10)& e Zo sivh

(2% Dol ESES Al=#"le] 727} vehd et o]= ESES/
Signature, ESES/Cipher, 28] 1 ESES/j*CryptoE‘r? A R
94 RES E—_Gl-a‘l— A]Aeﬂo]cq' o] 940}] %7}313; = ;\1
HEREH ASM gigt 4g 23S stn, 4349 AFHE
A%, #Elstr] g Q5 FeoldEst XA 4 Qivh

g

Application Program

ESES ESES ESES
/Signature CA Client /Clpher

@

ESES/;-Crypto

0S & TCP/IP

(13 1) ESES A|A”lel 7%

ESES/Signaturet: XML 48 g3 9olo tjxdg 7
Hlzo gt F44 247 AFE AFsE e 5Ho=
g} o183 gEM dAMEE AdET HEeted dad
APIEF WAA] oA AE V), EAd i ¥E 75 &
& Eget) Ax A XML A9 "o gsis F&
Ao GREe dejw BEHor FaE 5 U

ESES/Ciphere ¢tZsteh Bastol 223 APIEH ¢35
st #4197 EES Bds] 98 XML 785 AE
3} ESES/Cipher= XML Encryption Z¢te] 71&d A4
HAA die dzsle} BE 4E3 715 ATt

ESES/jCryptow ¢3% ¢xgls gol2gzl® ESES/
Slgnatureg} ESES/Cipherdll /] 488 &= Z+& ¢35 g

F& AT

ESESel| ¢jslAl Mol HAv $ssyt & £49 A=
XML #4 ez gdso] 719 XML &4, XML 7]4ke] A
AN E2RES HA THE 7 U BEF AN dFE
So] ESES+: #tuicio]lg o] &35 APl Hel= st glon,
A EFol wer] wEel FHRFo = H Aol B2C(Busi-
ness to Customer) EC, B2B(Business to Business) EC Z12]
2 XML/EDIE 918 ofekgh Au) 2 & deb=r) slojA] 4
A Aped o AAHE Adoh

l



4. ESESS| 432t +¥

4.1 ESES/Signature

ESES/Signature= XML &A% ol ¢lelol 1 2el A
glzo] digt §244 23 AF #AEd 7l 55 AE
FeH4) ESES/Signaturets XML H-4 44 && %4 Y5
XMLo] obyd eluk HapE-Ao] tha] XML Eefe] Az}

& At A5 dom el Y dg G
shrpel XML dAAgo s Held 45 v I\‘ES‘/%ig
nature®] &= (219 29 Zr}

ESES/Signature APIiz &8 ZRid]o Erj_klj”Ei XML
Mo et HAAHE et Ay HAEstEE 23S v
ooAe) Aopir nkglshys At d8S 42gsit) ESES/
Signatures= #A1o thal ¥y Transform H Al 2] vho] A

An, AAAYE A, AEe: RE S LIS A

XML 7nh #zbabs| e &8 T d) W

) W44 ok 0
W golazr || owaspg || 71 #EH
[ ESES/j-Crypto ]

(32 2) ESES/Signaturee| =

F“‘,FS/S‘ignature‘v‘— IETF/W3C9 XML Signature &¢He
wE s AAFATE zdd WAlH FAe] Wy WS
Canonical XML[11], Canonical XML with Comments, Base
64 Encoding, XSLT Transform[12], XPath Transform[13]
212} 2 Enveloped Signature Transform 5] ith #AlA]
o] Al ~E = ESES/ Crypto® o] 88 Age o4 2ol w3
oA AE e A= Aoz SHAI, MD5, 1213 HAS
160 ¢ate]s & AHEE 5 ook ESESY: Mwe Ads
71 918) DSA, RSA Z1g]al KCDsAH #3th

XML Signature %9+ XML &M el F2uksg A9
sl e, ESES/Signaturets o] &4 THEdk: XMIL #
A g AAdsty] fel Ci 3 F2 AEdaE gax
2 AASAY A daod A AHEE deHE ol BE
XML Signature &bl 2| o]FEo|r}

s A AsA bA MEE EAE H YRS
*}%o}&i -3 Wyl g o, AEdiade ek v
A chel A AEE s A el did URL A S

,YelAAE o] g, vholAlAE g XY
55 Reference 2l o)E-& i AYUES A o5
o Y& AN M= 78’ § 2} Aol 3k Refer-
ence AR)NEL o A7 Signedlnfo 2hi= o] B9 du]HEid)
E3E A T8 Manifest k= o] 0 At E ¥3sE
2 st Aol WS Manifest A HES O3 Reference

B > ol

Y gueE

of

SHHE MAL A EME JHEE 218 ESESY 78 553

Ae|H e Al o] Reference Wt Signedinfo 7%l %
st Al "ok

Signature ]
.................. Signedinfo
canonicalization
method
generate canonicalize signature method
Signedinfo Signedinfo Reference
URI
T - transform method
) sign over digest method
;;:;mn:e § fgneT dinfo digest value
- | H
infms'f%tation Y t Signature Valpe
set > Key Information
E‘i/ge key fnformano" Object
j Manifest

-

UV o S——————— Reference
URI

XML document

transform method
digest method
digest value

Manifest AW EY= 7} A tIFE] 3t Reference
dejELe glAER AT o] Manifests XML Az}
Mol B AddHE Signature 2o E§ 5 Signed-
Info Woll¥= Manifesto| W& Reference AelHEY L HT)H
Aol Azl Fgol wel HEAl Manifest W Refer-
ence VE|HEEE d?“‘ T2 9lal AEE A e gl

Signedinfo AU E = Signedinfo L AAo g+ A 13}
S Eol thdt A H(CanonicalizationMethod ), 244 ™
ekaglsiol Wdk A K (SignatureMethod ), Manifest o o) &
Reference, 7| €} thE 25§ 93 Reference 54 ¥ 33}
LE AT

1 B Signedinfo We Signature-Method Ag]HE |
AQE AAAE duelFS olgated Signedinfool o3l
ARAEE Fase] 1 aﬂP & SignatureValue e} ©]
2o] dgjHE Qzyste] x Ao}

oA eko 2 XMI, AR E 4 2= dgHEQ Signature
A2l HE = SignedInfo AEWE, Signedinfod] td Az
A giSignatureValue ) ¥ A2kl 7] 4 B(Keylnfo), Ma-
nifest VY HE 58 5} Object AeHES 2 Y
3 EL7}A o) dy_ 613}0:] A A =l o)

XML #MzpAisgel vt 355 87 HsiA= Signedinfo
of & AAMT HEH Signedinfooll o] A& 7
Reference o] o] olFofxlof &ty XML datA=e]



554 HEXE|EB= 22X C Hg-CH M5 (200110

gE = Reference JHE
&5“3} aegla Reference ‘élal?i
] S AMEEA 5T A 3 =
chol A~ E ‘?—JI’—E]X" AHE-3A ‘/}OM]CE ®e A
8l Reference de|HES]
2 vk A]R] tho] A
%jrﬂ"A SAel s Y s Ado] HAHUE
, Reference W] 920l gl v|AlA] tlo|A|~E 7z}
A o] WAz to]lH AE gho] TR A i1, HolH
F5E B9 7 e EAZ Aok & Reference

HHoR Hedh

Szgned[nfo-— A Signedinfoell 2135l e £419 A
F3 whEe olas Atstdth MY AZ S 98 Keyinfo
deldEZRE FN7) RS 749 o] AR} Signature-
Method AHEANA A4 Ay gielFE o) &ate] Sig-

m f“l°
::;

>
N,
o
ok
&
2
i)
,d
lo

N
ol
i

1

o 2 £ 8

o
i

EeX
T

fr
o
o
=
[~
im
gl
. =
)

X o M 2 o o

e

nolo ooy | ot >
oY,

g
o ulm

o
m}i

it

nedinfo] Wa AAAMY 7348 HEdd)
Manifest 35S X< Manifest7t 233813 AT 2

Reference® Z5dof 80, o] A& S ELZ 19 AR
o wel A Fr gk

A9t o] HFE XML HAMEL 7 gasrt M7AHA
RS BF 2l F-el &

4.2 The ESES/Cipher

XML/Cipher= XML £X4& ¥ dAd 7Adzxg
o3} sted das 7E A HEE AT XML
Aol A wmE FEd dd st e AT 19l

(1Y 4)% ESES/Cipherd 1+2& RoEt) ol Udxdy
/MY Ay 2824, G5 dugs o g
2, 7] iARs a2, XML 12828 9% DOM 2
A FoE FAHL

ESES/Cipher APl && LEIHOR
B33 9L W olE A ¥ 1 AnE s
&g Tt

XML ”*‘1*3‘ dostslr] A T DAY et HAol
gasich A WA= g5sk" FAE S Aola gE 3
S A= “'?-/‘12 453laty] Yall AHEE HEIE g Aol
A @A dssE rHss] JaME A dAY g B4
& AREA HYIE g gavt Jub e dhHoe
XML ¥4 o I gEEh ol
A4 g5 3718 Y ? 2 % ® ool 4F
& FAREAA Haol A A =E:AR
e Adoh v eg gusd POIE SERE W
of A4 udyie A7) ¢35 dugES 01%5}]*1
st 18m WA EsE vlolEE XML =9
2 Q39 drh

Ho 2

J

ol

Hlo]E AEYO

ol o rr 2
o>J
mlm
ofh e oy § &

=

r XML 719k AapadAd $&L2a9y J
| ESES/Signature APIs |
Az || w4/ ¥ 5 B
e A 433 ots s} °

I ESES/j-Crypto l

(3% 4) ESES/Ciphere| F1=

dzste] 7 A dAs dM dE Rz EXE dEslst
71 fa AbEE RIS s A AEE) Sls st sk
GAlolt), o] dEEE WS FAIAY FANE AN o
satenh gostd udT|o} A8 E daEs TH 53 2ol
_\?_7}240 AR S XML == laggn) olgdA A
XML =258 DTD-defined XML HEejg Fx3lEt)
0o <E 1> AR Vled dss 44E g
oltt. st TAME E7] AdAME HWA XML =E=2
9 # RS dagis dastehz oW gasE
AEHREAE DU BTk £ AN E o] 83
A XML #Ae) £39 w978 BEeech 1 5 XML o
sEe Ad9 gys] O SueEe viE Ao 233 g
AN E ol galA Basteth aen 4EE vl ~EY
Z3, o902 o] upolE 2EYS Aee XML
.

HEo

o,

4
e

KE 1) LEstE XML 2ME M4SE7| 8 MR}

a9
a,

R I

7 E 44

XML §4& vlolE ~EYoz W

shols ~EYS 4%

gy HolE ~2dg ohsa)

435 FE Baseb4E o] &3] A3Y

TA7E o8 A MUIE 45

BasebdZ ol 83lH gzstd w971 E 213

L= U [ || DS [ =

W E Aay

4.3 The ESES/-Crypto

ESES/j-Crypto= % 79 2240 HXJEE ¥3g
o FuE s AuAE Aeofsta Autel A AYsr] %
JCE 12 #AA[14,15]8 #8% & shie (29 5o Yy
el A3 9 CSP(Cryptographic Service Provider)#} it £
= o3 g7 E gle|r g olt}. JCE9 ESES CSPE Z+z}
A el szl e sl HF|x 2 FAH

ESES CSPE ¢33t ¢ueg&# Lo #ud niws
S A FE3 FEEE BEoEA JCEA 8 d H
o] ALS gt #A B 71 9] CSPEo] AEEo] Y&REgE
ESES CSPx d¥td oz A& ¢agd ¥ opg =
W 2EeR Afed 4ngss Ao £ g2 CSPE

fuft

n



? H4A HE)o] AhsW ARE duelFe F7 A =
3 go)siuh 7t CSPE A 2t dtuelEEe JCERY
B s)dahiz SPIE Aabdte}l 43 gti16, 17].

APP#1 J APP#2

Application Program Interface

JCE 1.2

Javax.cryplo
javax.crypto.interfaces
javax.crypto.spec

Cipher
KeyAgreement
KeyGenerator
SecretievFuctory
MAC

JCA Security

Service Provider Interface

Cspy 2

ESES CSP

eses.jervpto.security. provider

Csb# 3

(32! 5) ESES//-Cryptol AZEHo ZHEHE

o]+= JCE APIS} ESES CSPi 74 ¥lvt,

ESES €SPy tha 7] obs el i3y g da
2, dz2Mg daEE, wAlA eld s=(MAC) 43
Z wA A tholdlAx 9ma)lE B8 I3t ESES/)-
Cryptool Al x| 913} Bt Ajn] 229} etne]Fo] <5 2>9f
vrERt luh o]l DSA, RSA, DES, SHAL, 183 HMAC
gl ddbHoR yro] A F] T bl W OME} SEED®}
KCDSAS o] =) #iEon A Fuase 3

{E 2> ESES/i-CryptodiiM X|Hoh= 2ot ME{ASt ¥D2(E

wel qus | o o & !

WA R} Che) A s EL MD2, MDB, SHAIL 1HAS160, RIPEMDI60 N
DES, DESede, SEED, RC2. RCA, RCS,
Blowfish, IDEA, Riindael

FH7) & irelst | RSA, ElGamal

FE DSA. ElGamal Signature, KCDSA

MAC HMACwithMDA, HMACwithSHAL

7] ge) ehare) & Diffie- Hellman

EL §2 =] =
ks obme]d

witol A AR AN E FEE ol by
A5 sl dalr] el ke ESES Al ~dl
> zheFeb A ARtk ESES Al A%E ESES/Signature,
ESES/Cipher, 28] ESES//-Crypto2] Al 7§ B¥HiE -+
ol glrh o] Ry zhh M MY vy, hEst v, 1w
I 9ks daelgel eeluu e gt

o

SHHS TXYHeH ES Y E RISt ESESQl FEd 685

ESES# ARt HAdA e S22 1 A XML
TAel A 28 Bs AR FENE deste Ay
A Esh 3 4 Ak o] 5L At sy sl
Hag A AITHE Foli Myl S FA AbEsh: B
EEAS Y 7 %E‘% strh B8] ohid] XML HeF ®BF
(eh& sk 3 =
THGEhie XML 2hA g 3
ap upE e E A A st :

Boolite] Aul= AAH oz uf e L}%hﬂ ‘jokoﬂ R
T ook =2 A 4R, H%r Rl A FO Y 3] AL uif&
Fg 7l AR, 4F, F8 dA WA So] e ¥
gto] A E]ir A9 ESESelA Algshi: My ¢z 7]
Tol He=E 4 18] ESESY: XML §4 # oz} Y
B Faf wgsiz B £F9 tAd delzet XMLY
B el M= dojde] 489 4 9li, 1 g A
HE XML gefe] At s g A sy miol /l

Fol siutslo] A}E F9 XML &8 ZEda 44 Ak

a4 99w ohulg 4R Ao o)a) XMLo| AR o)
oM A& BAe) E4 FAon AP wet 1 B8

of Melvh v wolAlal vt @ Aolrh

A2 27RE ESES7E obd sk dAdANE 367
A Hob Mg dehod delstn HeEd we A
vkl drjete Alage] Y)5s BAFA] 7] S8l ok
g pAl ol wholslvh AR, A=A ks &tk
R Zﬂ il A& & ezt v 3otk
w2 @ ekl A el A Tl“g' 8HA Abg-d IC 7h=9t

WEE) A WS LR S XML el 44
G A B HAH SHE A% B84 2
G WA A%

A 21‘{- Wi ohE oha
g [o}

el 2b Bal 0% 4ee wel 75e AR - Q)

{11 M. Mooney and T. Pozil, American Internet user survey,
http : //www.cyberdialoguc.com, 1998.
[2] IBM AlphaWorks Homepage, http : //www.alphaworks.

ibm.com/tech/xmlsecurity suite.

[3] Baltimore. “X/Secure White Paper,” http :
moreine.comy/ library/ whitepapers/ xsecure.html,

[4] Baltimore, “X/Secure Developer's Guide,” 1999.

[5] IETF/W3C. XML -Signature Syntax and Processing (Wor-
king Draft), http : //www.w3.org/TR/2000/ WD-xmldsig-
core—20001012/, October, 2000.

6] TETEF/W3C, “XML- Signature Requirements (Working Draft),”
http * //www.w3.0rg/TR/1999/WD~xmldsig-require-me
nts-19991014.html, October, 1999,

[7] W3C XML Encryption W(;, “XML Encryption Charter,”
http : // www.w3.org, 2001.

[8] xml-encryption@w3.org Mail Archives, http : /lists.w3.

//www balti~




556 EMEIEE=EX C NE-CH M5z (2001.10)

org/Archives/Public/xmlencryption/.

[9] ]. Daemen and V. Rijmen, “AES Proposeal : Rijnael,” http :
//csrenist.gov/encryption/ aes/rijndael /Rijndael.pdf, 1999.

[10] A. J. Menezes, P. C. vanOorschot and S. A. Vanstone,
Handbook of Applied Cryptography, CRC.

{11] W3C, “Canonical XML Versionl.0 (Working Draft),” http :_

www.w3.org/ TR/ 2000/ WD-xmi-c14n-20000907, 2000.

[12] W3C, “XSL Transformations (XSLT) Version 1.0,” No-
vember, 1999.

[13] W3C, “XML Path Language (XPath) Version 1.0,” No-
vember, 1999.

[14] Sun, Java™ Cryptography Extension 1.2 API Specification

and Reference, Sun micro systems, 1995.

(15] Sun, “Java'™ Cryptography Architecture API Specification
and Reference,” Oct. 1999.

[16] J. Knudsen, Java Cryptography, O'Reilly, May, 1998.

[17]1 S. Oaks, Java Security, O'Reilly, May, 1998.

[18] Frank Boumphrey, Professional XML Applications, WROX,
1996

[19] J-HKim, J-Y Lee, J-C Na, and S-W Sohn, “ESES / Cipher
: A Design of XML Encryption System,” Proceeding of
the int'l conference in Internet Computing, Vol.l. pp.206
=212, 2001.

o & &

e-mail : joolee@etrirekr

19979 el e e ARt E9)
(o] 8H4h)

19999 AAlsta e A A
(B3

20009 ~FA FHAAFNATY YLD
Ned Ty ECHRESAYY
A+4

ookt M AY Bt AHEDVE

a4 F &

e-mail : juhankim@etri.re kr

19979 st A FE Aot 29
(o] 8k4})

1999 Fuist e e QR
HZ 413D

2000 ~E A FFHUAZNATY HHET

NeATEE ECHRESATH

d+4

DA EoF AAGAY Bel, XML, ARE3 et

ol
e-mail : jasonlee@etrirekr
1993 A Zdstn 42343 (o)A
1997 Zgadsn JR gt 4
(AREANFS AF, Z3HAAh
19973 ~1999 dlo]F AREANATA 2
Bl JeE, EC7ley 974
1999~ A FFAAEANETY HRET 7| edFES ECA
HEsdTy A4
T AN JErE MEYa JRuE B34 A
&, Bty

O_L4

= 7|

e-mail | kymoon@etri.rekr

1986\ &t Mgt A (F A

1989\ AEdigta Habgshst ANHET &
A(F AL

19923 ~1994d (F) o A HA| 2" 7)ad
T4 e

19948 ~ A A SHdAENATY ARSI EATFER ECH
HR YA/ g Td



