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An Improved Detection System
for the Network Vulnerability Scan Attacks

You II-Sun' - Cho Kyungsan'!

ABSTRACT

In this paper, an improved detection system for the network vulnerability scan attacks is proposed. The proposed system improves the
methodology for detecting the network vulnerability scan attacks and provides a global detection and response capability that can counter attacks
oceurring across an entire network enterprize, Through the simulation, we show that the proposed system can detect vulnerable port attacks,
coordinated attacks, slow scans and slow coordinated attacks. We also show our system can achieve more global and hierarchical response to
attacks through the correlation between server and agents than a stand-alone system can make.
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