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The Blocking of buffer overflow based attack for Linux kernel
Jeong-Nyeo Kim™- Kyo IL Chung' - Cheolhoon Lee''

ABSTRACT

In this paper, we describe a blocking method of buffer overflow attack for secure operating system. Our team developed secure operating
systemn using MAC and ACL access control added on Linux kernel. We describe secure operating sysiem (SecuROS) and standardized Secure
utility and library. A working prototype able to detect and block buffer overflow attack is available.

7|9c : RotRHA|A (Secure Operating System), HIH 2HZEEST ZA(Buffer overflow attack). 312l S (Anti-Hacking), E2 HH
(Access Control)
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finclude <stdioh>

func(char = sm)
{
char buffer[256) ;
inti;
for(i = 051 <= 256 i++)
buffer(i] = smli] ;
}

main{int arge, char + argv[ ])
{
if (argc < 2)
{
printf(“missing args\n”) ;
exdt(-1) ;
}
func(argv{1]) ;
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Main()
{

char name[30] ;
scanf(“%s”, name) ;
printf(name) ;
print{(*\n"™)
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