2 A Z** g} ﬁ***

Task-Role-Based Access Control Model For Enterprise Environment

Se-jong Oh**, Seog Park***

! «

e g ES wd ?91 Aol AEAAES 7hA g glen] 2ol®l apgabute] A AY Aw AHET P &
AEE HIE Aofdhe slo] Fag HAl2 diFsa oleh 22y 71 o AlAE Al welEE 7Igle] A2A
o] aAbHE $439) ”Pz AlZ1AL Far glek 8w 21 8 AR A2Ae] RdS Aldske Ag FEE
gieh olE sla) AZAele gadE | FAHe %‘M s EHsAL o] & wiedom gl @ It HIA Y

(T-RBAC) 2§ Hekatgr) o] ndd 3¢l 4 3g] EFel 7zsta qled, sl 48 e 29 FA e wet
Mz o JIAe S HE ¥ 5 URE sk w3t ddTeE Bolsh sriglste] FHE-uARS AdY
UEE sl

4

ABSTRACT

There are many information objects and users in a large company. It is important issue how to control user’s access in
order that only authorized user can access information objects. Traditional access control models do not properly reflect the
characteristics of enterprise environment. This paper proposes an improved access control model for enterprise environment.
The characteristics of access control in an enterprise environment are examined and a task role-based access control (T-RBAC)
model founded on concept of classification of tasks is introduced. T-RBAC deals with each task differently according to its
class, and supports task level access control and supervision role hierarchy.
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