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ABSTRACT

In this paper we study the use of polyinstantiation for spatial data, for the purpose of solving covert topology channel in
multilevel secure spatial database systems. Spatial database system with topological structure has a number of spatial analysis
function using spatial data and neighbored one’s each other. But, it has problems that information flow is occurred by
topological relationship in spatial database systems. Geographic Information System(GIS) must be needed mandatory access
control because there are many information flow through positioning information and topological relationship between spatial
objects. Moreover, most GIS applications also use graphic user interface(GUI). In addressing these problems, we design the
MLS/SRDM(Multi Level Security/Spatial Relational Data Model) and propose polyinstantiation for spatial data for solving
information flow that occurred by topological relationship of spatial data.
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(dx8)& 1) CONTAIN(GSI, L1, 82, 1L2)

Input : Spatial Data(S1), Security Level(L1),
Spatial Data(S2), Security Level(L2)

Output : if S1 contains S2, TRUE else FALSE

bool CONTAIN(S1, L1. S2. L2)
{
T=0
K is the number of points of S1
for each point p in S1
if (p is the on the line S2)
T=T+1
else {
p_ver is a virtual line to p
if a number of vertex intersections
between p_ver and S2 are odd then
T=T+1
}
if (T==K ) {
f (L1=>L2) {L1=L2 else L2=L1
return TRUE
} else return FALSE
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(@8] 2) INTERSECT(SI, L1, S2. 1.2)

Input : Spatial Data(S1), Security Level(LL1),
Spatial Data(S2). Security Level(L2)

Output : if St intersect 32, TRUE else FALSE

int interpoint(int axl, int ayl. int ax2,
int ay2, int bx1, int byl, int bx2, int by2,
int *px. int *py)

{

int checkbit;

float k1, k2:
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kl=(ay2-ayl)/(ax2-ax1):
k2=(by2-by1)/(bx2-bx1);
if (ax1==ax2) {*px=axl: #*py=(int)(k2=*
(*px-bx1)+byl): }
else
if (bx1==bx2) {*px=bxl: *py=_(int)(kl*
(xpx-axl)+ayl): )
else |
xpx=(int) (kl*ax1-k2+*bx1-ayl+by1)/(k1-k2):
*py=(int) (k1*(*px-ax1l) +ayl):
/¢ #EE F7 Aol B AT A F #/
if (check(px, py)==0) return 0:
else return 1;
} /* end of interpoint =/

bool INTERSECT(S1. L1, 82, L2)
{
for each end points pl, p2 in Si
for each end points p3, p4 in S2
if (interpoint(pl.x. pl.y. p2.x. p2y,
p3.x, p3.y, pd.x, pd.y. &px, &py)==0) {
f (L1=>L2) {L1=L2 else L.2=L1
return TRUE
]
return FALSE
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