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ABSTRACT

In this paper, we describe the development and amalyses of the Label Distribution Protocol (LDP) for
Muitiprotocol Label Switching System, We review the implementation issues that are required to construct the LDP
for a gigabit switched router, and propose a detailed design of the LDP. We present the detailed design using the
deviation irees of the protocol state machine and a formal specification of the state machine using process algebra.
These specifications are based on IETF standard. By analyzing the protocol behaviors of the deviation trees and the
formal specification, we prove the interoperatability, the completeness, the liveness, the reachability, and the safety
of the implemented LDP, and we expect that the reliability will be improved using these analyses. Using these
validations, we expect the implemented LDP will be interoperable with other commercialized products. As a result,
we validate the protocol behaviors of the implemented LDP with the proofs.
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vralid, walid_map_state

P
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OPERATIOH
OFERATICN
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OPERATIDH
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S A A 4s) AeEil

A 9 1 LTSS A 78 g% &
A chesh 7,

LDP = (HELLG | LDPMAIN) \ Idp_id

T2 LDPE

HELLO = (one_third_time_out . send(hella) + recy (hello)) .
reset_ bmer for_ldp_id . acceptable_mesg . (session_founded_in_S(B
. HELLG + session_not_founded_in SCB send(ldp id) . HELLO) +

expu'y remove_adjacency . HELLO

LDPMAIN = recv{ldp_id) . SESSINIT_ldpid

SESSINIT_!dpid = session_connected . INITIAUZE

INITIALIZE = active . senxi(sessior_init) . OPENSENT + passive .
recv(mesg) .

{ session_init_msg received . SESS + (except_session_init_msg +
timeout). SESSINIT_|dpid)

OPENSENT = recv(mesg) . session_init_msg_received . send
(keepalive) . OPENREC + (timeout + recv(mesq) .
except_session_init_msg) . send(hotify). SESSINIT ldpid

SESS = too_short_msg . send(notify} . SESSINIT_ idpid +

notfind_adjacency . serd(notify) . session_dosed . SESSINIT ldpid +

find_adjacency . (accept parameters . send(session_init) .

send(keep alive) . OPENREC + not_acoept_parameters . send{notify)
. session_dosed . SESSINIT_|dpid )

OPENREC = recv{keepalive) . send(address_msg) . OPERATION +
(Hmeout + recv(mesg) . except_keep alive_rmsg) . send (notify} .
SESSINET ldpid

QPERATION = recv(mesg) (except_shutcown, PROCESSPDU +
(timeout + shutdown_msg_received) . send (shutdown) .
SESSINIT Idpid ) + on_demand . {i_am_ingress_isr . ordered control
+ independent) . label_required_for_fec . send(label_req) .
(QPERATION + unsolicted . (i_am_egress Isr . ordered gontrol +
independent_control) . label_map_for_fec . send{labd _map) .
OPERATION + hotd_time_expiry . send(keepalive) . OPERATION +
no_map_resg_within_time . unsofidited . independent_contral .
send(label_withdraw) . OPERATION

PROCESSPDU == too_short_pdu . send(notify) . OPERATION +
process_fixed_hdr . B

B =: format_emor . send(notify) . OPERATION + process_mesg_hdr

(rna _mesg . MAP + req mesg . REQ + withdraw_mesg .
send(delete branch) . send{label_withdraw) . UNSPLICE +
other_mesgs . OTHERS )

UNSPLICE = recv(success_delete_branch) . OPERATION +
recv(fail_delete branch) . send(alarm) . OPERATION

REQ :: unsoticited . send{notify) . OPERATICN + on_demand . (
format_error . send{notify) . OPERATION + fec . (format_ermor .
send(notify) , OPERATION + search session . C ) )

C = no_session_found . send (notify) . OPERATION + fib_search .
(ro_fib_entry. send{notify) . OPERATION + search_set ¥ib . D )

D = illigal_req . send{nctify) . OPERATION + ordered contral . (
i_am_not_egress _|sr . send(fwd_label_req) . OPERATION +
i_am_egress_lsr . EGRESSMAP ) + independent_control . {
i_am_not_egress_|sr . SENDMAP + i_am_egress |sr .
EGRESSSENDMAP )

SENDMAP = alloc_vce . ( can_not_alloc_vee . send(notify) .
OPERATION + afioced_vcc . set_inlabel_state . send{label_map) .
OPERATION )

EGRESSMAP = alloc_vee . { can_not_alloc_vee . send{notify) .
OPERATION + send(add_branch_for_egress_lsr) . ODR_MAPR_EGRESS

}

CDR_MAP_EGRESS = recv(sucoess_add_branch) . send(label_map) .
OPERATION + recw({fail_addbranch) . send(notify) . OPERATION

EGRESSSENDMAP = alloc_vec .
( can_not_alloc_voe . send(notify) . OPERATION +
send{add_bwanch_for egress Isr) . INDP_MAP_EGRESS )

INDP_MAP_EGRESS = recv(success_add_brandh) . send{label_map)

. OPERATION + recv(fail_addoranch) . send{label_withdraw) .
OPERA‘I'!ON
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MAP = format_error . send(notify) . OPERATION + fac |
(fec_not_found . send{notify) . OPERATION + label . ( send{nctify) .
OPERATION + session_search . E)

E = session_not_found . send {nctify} . OPERATION + fib_search .
(no_fib_entry . send(notlfy) OPERATION + ordered_control .
search_set_lip . F + independent_control . search_set_lib . F )

F - illigal_map . send({notify) . OPERATION + alloc_vecc .
(can not_alloc_vee . send(notify) . OPERATION + send{acdbranch) .
H)

H = recv(success addbranch) . send(fwd_label_map) . OPERATION +
recv{fail_addbranch) . send(notify) . OPERATION

F = illigal_map . send(motify) . OPERATION + send(addbranch) . H

H = recv(success_addbranch) . OPERATION + recv(fail_addorandh) .
send(label_withdraw) . OPERATION

OTHERS = notfication_rmeg . prooess notification . OPERATION +

address_withdraw_msg . process_atidress_withdraw . OPERATION +
label_withdraw_msg . process_label withdraw . OPERATION +
label_release_msg . process_label_release , OPERATION +
label_abort_req msg . process_ label_abort_req . OPERATION +
keepalive_rmsg . reset_keepative_timer . OPERATION +
vender_private_extentions_msg . process_ vender_private_extentions
. OPERATION + Idp_experiments_msg . process_ldp_experiments .
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Vi. ZEEE0| 20old ¥ oy AS

o Aella] rlag sl T egol WHAESS
ARl opga) e ZRege] SAES 5
4 glck oleldt BAES THsle, 2R eFEY A
A A g7EE QR deAte Zme £ o9l
o}

A AFG A= BF =XF AMS, A
3 meeze] A 4de §AE YT A=
=9} xgAs oeE AR 4l HAE A
43}, 7HI% LDP| ZEES AL nel)h

ook EEAA OEE AMR FAE A
Apgsld, T2EZ FabAe] HEEES 2F A
4 HEERE Rel, eolud 2AE T
27] AdzYee] mgAe 7] AR mdo
el AEAL FwEic) ol B5AE FHE 7
slow iy mzeZeol okdAs 7iggl

_{

1. n&ME] £k (Deadlock-Free) &Y

AXE MSCE 7|ules MAE Zggge =3
Ege] d8jA] watalelr) qhagsa] ¢g-g li‘.‘”]D]-
w2 A Z2ed sl Aojske 7]1;4]?:]
defd & gl Yo} YolrlE Ay e
=o] WHT APsA dE AE ol o
2h] LDP2] FEaPlol ofej, wzege] o4
AR A7) WAREe] w3 Al gle
& el7] will, LDP7} 23R ew yE Al)E ub
AA7A B2 T Slck




=%/ Multiprotocol Label Switching System?] Label Distribution Protocol AF44A 713

A 2] 1 LDPE BAlHos Lzeg 9o #
ojsh= shAlEe] AAAENE WAYA)7]A] et

& 7 LDPE o AL k| F 2est
slck o] I7IA] A =5t wAREE a3
o= A% rivEle w2 Ayt dAsA etk
chgell zbzke] Fatw sl wisfa] FEgel

7B Downstream on Demand Ordered 73-%-

MSCel| ]3P, Ingress RouterelA] #le]E 23
HARE Mg TR
Egress 29618 3 veihch o7l oidt &%
o2 Egress Routeroflt] #Hol- Al o2& A
& EAAFAL o] dole] AR Helh: AW
dAAES HAAZI 2@ wlAREe] A&
QL BAPL HolE-Ee] €3 wrkA ehgElet =t
SE APl EapRle s waAghcl  ole|gt &3k
kA oAl 2)E2- Ingress Routerol|4] A8l
Zgslog, #Fq dARE 2 Te|E S
& gk o2 o] A wi AeE 2z
whEr flck Fhaw 7 SHelr R, olefdt
WA A el iR 2o A 7 wfA)A]e] 7]
oEE Aladd Ad HE vehidAr - 7)
Aell s BHEHECk z8iEz Alad Adwz
A7 IAE 7RG dlAAZE A EER A=k
ujzbd] AR E rlele|wA] ofEel| 2 E AelelA]
W Aes TREA getk

) Downstream on Demand Independent 73-%-

MSCo]| vlepd nig} o], HolE &7 oiAAE
wkon] Egress Rooter22] 7 2AF #o]E ddal=
B, RPN AolBe 34 ATHED £
Aoz WAAE sl ZAHE das @
-

©h Downstream Unsolicited Ordered 739

Egress Router¥-&] A]=}E|o} Ingress Router= &1
Fzon AN Held AR wlAA]e] sy
HeolBEg dfxes IuEd] o ZEF
o &ejsles ARSI PARE AR eEEc R
ZIoele TeEE 7t SRR o] dEel
a2t A whAEA vt

2V Downstream Unsolicited Independent 735

gofsle] FRE, X2 EZ| ol AE Zll
AE w3 vlAA] g4l giz)zp gslR] gk
wbe] ababelE ek oberh

wehd], LDP= #3A o wil Ale B
7| gzt

A7)

2, ZREE0| 2iHN U ZRIN Y

& el Zled 7EE Z2EEY f= =
£ ZAEdRA, Tzege] sk 2 7lelds A
% 7 stk

A © 2 A4 AdAE LDPe §% E= w4
7bedt BE of ZREZ PHEE s s
AAE Ao glen, ﬂl*&—‘ilzl %.‘3 et £
wj2] w|a]z)e] 4414] =
Aeofale] 7l g A gk

5 v 7 A4 HAE LDP2] ¢y 5
Al AR LDP2] ZREeg 98 7R AME
¥ 3¢ Fom Tdste = EuE F 19 7
T 7% 8o Zzt =15 Hello Protocob] 55 E
2]¢} LDP®] % Eeli= IETFS] ¥3Fal RFC3036
[4]2] Hello Protocol EZEZ 3¢ ele} oi4
%718  Aelz]A  (Session  Initialization  State
Machine)ol] Aol R E 7153 ¢MIEE, & B
ZFolE 9% ZEES P45 dsily hsdhe
AdeiEe] AHelg mdskz glvh =7 vA] f=
eSS #E AHYHA e 28 ea oR
Z2EF PHE WSk slrk ole RFel TR
EF 9] Mo BE S §% Ex T2 8n =3
g diedal d4es w F LTSe} 9% ZRE
Y Sl A Al AP AA Hogs &
<ol rhssick wiepd AR AR LDPe
RFC3036 ¥Fo] A" mE ZITEZ 89|54
S-S FEE dAENES & ¢ sk oA 2
A Fa oy T2 P99 HAR] Al gl
A, Al wAlZ Y] A oJulrl 22 RS Al 7]
74]-4 Aeel dBde] Qe o Ak AAE T

5 Aeshct z2elx ® shbel a0 o d9)al
eflebtol A TEEZ A9E BT A3
drk mEd, A AR LDP7E shAA
(Completeness) & 7}59-& < 4 3lek

W) 4R HAE LDPE] 7ly &

74A3L AAEA] e opilEe] ubAle) stH
eyl WS SleE Aol sl AL 9n)
g} LDPe| 9% o[qiEl niZ w|x|2|9) 441
o]a1, A4 AAE LDPE 25 549 dli|x)e] ¥
AlFh elwlzl AdeiriAle] Adefed o] s o
HAejshs Aate =¥ Aojsigick & 1/ 7, 8,
9, 10, 11el|4], Bol vle} Ze|, Ak HAE §
= Edlols b} 22 olakmlA] eke. wlA]A]9
¢ Au] AAE Ho|m 3718 A srk

897



HrEX 83 =24 01-5 Vol.26 NoSA

1 2t w9 a4, wA=] e 3ALS 7ats}
I A Al e AR Ak
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wefa], 4 AAE LDP+
the APdE $9% 4 glk
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] 4d(Conformance)& 7}3ivkz 33ck

73elAdE 7R AL 8l

3. AMAAIE LDPe 2jo|B2t
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o el AARE A RS 21457 34
A HAZ AMgsled, Al AAS LDPS) Z2ed
259 #HEE (Loop)Ee] 25 AN HEE54
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BT P92 °1ﬂ4’172 = ale B4 ere=l 4
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SRI9 F2

LDP = (HELLO | LDPMAIN) \ ldp_id

HELLO = g . HELLO

LDOPMAIN = h . SESSINIT_Idpig

SESSINIT_ldpid = i . INITIALIZE

INITIALIZE == j . OPENSENT + 1 . SESS + m. SESSINIT_ldpid

898

Hee| TiE =gisled, =

OPENSENT - n, OPENREC + o . SESSINIT_|dpid
SESS = p . SESSINIT. Idpld + SESSINIT idpid +r . (s .
OPENFLEC + €. SESSINIT Idpid CS

= u . SESSINIT_|dpid + v . OPENREC
OPENREC — u . OPERATION + v , SESSINIT ldpid

OPERATION == w (x. PROCESSPDU + vy , SESSINIT Idpid ) +z .
OPERATION + aa . OPERATION + bb . OPERATION + «ac .

OPERATICN
PROCESSPDU + y .SESSINIT_|dpid
+dd OPERATION
PROCESSPIA = ee , OPERATION + ff . B

B - .0PBzAT'10N+hh. i . MAP + i . + kk . UNSPLICE
+|IggOTHRS) ¢ L -REQ

PROCESSPDR) = ee . OPERATION + ii . MAP + jj . REQ + kk .
UNSPLICE + Il , CTHERS

UNSPLICE — mm . OPERATION

REQ = nn . OPERATION + co . D

D = oo . EGRESSMAP + pp . SENDMAP + qq . EGRESSSENDMAP )
SENDMAP s rr . OPERATION

EGRESSMAP = ss . OPERATION + tt . ODR_MAP_EGRESS
ODR_MAP_EGRESS < tt . OPERATION

EGRESSSENDMAP = uu . OPERATION + wv , INDP_MAP_EGRESS
INDP_MAP_FGRESS —: ww . OPERATION

MAF = xx . OPERATION + yy . E

E = zz . OPERATION + aaa . F + bbb . F

F - ccc . OPERATION + dod . H

H = eee , OPERATION

F =fff. H

H = gag . OPERATION

OTHERS — hhh . OPERATION

¢|% S HELLO Z2A|AE
Zhes} apy ot 2
HELLO = (a + b).c
HELLO}

WAE e,
.(d . HELLO + e .

+ f . HELLO
= g . HELLO
Uer) AEE 23k e R ZhslRicl
A 2 3 =34 A AR LDP2] 2E Al
2 27] AlENe e =g rhEsich
Z v A4 2A% LDPY] =2~ iz v}
el 2l wWAE e 2] 1o v|e"
HAe Agel HT “="9 AZo Rt AHE
aukade] AMEFE glol, vhEah o] Z7] AElEE
B ZEEF 39 Wyt XY £ ole XEEZ
g2l 8e] Az vehds Heol2 chgal o]
& ¢ 9k
LDP = (KELLO | LDPMAIN) \ Idp_id
HELLO = g . HELLO
LDPMAIN = h . SESSINIT_|dpid

SESSINIT Idpid = i . INITIAUZE
SESSINIT ldpid . i — j . OPENSENT + k. (| . SESS + m.
SESSINIT_!dpid}
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SESSINIT_Idpid . jijj = n . OPENREC + o . SESSINIT Jdpid
SESSINIT Idpid . kkkk = p . SESSINIT. de|d + q . SESSINIT_ldpid
+r.(s. OPEREC+I: SESSINIT idpid )
= U . SESSINIT |dpid + v . OPENREC

SESSINIT_dpid . Il = u . OPERATION + v . SESSINIT_ldpid
SESSINIT ldpid . mmmm = w (x. PROCESSPDU +
SESSINIT Idpid ) + z . OPERATION + aa . OPERATION + bb .
OPERATION + ¢t . OPERATION

= %, PROCESSPDU + y .SESSINIT_ldpid

+ dd . OPERATION
SESSINIT ldpid . nnnn = QOPERATION + ff .
B:*gg.OPERAT]ON-‘-hh (||.MAP+jj REQ+kk UNSPUCE
+ |l OTHERS }

SESSINIT_ldpid . 0ooo = ee . OPERATION +ii . MAP + jj . REQ +
Ik . UNSPLICE + Il . OTHERS

SESSINIT_Idpid . pppp = mm . OPERATION
SESSINIT_|dpid . gggg = nn . OPERATION + 00 . D

SESSINIT Idpid . rrrr « 00 . EGRESSMAP + pp . SENDMAP + aq .
EGRESSSEN H

SESSINTT_Idpid . sss56 == v . OPERATION
SESSINIT_|dpid . titt = ss . OPERATION + tt . ODR_MAP_EGRESS
SESSINIT |dpid . uuuu = tt . OPERATION

SESSINIT_ldpid . vwwv = uu . OPERATION + wv .
INDP_MAP_EGRESS

SESSINIT_ldpid . wwww = ww ., OPERATION

SESSINIT Idpid - 000 = xx . OPERATION + yy . E

SESSINIT Idpid . yyyy = zz . OPERATION + asa . F + bbb . F
SESSINIT_ldpid . zzzz = ccc . OPERATION + ddd . H
SESSINIT_Idpid .iii = eee . OPERATION

SESSINIT Idpid . jjj = fff . H'

SESSINIT_Idpid . kkk = ggg . OPERATION

SESSINIT Idpid . Ill = khh . OPERATION

T2 $lgh glo] B AHEe] g ¢ A
vehdel debd, 2E AHES 2r4EE R
=% 7hesiek

o] FaE TeEge] AEAY Z0e AN

gk

A 7 4 A AHAHE LDPE Ag&xg-g- Ak
Z AbAAAE LDPO =& 27] Az
9 =& 7hsdhct

ZF " A AR LPbPe] A2 iR o
el #Halzl A8 kel BaHe] 1d 7|es
mae] 4% 7}e-d], OPERATION =24~ A&
Zg5l OPERATIONA! o] #He mE szafs Al
‘3 Z7])Akeq]  SESSINIT ldpid Ael® Zue=
T Aok shleld sz glenz, 2% 27
A]‘EHE——] xdo] 7lsskl ZiEl3, OPERATION
Al e]Fe] ZgAR AEE Aok Fiy
OPERATION AM| 2 = 3h8 deji )7}z
T 30=dl, OPERATION AHlE 9% 49| 255
He| 35 dhde] o]  Zr] AMEN(SESSINIT.
ldpid)E e, ZREE W7k I3 5 b
S TR F, 2dERe] 2] rhgstck

il

?i_,

waba], BE ARIES 2o zde] Jls
(=0

A e 5 A AR LDPE e|ng A
(Livelock-Free) o]ck cohy] =hafla], k4 AAIR
LDP2] Z2EF 59| HEF (Loop)Ee| 25
Ak HBF o]t
Z Ao 1o AAH, A4 dAE LDPY =2
A v ekl 844 SAE 94 A9 29
A xlg ZreX g WHFE AMSld, AJ4kE]
ql #HA shle] &% mZzex e g drn
At i R S e 1

= (HEWLO | LDPMAIN) \ Idp_id

HEWLO = a . send(hello) . b . HELLO + ¢ . send{ldp_id) . HELLC)
+ d . remove_adjacency . HELLO

LDPMAIN = recy(ldp_id) . SESSINIT_ldpid
SESSINIT Idpid = & . INITIALIZE

INITIALIZE = f , send(session_init) . OPENSENT + g . recv(mesq) .
( h. SESS + | . SESSINIT Idpid)

OPENSENT = j . send (keepalive) . OPENREC + k . send{notify).
SESSINIT_Idpid

SESS = | . send{notify) . SESSINIT_Idpid + m . session_closed .
SESSINIT idpid + n . send(keep_alive) . OPENREC + 0 .
session_closed . SESSINIT_|dpid

OPENREC = o . send(address.msg) . OPERATION + p . send {netify)
. SESSINIT idpid

OPERATICN = recv(mesg) . ¢ . PROCESSPOU + r . send
(shutdown) . SESSINIT_Idpid + s . send(label_req) . OPERATION +
t . send(labei_map) . OPERATION + v . send(keepalive} .
OPERATION + w . send(label_withdraw) . OPERATION

PROCESSPDU — x . send(notify) . OPERATION + y . B
B = z . send(notify) . OPERATION + aa . MAP + bb , REQ + ot .
send(label_withdraw) . UNSPLICE + dd . OTHERS )

UNSPLICE = recv(success delete branch) . OPERATION + ee .
send(alarm) . OPERATION

REQ = ff . send(nodfy) . OPERATION + gg . send(notify) .
OPERATION + hh . send(notify) . OPERATION + ii . C

C i ii . send (notify) . OPERATICN + kk send(nctify) . OPERATION
¥

D = mm . send(notify} . OPERATION + nn . send(fwd_label_req} .
OPERATION + oo . EGRESSMAP } + pp . SENDMAP + oq .
EGRESSSENDMAP )

SENDMAP = r . send{notify) . OPERATION + ss . send{label_map) .
OPERATION

EGRESSMAP = tt . send(notify) . OPERATION +
send({add_branch_for_egress_lsr) . ODR_MAP_EGRESS

ODR_MAP_EGRESS - uu . send(label_map) . OPERATION + wv .
send{notify) . OPERATION

EGRESSSENDMAP = ww . send({notify) . OPERATION +
send{add_branch_for_egress_lsr} . INDP_MAP_EGRESS

INDP_MAP_EGRESS = x . send(label_map) . OPERATION + yy .
send{label withdraw) . OPERATION

MAP = 2z . send(notify) . OPERATION + aaa . send{notify} .
OPERATION + bbb . send(notify) . OPERATION + ccc . E

E = ddd . send (notify) . OPERATION + eee, send(notify} .
OPERATION + fff . F +gag . F

F = hhh . sand(natify) . OPERATION + iii . send(notfy) .
OPERATION + {fj . send(addbranch) . H
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H = kkk . send(fwd_label_map} . OPERATION + Il . send(notify) .
OPERATION

F = mmm . send{notify} . OPERATION + send(addbranch) . H

H' = recv(success_addbranch) . OPERATION + nnn .
send(label_withdraw) . GPERATION

OTHERS = notification_msg . process_notification . OPERATION +
address_withdraw_rmsg . process_address_withdraw . OPERATION +
label_withdraw_msq . process_label_withdraw . OPERATICN +
label_release msg . process label_release . OPERATION +
label_abort_req rmsg . process_ label_abort_req . OPERATION +
keepalive_msg . reset_keepalive_timer . OPERATION +

vender private extentions_msg . process_ vender_private_extentions
bF?EEAR%gl‘?N + Idp_experiments_msg . process_ldp_experiments .
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