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A Role-Based Access Control Mechanism
using Z language in Distributed System

Eun-Bok Choi'!- Bong-Nam Noh™

ABSTRACT

The objectives of access control are to protect computing and communication resources from illegal use, alteration, disclosure and destruction
by unauthorized users. Although Biba security model is well suited for protecting the integrity of information, it is considered oo testrictive
to be an access control model for commercial environments. And. Role Based Access Control (RBAC) model, a flexible and policy-neutral
security model that is being widely accepted in commercial areas, has a possibility for compromising integrity of infermation. [n this paper, we
present the interworking Biba and RBAC model to protect the user from meodifying the information in an unauthorized way while providing the
flexible permission management [acility. And intcrnetworking access control model with constraints help both the policy designer and
programmers o urderstand and implement programs. 3t may also save the cost and time for network managed systems. Alse, the propesed
model is demonstrated on real network management systems. From this demonstration, the preservation of information integrity are confirmed.

e  HYIIUEZHH(Role-Basa Access Control), Z BM| H0{(Z Specification Language), E41% 23|(Network Management)

M B Aol AAE o= sue Ao AT 434 Ty
7b gk webd AFAH] HoAe] s Hfo
da ERdem 4y FAUEe] A3dE o o MeEEE BEER B A AASNY A_NL A7
AAHA Falge] #E7 HE AAL EggsAn 9l A7t At
vhokgt AMRAHEE s FeAAE HyBEE @ ITU-T X741 Z&deld= F2Aold &% g
wuo] s thel Bele] W2Hol 247} o) Eo de|HA st 259 L& ta] st qivh o)yl
e o] g8k ALEAIEY aTFAMle] TekElA olE & e HA gdze] AHAFTR BN 4ZRAE E
oz s £ 5 Y T A A2sle] EAU 89 Halm 9lon dol® HIAe Zdd Hgste Ao
i}, 2Ejue Ay FA%e) #y YRE o gahs A # 229 FEYAEY g AAHE Fddngn Z
o] Baow wast: dArel WEHda 0=

=

AH o) =l s FEHE Biba, BLP 29

—+
v

=
cEAAdY ey gR e wt ehsgol B #dAe £452 #9432 Q18]

33 N
T4 DAY OISR HFEHANGE W - . = _ . -
I TE e aae s ¢8 202 ITU-T X812904% nedol nus) gz 4wsh 4

s BH R



114 BREZA0RE =2X) HSCR MI2= 20014,

oin
_t’ B
o
=
N

ZA] H2E, FHELE, 2 KL at
27|me) w2 WAV Fe] Aesof gl °IR+ dHd
AN Feflzs} g FES A9

2. Buay

[uc]

21 Bba 22
BLPR P& H3HE 27 g AHEACA AR} 87
Ag s vAAe) 7Pig § 2golr}, o] my
Bel vjBAHL AT FFo] Be FA TFo
A HEE & £ Qo YR pAAE nAEHR
bt oetdh BHE ngEr] 93 FA9 AAg B
o ol&) HHo| &= Biba Wl A=}
HATFN 439 Ao 42 G20 5,28
g #AAE A BAEFE Li=CL, 8% L=, S9F A
8 (dominate) §c}ha &3, £°}‘:—:‘°l Li 2 Lttt Ly =2 L9
HANA 2T BEHA FoWA o] §F FFE HIEIE
(incomparable)sich . g},

BibaR @& Ay F24E BAs7) faiA sy Kot
#30) Be JelzbA weh AAZ N shiE AMEETH).

g Ao ALEs= Er|dd dg A e} g

L

(S =" I 4
i flo

ol

rEL ol
45,

= L{s): FA 9] QivtEF
« Lo}y : B Rarsd
« {2 BX . Read, Write

2.1.1 A HAA8 44

o FAY WHEd] AN RIEFE AN F
Az AR 220 GE FAY 5 o)
= L(s} = L{o)= Write

o FAE " AAd M E o7 Qire 4

=
4

it

=» whatever object = Read
<gt, L{s) =LUB[L(s), L(0}], LUB(Least Upper Bound
D 2>

2.1.2 A9 Hdst 34

o FAE oW EAFEFE /MR Ao dEE 27 @
g FEHY gk
=y whatever abject = Write
<%, Lio)=GLBIL(s), L{e)], GLB(Greatest lower
Bound : # ek

2.1.3 A Ay
o FAE oW HAFEE e AME 27 ABE
3% F itk
> whatever object = Write
o FA7F AR 2 AAL wiE Brbsd 599 7
Ao s 2718 L Aol AF sde)] 7|25}

-2 B AtgabE

2.1.4 ¥ A4
of %:Izlfz FAe} MAe] HEFo TAFH gdon
o FAg} A7F5Fo) AN HAFE

2 AW F
Ae AAd 27| g 9T 5 Ao,
= L{s) = L{a)= Write
o FAE ofd Ao gHAE oy A48 FHsd
> whatever object = Read

—

2.1.5 oiy_:;z‘& Dé}i‘ z-?z‘n

s Simple integrity : F3|9) ¢17H5Fo] A 9] BetET
o AujgEckd FAE A ¢y ds #dE £
Ak
= L(s) = L{o) = Read

® Integrity »-property : £ ¢7}5Ho] e 2
TFE Ao FAE A 27 das 53

T F ik
= L(s) 2 L{o) = Write

22 AEviEl HaHo 2

He7|dk A2A o) R@(Role-Based Access Control :
RBACIE dlole] Ex A% 2 /19 WFe rson,
gl st Fg2EE 1FIH
ojFch A%L ou A AgAEY AFE A9 A
4 4908 2R ¥& oA 4 o5 WF 4
o e FHeR TAR gtk gue zAAdA
Atgztel g5 A wet A" g3 A ER g9
g8 Ao 3 FARGY T BAZ YHe o
7 denz FHFd deld mgHo|d. F A o
T A wE A WA A9 e AL S gl
o R dfel EWALE ey Ao wused U
EF st TR HAE Fd Ao REYE 2w

& 4 JArHL

2.2.1 71¥ 249 - RBAG,

RBACy= 4717 AA< A4AD, dE(R), AHP), =
i AAS)e2 FAE Ak 3 A o)ty A 3
8 42 BE=E 9uishy ol A@g st 4N

FURTRE Podhs 943 S92 slEg. d9d @i
read, write, execute ¥R ofu} AA Q] Erely FAHY
dele & HMHY F+ Sl A3 select, update, delete, debit,
credit 9] 9ok

2.2.2 9% A% =9 - RBAC,

A AW} Yog Fuste P2y ol & 5
A2H, FHof g A RHA AZTRE o] RIACH 4
HELL Ae pId opde) A Ee) v E A%
ol dvh 28] HHE AFE Yast dud, a9
Qo] A9 G 2T o L 23 e Al



4 "2 o3(private role) & A4 stoh

2.2.3 A=A 29 - RBAC,

Svjuk A AL gy o|4de] AlgatEe] & A
ol4te] @S s FTXE Zed ’*}%X}:c’]‘-} deE
o BAE HEe FAHE HaAF o= dYPSe] &
AMatA @t IdER S6lE AJA 53- st A=
Ao o A gz Alconstraint)E 71&=T DAt o

2.2.4 5% 29 - RBACs

RBAC; R2& 94¢ A=A
2499l RBAGE ZHE z2d9] & AF T=o Ak
Zde] ZE5y 9 A2 AM(partial order)37|
& #eg ¢y /‘]1:%‘01] g Gt FHI Ao H Mo
Aere] st il Bol ]%—
Helshz ol TB-O]’D]' A7) HIA A F 2
FHE o2 AY DNFE EE&FYo)Z GEFAE ¢

o

dlo

RBAC:# 2%z

e
s ':j"; o rtu
B Ay

r\& f

Lr“

23Z YH olof

AYA gA dels Al2g9 5A4E A AHdsn
FHEA rlgdted AHgEE oz HAldA 7&st
T AL Aagle] ofg #3slErHHow)7E obm A2
glol Fols ate7h(What)d vhehlla old, ojdgh wla
Adof= Ajaglel eF ol vk ofuz} Al2ge] cfeket
FeE vehls 2y 222 T oeby ol F
A4 A dofE ol gt AlxglE AHosta s
HAd g7 dejz %}**%L Ad visHq @ o|HES
F AeE ojud olfT Wil ARH =M Ao
VDM o] AR Z 9A ol Jieel i
Flol F2E ol g3t AARE wasgch 7 Hade
by o g Y L7vHState Schema)st 2¥glold 27]n)
(Operation Schema)Z& Egatn gier o 2¥|rk= =
27 vte) ejdl) FED F YRE ojFeo] FoyATHI)

=
=4
i

or 1r N e

24 Mg IRy

Biba 2@ A|4q %E]ZM] JEH i&% °l AR
AAA gaAelgEor
Fdo|t}, &A% o BRe g FAs} 015 f& AAE 3
A Bad e AvbEEE
Heop FoE RUFHE i FE Az
2 gevh. £ ¥R 1€ v¥ste dF AEAE
o] AAE H2 £ 9= Mo 9aFAES FHIE=HE=
TRt FUHA @A HgarldlE vha wFsich

g7k dode] Zde A AR, Abgae g,
T HEI G Y 2L 4 FPLLE B
’n‘iﬁ‘ﬂ“‘l"ﬂ& THITE 2y Fgdd FAgNE F4)
7t AgHeR ARE Ry dEE £ gle FTAel

LALLM ZR01E O1BE UEVIP BEHO HFAHLIS 115

ddoht dxg, FAe Al FHE Fodsted A
GaA dYmrks xqd #dg 4Y9E ez g o
ol FAE s d¥87hd A2 A Age] FHs)
o ostAsh dAdez A%g F& FoHe AAA A
TaEA ME FHl ZleHl A @el sy 48 &
PE gl BE AEAE0 EE AAS LA ¥
A ool Aue) vUgs 2A4E #3927} ok

2 mRedAE g 4 A7 Aol dEHY
HaAlel ARFelA Biba 2YUA Gy YIAEL
= 4% 4B 22 #3E S Ze a4
A2Ae Zde st dA H8d 5 e 4
23} 2HEFE HgE vde) FEsnzy FR7t G
AdE 73 }ﬂi MRse Ag “*Zlf&ﬂ% TAO e
Aod@an qEE fshzd 54 & A$¥ch A
Aere gzAlol e AGxASE 75'651 wA el Z
delg: T3 WE3 HAFo=d FIYdrht LEIY
w7b deEAe A Ay FEsuA & of 2233
Al £osle A g @5 5 gl =%, A
TAel g 7 BelAAe dUs AHgete 24 &9
He A geldl ot Fo2d @ Ao
od gl FAMge] HAdE 8ot

o?r‘.

3. S38 wo gt Iy

3t a|dedolAs HIHO

% Aglel 2 st AHgAsE ANe] AQL A
3l; 9lE ajrdozHE A4 ¢lsg wo _t;r_, g}cﬂ‘ﬂ_ Ab
FA0 Y o AP WIEe ATE gase AL
HT Alejstn Aok H2Aols AFEH Aoy $EH
g7 sHat datolt BeE Adste Aojrh ol
# goxold aRHoz Y5l s FIUB
=Y HEE s, T Aol B B Az U
A 85 soje BTy

18 HzAole $9E A% Zlsnde) (¢ Dol
A vebdz gick FIAeldl #dE 7|29 QA 7
5 4eg aqets TEAAQ BoR, FEaYE AT
Al AR F=ADF) AFsT HI W 29g A
B FTAAFR AL (AER), HIAAEPRr=zrE A

————
JH:I.I.“
2UalA Moo x ;agpcﬁ JH:.LR’-I = =z
n_El I' l="—"'-§-\ [=R=N-luN e E -I.;lElZHXﬂ
— =l s [——!

(3 1) Mol 75 =Y



116 BRBFEAREE =FR MS-CH R22= (20014

F0E HIoPd U Mg AYsE FEANEHT
7, 285 A4 AR g 5 17
ITU-T X741 Bugels 48 A2Alg 93 23

et A A=A
wEole A%
A4 A2A01A
A JTAel A
oIt 2, A7k

A FHe v2E A YDA} A
o} Ae® irol Hestm gith £
HTAAR A} A A A&
g A4 Ha Angde) Ade 7
o FAA FERA TR HRY
9 24 e 49E §
e BFsked %%-’8‘34 FENE #evh g 9
FYeE AHEA A AMEEE A
o HUAFHEE Zl]%ﬁ*’ﬂ wet Aoy E By goRs
AR RFEAE B2ANE F gid

(2" 2 FAH AIAeld AR HIA ol 83
TE7PE RBAC 2] B4 dedag vehilz givt

AAEAE *3*&6}1 é}lﬂﬁ}t A
ol g ay32AE Y= action ¥ite] ¥tk 1
W EAghe] Aese dAatdis SA4PE s get A4
EHFE AE replace A4, TFI BAH Ae|A] @)
ofgle ez AHeste] 2E replace with default g2+
o] gk EF 54U 44 Bl HYsr] % Aex
& diojd eigle) WMEY uleA JTE S, AT
addMember®t removeMember ot SIH17] B =89
He 4E35oz ARl &4gkg AT ¢

dbr

i oft oft

replace, replace with default
addMermber, removeMember
MM A

get, filter

ANNE Ay

717 AR

(3% 3) 9% 39

T BEAAEY dEA (29 3T Loy @r)ALaE 2
AlRedy 33 o]F F dAE =3I E 2] 9o
2 e

33 HobxHA

Visas 2e 1?41}—& qgeele] £99 H3
A

Zi] o & ﬁﬂ%
olelg )

o pasio) And FREL WAL B
e FYE7] AY 42 AT ole] w2

£ Aetzys 93] A9 £18e ogn A,

e oW He

S:FH

R:9¢

s: gAY AP S €5

g8 AT RET

R, : ¢171A 4 9%

Rw: 27148 9

Rew © 817]227] 9‘.’@

MS) : FA 8] 7t EH

RoleAssigniS, R] : 53 S¢] «#& Roll st A3
Dominate(ab) ta=bora2b (¢, ab S S5
Equal{a,b} : Dominate{a,b) AND Dominate(b,a)

r-scope(RR) : 97] HTEEE zH= ZE A9 #E
g

w-scope(R) - 27 HEZLEE k= 2E 2He] #e
A%

r-level(R) : r-scope(R)F<I M Hie BASF

H
w-level(R) - w-scope(R)F4 A Htje HASH

712 ehgl e} 4ol

[SUBJECT, OBJECT, ROLE, SEC_LEVEL, ACCESS_
MODE]

SUBJECT : 19 %t

OBJECT : #A 2 g

ROLE : 93] ¥

SEC_LEVEL == (TS, §, C, )

(TS : Top Secret, S: Secret, C: Confideniial, U:
Unclassified)

ACCESS_MODE == {read, write}

READ_PRIV_SET

ohject : P OBJECT
access_mode © ACCESS_MODE

access_mode = read

(3471 A Heh



—— WRITE_PRIV_SET

cbject : P OBJECT
access_mode : ACCESS_MODE

access_mode = write

(47| As EEH

—— ROLE
r-level : SEC LEVEL

r-scope | READ PRIV _SET
w-level : SEC_LEVEL
w-scope ¢ WRITE PRIV_SET

&

—— LEVEL_TO_INT

o

9

level_to_level : SEC_LEVEL — N

5 :SEC_LEVEL, 1: N «
s=U=1=1 U
s=C=21=2U
(s=5=1=3) U
s=TS=1=4)

(S3el Y

— INT_TO_LEVEL
int_to_level : N — SEC_LEVEL

sTSEC_LEVEL, 1: N -
(1=1=2s=0)U
(1=2=s5=C) U
(1=3=2s=8) U
(l=4=s5=T%)

H=e| 53350

INIT_R_LEVEL
’—:k:vel :SEC_LEVEL
r-scope - P READ PRIV_SET
r-temp : N
level_to_int : SEC_LEVEL — N
mt_to_level : N — SEC_LEVEL

Yobj € r-scope.object
r-temp = min{level_to_int(obj)]
r-level = int_to_level{r-temp}

&{7] §& 7|3

,—— INIT_W_LEVEL

w-level ' SEC_LEVEL

w-scope | P WRITE_PRIV_SET
w-temp : N

level_to int : SEC_LEVEL — N
int to level ¢ N ~ SEC LEVEL

Yobj € w-scope.object
w-temp = max(level_to_int{obj)]
w-level = int_to_level(w-temp)

(47! 53 7|3

FELALHUM 90 E OIS QI8 HIH HAHUS 117

e o7 Ag g%
1Ag Qe RE Pudie SFo] BT gL B
OJ%%% = A 0] <52 Biha EE_EJ Baaal 4
A Aol Aggrh ek ¢7)HE ojtte] mE

ol MZ 0B BAERE 7t A% FA9 AEFof
Y J2e Ha BetEEe] AFshe rlevellR)o) AW
ook & whe a1 @oW Y FA: ANUG 27
of $& AAE oA Hol Yue FTAMS WUz EaiA
. by, AdE e AAE oo} zale] Sgd 2

B RS AR A 5FLE 58 4 9ly) wEoth
& (2F s 2o 97 d4 93RS mEEd K
Aol Q= 1, C, 5, TS 589 AAE 43¢ 4 g

= deEddEy APeR FAHYY aenE o A
o relevel& A we S5 U SFo|2Z o] 4TS )
A g gle FAe U S35 slss0, ek ¢ B
o FAzL o] Ao wiA ° HE ARG YL U S
o #HAE oM (Ou, GET) A8 ZFe]4al C
53 S T, TS T3 £ $a7t sl o)Re #Ys3
o R 49 T3 4%¥E Ses doy ¥Hg
a8 FHY AR HATFA 2o A4 ByAe] @
AN o2l g g & $uist Urt

olg] Wio] gk AekxAR zAoje] g@AL vhen
2l

(A%z 1] 49 A% sl g 4 S7p &80z, o
2ol Ad ol 97 AE 98 Reol % o, T S7F 97
g GTRI ANAH7| A= FH9 rtEFe] 97
T8 H%RIe 4 BAFF Aujs)ojof g

= V5&s VR Er

RoleAssign(S, R, = AMS) < r-level(R)

r— READ_ONLY_ROLE_ASSIGN -
s ! SEC_LEVEL

level_to_int : SEC_LEVEL — N

r-level : SEC_LEVEL

level_to_int(s) <level_to_int{r-levei)

QUIHS 2 tEis)

B
] 2 Ed #Este w-level(R)2 2 u|slojof &

ohowel 22X wow FAA A ke T3l A
g 27 Ho] Ane TAAL wYEA Bep W

B
thE (39 5)9h 2o} £7] A4 JFR)E nasld B



118 gi=Z@EReEs| =R ME-CH M2=(20014)

z} o} A8l U, C, S 59 BAE $9T & Y= &
HAdEe ez TSIt aBER o 9B
w-level® MY L 59U S SF0lBR o] g uiA
e & g FAE S FEY FASFY TS 8 “}01 7}
3t ““3}' C 539 FA7} o] g3 wWiH 2 AL A

2O e SEFe nEAAE s 24 Al o1(0s,
Set) AR T@o% ———
7| Mg T
___________ (0s, Gen) 5
{Oc. Filter) c
S¢ T T (Ou‘iGet) y
L_' r-level
(37 4) 27| Mg g
S T W [——’ w-level TS
BT ©s, et S
{Oc, Replace) o
{Ou, Replace) 5
@7 Hed g

(T3 5) M7] M2 oy
olg) Y& gt AlckzaAs z9e] T4 o) ol

Agz4a 2] FA9 JAF o 2 $4 St Haz,
Ao FY ro] 27] AL JE Reol £ #, FA S7}
#7] A4 98RO A=) A FAY ArMEF
o] 27 HE& &R Ho Beb5FE Awjsieio} Fct

> VSes VR E1

RoleAssign(S, Rw) = MS) = w-level{Rw)

—— WRITE_ONLY_ROGLE_ASSIGN
s ! SEC_LEVEL

level_to_int : SEC_LEVEL — N
w-level : SEC_LEVEL

level_to_int(s)=level_ta_int{w-level)

(47|13 |8 iEEd

o Sy g%

gaoez 9rzr] 93RS kAl o Hel=
gr1AE g —levei(Rr)°] 271738492 w-level(Ryw
2 Auista FH¢ 5F0] rlevellR)ED HAAY T3

w-levelR) BT ZAY 22 Fgont grler) g
Hjgel 7hgsteh (1 6) 47]7“% q&3} 2788 o
Yol shute) SHo EAste Aol o Fgele ¢l
AE 983 2738 989 %— | et Aol Al
o] widdn. eF g S vs) 22 TEE He
FA ko] wMAND ¢l7] ML HYe HPEe 2L
HAE GAHD AT T e @FE FHE e A
of Qo] WAFHH 271HE AP dPde & AA
of 24 5o Biba 29 W FAMH 427 5EA 2

g Az Ay fjupe,

(2™ e driHE o4
FE 21 o8B F
9] dolc}, of Aoz F
T3 DA s FA AT m@“’] “Vé%‘ﬂr

¥3} 27|48 o] oo

Ag 3ol

(e

2

i.'l'.

' f‘lr
o
ot Jdo cln

TS
oM eely g
(Qc, Get)
C
5S¢ — (Qc, Replace)
M HEAY
u
(38 8) 22| 7| 9E(SY S0 EXsk= dF
g 3= 18
Ors, Get
(O1s, } 18
(Os, Filter)
77777 5
(Oc, Get)
S¢ —=
{Oc, Replace) C
(Ou, Add)
u
MFHBZAY

(2 7) 391 47| HW(ET £20| ENsH: A2)
(2# 8% 2ol AME Fust 2719 %ol Az

Y7l By

Ors, Get
{O1s, Get) 19

5y — T (Os. Filter)
______ s

S¢
. e e C
Sy —————» (Oy, Add} U
my|lsgay

(38 8) 17t 47| AR(ZE RE0| ®

rir
h



e ASols g7dg 93 A @
£ A4 AY 7L FF Alold) HBee
ol Hsi"oh of 5F Abolol #@shs

(L

+ Biba Rd¢ Ao mw} 2 AHE ¢
g 4 98e BE 2e Add & 25 U7 ARoln.

olg} 2 8-& Jvteg AgE 33 By

(A= 31 F49 G o g F4 S &3,
AE FJE rod 7127 48 Reo £% W, F4 S5
21712271 TR A= 7] HaiA= gl dAE 48
(RO #A HotgHEol 27 HE FTRWL HWR%S
& AwEteof 3, FA Y UrtEEe] ¢ HE 9%
(Re #Hx Hd5HEE Audtn 27 #& &R F
th Hetsgele AdlHofek F}

o VS es VRw €1

RoleAssign(S, Rr) = r-level(R:) = w-level(Rw) AND

MS) < r-level(R) AND AS) = w-level(Ro)

—— READ_WRITE_ROLE_ASSIGN
51 SEC_LEVEL
level_to_int : SEC_LEVEL — N
r-level, w-level : SEC_LEVEL

level_to_inti{r-level} 2 level_to_int{w-level)
n
level_to_int{r-level} 2 level_to_int(s)

= level_to_int{w-level)

(7| 27| A8 siEE

34 wael 290l Mg
WA Fa%

% Are wd @
Ao o B QT

9 ZEA0 &

_I:I_l_
L S LR CIEL!

ic)

)
il FudeZgds Sy TR 280 gyt T
ZHAZ UL BE|ZE AL #EEe #eAdRy F

»

el TEIAH Ppt
FDDI W 221 T
15 | BoE2 29| agw meme
TR M TS | 22l| rsm sz arime 34K
==Al= HY | speduazeEs =
DS B2IE Y
- Ey]}
St 0| repmo=zeme
S DE2AA 5 | = WAl
=x| snoosynaeEs =
Ak
| meraEBmEe a
oot B -
Ul oega U el = |
pas=y(Ea He &= pelas
(O 9) Bosgo) ©E BRiFEA 2 BH

FLHAIARMA ZHOE ClES 9|8 F2AM HHUE 119

awd wat A9 P FHAPUAR dasAe
E 70 £ Fyste @it @4, F7h A4, 4
A Fol AUtk

HaFe|Z2AaE (29 1007 Zeo] A9 s A
AT = gls Yr1dE T mE A oElA F
7b- 7 - AAE TR £ e 27| dE o] wjA )

PRy BIHRAHY
Hupe e nye, 421 N
EzMag T ™| WHBAYE, 2 AP, W) TS
AR, A

(FolEel g R, &34 g
(BURYE H)
(B2 L, 4H)

(Werdalye &
(grgelgs, @) U
(REHBAIFE AH)

(02! 10) FTuUE| ZZMA

ghek HmpE LA soA AAET ¢ S5 &Y
gEiEEe A A4S F98 9 Y 5 2 AR
S Ayslr] 84 |A (2 1)F Be] 49 dFEA
33l Router MIB E2]9} gyl # Ay slgets
Hub MIB E2] & AlAlgtgth

HublpAddress
HubStawsTable

CollisionStatus
TrafficSiatus

<Router MIB Tree> <Hub MIB Tree>
(3g 1) mB E2| F=

(9 12)9 %] Hnge Z2 27 Ugde 4 §
B HAE AL, EdRYR, FEYRE A3
el g9 TSl F7ietd e o 4% & 3l &4
e aA T2 24" 5 ok

AA, Be] 22A2e ARt BgEHe] & B
Aol e HA 22 gridE Q8 3£ b
ah, Frhg sgAlnt 28 2r)dE qEge] =3P s i
Zezd AH7 B¥4or ¥HAESE AL WAFH o

A9 FFU TS FAAe A, Du e yugn
g gddez #sts Usae 98 ZeAss TSEH
of BASE U M yHAuE FAT £ W 90
aYAEE AnBYTRALE BADNN WE TSE



120 eRARNEIEE =28 Me-CE M2z(2001.4)

%ﬂ"éi"]q upeba Ayt FE —4 "J’ﬂﬁii EfAA 8}
FEARARI B AREAl 98 SN2 "lﬂ]% Agst=
AR5 Fegez @HHAR ¢ ek ol ARIge] v
& ARt AnPERA)ze) o AFHe] w¢ e F
HLR olFHo HupelZRAxrt Uik HEE

= 294 §Be AeF-g Disable'® vl3o] WA A
Aoz ¢dHE BALE dose A7l LA

ringdyg

oz x (SwitchingHubStatusValue) s
TEH A F24 s
(HubStatusTable) s

.

~

(HubStatusTable) y 9)

(22 12) B Z2Mac] sl HalHE BN

(28 133 o} TTEY ZEA2E A4 FEEG

ZAY & 2371 AP} e AYHRE AN F 9]
T H7EE g% Apde SR AV HE 3 3
HARe Ayt FAARE F} B4 AT F e 2

714E 988 59 & 5

A g
(A2, Y4 TS
2I)H gl g
EAn] (Eztaizly 2, &70
gzais e (YR, B [E2wela R AM) 3
(BHHAF L A

(RWHBHR H2h
(RN, A u
(i ghael 3 e, AH)

(38 13) Z7He| =2EM~

mAge R (TF 144 ol Y EZRMay AR

AV & BelARE AN F e Yrlds 48 &
HIIHES W
S E LT R TS
FUauEe 3 5
»AHZ AR
9%, —»| wesuwzaw (g, 34 U
=EAE. (WAL, 4

SRR IES

S0 AFelt Qi ARl 8 F7h- A 4
A Qio] et 27AE AL FAL + Ak

BNz #@7eA AFH BUaE A2 EAshs

Qug ¥AYE HEA2YE BEshsel 1 $xo) otk
25 %PYoR £9HE FAYE] 43AF Ho g}
AAA FAFY TEA 27 AT BgHAa gen

vhekgh ALRRIER Qs FAAE FHAHEsie LA
Bolze] g Heto] BFHA g47F HAUTE E£3 F
Agrg o] &5t AMHRAEY L7ANEe] tdEHA ol &
£Hcq REH & ¢ dv HATAAH] FAY FL£4
gl

A HEAe] HAL BE
Z@e ggmow B HH A
ojgtel FA 9 Q7 E5E A9 S
& P FE AAT o] F RIELS
ANE HoaA Rt 7‘]"1‘1-4 17}
I 2 A% FYF RAFES 77%%
BHE A gt w3
Batge] KAE FHD
EdE ¥H42sl
wAA 2 B A AV HITA AL =29
#7158y d#gE FYsE FA AAEe] £¢
| EX3A e, 493 FHAAT PEE AEse
FAU QEpe HEsE YAk dAHo R e Fad)
A FAFEolok g, AT o] APYLE Ao ol HIH
T HAd Wi Fasd 42 F3e] rleHe glA ool
g € LAY F gle ZE AMERE] 2E AL
AHgEtAG, WA E ¢ gle] HR9) HPAT FHAYL ¢
3§87 dvh

B =R 7@ Be 99
HZA o] AR A Biba T
€ 3= “‘%‘ﬂ 2dE 3% 55
& Arsct A 54§
g B RejsizmaA A 7 A4
3?—‘%5}711 WA g AR FAY gL HP

3
A3 4¥e BAGLd AL ATVY 293 A
@ =

AZo] AR e 7
Gt MASEE
H5FE AWBA o
FA7E ol @

on
hid
rﬁ?w m!‘g rS‘J

Yok oF A
A Eae

FO_h.

a1
[<]
r_i

i
e r-{

O

& mim

FE )& REHd
1% gaAezd
b g g2

A
&7
Z
T sle gyAd

I

o
<
g

;2

rlt1o ﬂj*
o

de] AezUEL Y Al Aol z9lo|
23 76_11#0,%&3 AAglaht Z 2 eyt
dAST TS DA @ o Tead A
of 285E AR vEE EEFT £ AT =37, %‘iﬂﬂl

of R2E B wAAA 9e g A4 g8
A% Belol Hgatel BozM ¥ Aozl o
Auel Fd4ol HAEE 2o



o & d

[1] Charles P. Pfleeger, Sccurity in Computing, Prentice Hall.

[2] Silvana Castano, DATABASE SECURITY, ADDISON-
WESLEY.

13} Warwick Ford, Computer Communications Security, Prentice
Hall.

[4] Matunda Nyanchama, Sylvia Osborn, “Modeling Mandatory
Access Control in Role-Based Security Systems,” Database
Security IX status and prospects, pp.129-144, 8§ 1995

[5) David F. Ferraiolo, Janet A. Cugini, D. Richard Kuhn, “Role-
Based Access Control (RBAC) : Features and Motivations,”
COMPUTER SECURITY APPLICATIONS Conference, [EEE,
pp.241-248, 12, 1995,

[6] Ravi S. Sandhu, Edward ], Covne, Hal L. Feinstein, Charles
E. Youman, “Role-Based Access Control Models,” COM-
PUTER SOCIETY, IEEE, FEB. pp.33-47, 1996.

[7] Sylvia Osborn, “Mandatory Access Control and Rele-Based
Access Control Revisited,” Second ACM Workshop on
RBAC, pp31-40, 11. 1997,

[8] RaviS. Sandhu and Pierangela Samnarati, “Access Control :
Principles and Practice,” IEEE Communications Magazine,
pp.d0-48, 9, 1994,

[9] Ravi S. Sandhu, “Lattice-Based Access Control Models,”
[EEE COMPUTER, 11, 1993, pp.9-19.

[107 Ravi Sandhy, “Access Control : The Neglected Frontier,”
Proc. First Australasian Conference on Information Security
and Privacy, 6. 1096.

[11] Ravi S. Sandhu, “Role llierarchies and Constraints for
Lattice-Based Access Controls,” Proc. Forth European
Symposium on Research in COMPUTER SECURITY, pp.1-
19, 9. 1996,

[12] David d. Clark, David R. Wilson, “ A Comparison of commercial
and Military computer policies,” [EEE, 1937.

[13] Anthonyv Boswell, “Specification and Validation of a Security
Policy Model,” IEEE TRANSACTIONS ON SOFTWARE
ENGINEERING, Vol21, No.2, pp.63-68, 2, 199.

[14] 1. E. Dobson amd J. A, McDermid, Security Models and
Enterprise Models. Database Security I © Status & Prospects,
pb.1-39, 1989

SEAANA ZHHE 01BS w78 H2ZH0 HAHES

21

[15] David Rann, John Twrner and Jenny Whitworth, “Z: A
Beginner's Guide,” School of Computing Staffordshire Uni-
versity, 1994,

116] Bryan Ratcliff, “INTRODUCING SPECIFICATION USING
Z A Practical Case Study Approach,” McGRAW-HILL
BOOK COMPANY, 1994,

[17} Morris Sloman, Network and Distributed Systems Manage-
ment, Addison-Wesley, 1994,

[18] ITU-T X.741: “Information Technology - Open Systems
Interconnection - System Management - Objects and At-
tributes for Access Control”.

[19] TTU-T X812 : “Information Technology - Open Systems
Interconnection - Security Frameworks For Open System -
Access Control Framework”,

[20] B &5 oA, v, "Biba B 47|t o] Xd
2 A3 ARFHNEAE S FHGELFS =F7,
AZA A1E, 1998,

(21] ol¥ &, Aeh, =g "G HITFA A=A &8
Zade] dA 9 Agel g2, g Al ds
=27, Aed A%, 1999,

i 2=

[ -

e-mail : eunbog@suncheon.ac kr

1902 Aduigm wdee EUelEah

19969 Addiy dEd ety £
{e1g M Ah)

20006 Adoighm ojghy dakstd &9
{o] gHubA})

00103~ A sHAUYE deldyasy a5

ool Fagee, Rk dEvtoAiyg F

=2
e-mail : bongnam@chonnam.ac ke
1978 dgiian FRw &) FQ(e1EA
19824 =Ty ANETHFEYAD
1994 AE e g AE A

(o] hutah)
1983 - @A Bk 7 FE Ry
ES
Aok AR A, FARe, BB, AHEG AR
A 5



