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Abstract The high availability system becomes more important as the need for Internet services
is rapidly increasing. The services should be provided as an "active-active” manner for continuity and
efficiency, and computers, which provide the services, should be connected in a form of "N-way” for
scalability. In this paper, we present an algorithm to provide high availability for the N-way and
introduce a high-availability system called Diehard. The Diehard provides various functions that
monitor software SPOFs including partial service failure, determine the failure levels, and recover the
failures.
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Heartbeat algorithm
begin
while( forever )
send HEART _BEAT PACKET to neighbor
receive HEART _BEAT PACKET from neighbor
il( don't receive HEART_BEAT PACKET for a
fixed time )
send HEART_BEAT_PACKET to neighbor
wait for a fixed time to receive HEART_
BEAT_PACKET
if( don't receive HEART_BEAT_PACKET
[or a fixed time )
start fail-over

end if
end if
end while
end
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Fail-over algorithm
begin i
broadcast the system fault information to all nodes in
the cluster
rebuild cluster dynamically with active nodes
if( this node == the first node in the cluster )
mark this node as controller
for( all nodes in the cluster )
send SYSTEM_LOAD_PACKET
receive SYSTEM_LOAD_PACKET
end for }
find out the node with the lowest system load
send FATL_OVER_PACKET to the node '
else
receive SYSTEM_LOAD_PACKET
check system load
send SYSTEM_LOAD_PACKET to the controller
end if
if( this node==the node with the lowest system load )
start fake_process
setup system for take-over services
start services
end if
end
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Fail-back algorithm
begin
boot the system with a internal IP
check Diehard confliguration
for( all nodes in the cluster )
send CHECK_IP_PACKET
receive CHECK_IP_ANSWER_PACKET
find out take-over server
end for
if( take-over server exists )
send FAIL_BACK_PACKET
receive FAIL_BACK_OK_PACKET
end if
setup external IP
check computing resources for services
start services
end
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