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Abstract As the infrastructure for computer communication grows the damage of computer system
due to intrusions significantly increases, which has raised interests in the research on intrusion
detection systems. This paper proposes an intrusion detection system which models BSM event id
sequences generated by users’ normal behaviors using hidden Markov model (HMM) and detects
anomalous behaviors. Preprocessed event id sequence is modeled as normal behavior using
forward-backward procedure and Baum-Welch reestimation formula. Whether user’s current behavior
is normal or not is determined by comparing the probability at which the sequence is generated from
the normal model using forward procedure with pre-determined threshold. Experiments have been
made to determine the optimal HMM parameters. HMM models for normal behaviors have been tested
and evaluated in three categories: single model without user discrimination, separate model for each
user, and models for user groups. Experimental results indicate that the proposed model is promising,
and more sophisticated model clustering is required to raise the reliability of the intrusion detection

system.
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