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A 7R AL HICEE 38 A 52 29 AR REY dAE g5 HuE oy
ARIEE FYsh= AFFY X UL FAF olFE Al|EE Y= 2] AAAS 2
490 F& Qi

53] Qeilel] AZd AL 3P Hetel H¥d kEHo ok AMSAlE 3L ERY
AlZEE RS YA dioly o, AXESY oy, BeF-Ally oy, A4
5 2 AEE FM FAT AYS oldsiof sk

A AT E Hese e AMESE viE Intrusion®] HHIE Wt &, B
2 2" QLS ASTREA] OE 7S A8 AR ARE Ao ER A
& AN2dEE AYske Aotk UM 5 SAE k= JEYAR sjod A9
8512 £ E 22 Mu|AEE AAAIIE Fel9) s))uHE BlE Denial of Servicezhl
s AAZ ol ZAke) F2 FHoA7L of FAe ol YMMIAE AU Re Yo] &
Az sHeh AR JIRE A SN HrisEe Atz Zeidel met siAEY
ARE et AL §743% viHo] A HAY & FAL ARIE  Eolgke 4ol
glojd 719 FRE FAIUEA AN U TS e 59 NZL AR 4A
YAl B4 ALHE EICR e H oudd 7ieH RS olddtod S A
Tk S ERSIEE oY A2 £/E Ve 7 At

L
o
A
M

1. Local attack

UNIX A" ZelfA/HEZ2AY #73S Adske d¥0E ARAENA dold &
FE AQP F AEAES 43 Ade] 54 B3 Yk ZEId Yol JEr &
ZZIYES AHEE F e Zlolth SIAT o] 4& ol8s] AIZFH 2 vIu & o)
23] root Y T4 5 AEY o} 71eA A9 Local attackelzt gk

oldl 32 2= race condition, IFS A¥4E o837t 37, Buffer Overflow ¥4 5

o] Zjgct,
2. Remote attack
BN A AAL 2T YA %S AE HAELS EAAHe ARE & YT &

Rolt}, & Aoz HI¥ F gle Axd FI3] 98 7Hsd BE W o83 8l
72832 71elAH Remote attackelgl gt
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3. Denial of Service

B ARo] Adake Mulx ZAE R7PEEAY BN SE AAE deATlE T 9
o]l #2 7l He AE Ak WEYD B FH #HE AR ARRARYH WE Alx
9E Bodhke ASR AeulE AMEshe A A% UEHINNA UF HIE Aojslg W%
HE AN A2 Beske Zlojtt
r-Networking 3733}ollA] Bk

NEHZ B W2E Bt 3

3.1 HEYA 22K Firewall)

%719 FireWall& YEST Bt /ide g Ed=dEd 2 FireWalle) ¥ 4=
AZHRESE ASHY JITE YFE X8l SYHL Uk VIENT Hke] dwkHel i
2] 3t 2

1) Packet Filtering 4

Packet Filtering 42 OSI 7 Layer’d¢] Network Layer®t Transport Layer Alo]
9] Packetd] ARE FAFshe WALE [P-address®t A4 Protocol(TCP, UDP)& 71&EL
2 YR JEYIY E L Aojgth FZ RouterdlA o] AHEHD ©HOZE log,
audit, authentication 71%5°] MFHA &F access Mo} 1% Rule(access list) & o)
wEH A28 performance’t A3 7haEo] UDP9 72 connectionless trafficoll gt
g AFo| HA Y A¢vE wdth 2RY A Z2EZ HEe #AE UEY
3 5L /AL Utk #7l "ege Edgo] &2 [P address, Destination IP address,
ZZEE, TCPY UDP 53 722 2E 990 712¢ AR UEAIMY VEYAR
HE B3 F AUSA UEAE ASATE AR 98 BeEE TROY SIS gkt

2) Application Level Gateway'2t4

Application Level Gateway®?l& 7 Layer?] Application Layero] sl@== data
999 Packet¥he AF3= WAL XY & clientolA service Request(Telnet,
Http, Ftp)7t 20129 firewalllA Application®] 7%(Telnet Gateway, FipGateway
=9 A E S AA B Aayog FHE&des wo|d Application gateway &
HogE URe 9% Networko]l &8 #el=lo] High Leveld RI5ES AF3 log,
authentication, Audit 715 §& XY@tk FH 2= Performance?t £4 @or UES
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A Trafficol B 7% Firewall2A AAFHOl 758 AUslR] &

th.

e 2971 24 4 9

3) Firewall S/We| &&

® TCP Wrapper

A2 Ao BlAE(Access Control List) & £3le #FE|A7l MEYA H2e Qegsiy
7|Eske e 7juke) vl Beln) TCP__WRAPPEREE WEA Mul2e £
BUERE Agdc 7l23or BE o] dojuut e AL MuAvt HEE wuig
TCP_WRAPPERAZES]E 15317] 98] AM-A9] dual-homed Al°)Egelo] AREz}
7F %A PN sk Aolth AR TCP__WRAPPERE o7 7A=Y k=
AL a9 Aol tiy 2IHNE} He AR ox" My Z2 o] AETh AR
AAE AT QA AR Bl U8 E s we o 4 £ £ Sk dE B
o AMgARE AAZZI¥H(actual program) THAIY] EEA] AMujo] H&3E7] 9JEiA
TCP_WRAPPERE 9% A REth ojf ARgle] HIL77F QAsh= oW HigolE
Zholl o] Mg ARSAY] ZEA AZEYo|7} UREE o} gl o)A Y AAEZR
B {83tk 18y CERTVE 4539 7P 3419 shulg 7ol dicks AL fdsior &
t}.

@ TIS Toolkit : AE Wsh g7 AZEo]olct

® TCPR : #&pde E3l9 Wk= Telnetd FTPol £%A Us ZEA] 71%L A
3= perl2 A€ Eoltt

@ SunScreen : Sun MicrosystemsAt®] Application level®] wWahd z|Felch

o}

3.2 AAH| Bt

@® COPS : UNIX AA#e] Bkt BEAHL AxSR: Sojth

@ TIGER : COPSS} wi&3 E2 AMgo] o Hsly #Y ¥z f55 AR 7%
£ ok

® NPASSWD : #5 7Fsd fi29=g8 AAshe BA9s WE Solo

@ PASSWD + : #A9= @ Eolt}.



A4z HEHQZ 25 HAE A AF7RAY AlEHlde) 74 313

I.dHEHZ 25 Eeto FHUY

2 A7 vENA 25 B ES 78 EiA BdEE o8-8t Simulationd B
itk ¢ TREEY] A3 1 Mgl AAEE T 522H HEHICIMNE
B}, S 7FssHA st ojn] ZAYY B el 7o) Wy AFS FAA 3
AAE QA AR BAE fAls B gl 1 348 U4

9] Z 2480 HE AFE AlFs] Mol 9A RIPAE fgs] s Eoy BE
S Adrdliol & A Fth F 7 oY ARIEES A BIAAE T g BR
do) Stk d7ldlE B2 =TEd B A 8 7hsdA sk ZleEol ok 2Ed
AREARE AA ERE Zlo] U/l e WEE £42 FHsiort st UEYA Mulx
U S U FaAgto] FAJA AAsor gk ¥ AR Sdle B FF
Aot ARG Woled Qe Adol FAUA AAsok dck Ty o]l AA2 7 =
ol wtM O2F HGE FPATIE BEd PHEET okt ARANY A9 vEAY
Rzhe] Heh oA TIEE AAdsked] did W] /dEE EE ARSI A¥siA
% T A%

olgl Edl g " 7% FEEH ok AR ol Bl tF &AF TR 3]
gl MER 542 Ariel7) Asix FHs sAY olgs A4 5 Utk UEYA o
3 TS o 7ol Wrol & 5 Sl

*ﬂ

1y

1. HESAAS SAE Cfst E2|H M

1.1 SOCKS Library and sockd

SOCKS Library and sockd & “TCP wrapper"& 387 98 & oE WHe A
Foh ojAL HMFOA AlAdo] o]ZE FFEA FHTE L AL otk Ty B
T 9 AJel ARIAE WehHo g IFAIIEE Holdth o] sockdMEE AwidelA &
29 wvict inetdell o AlztEo] Atk T3 oldf AFTH IAEATE Ho] 3 EH)
T3 & st LOG AE7F E Aoy AR 972 Wi HEe g8l sockd2 3
HHoz o)|gdls] SlsiM Feo|dE AT ESE A= £5E2 Socks LibraryS AR
& 5 Utk BE AR ol ZEbo|dE T A2E T flolok diok
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1.2 37 2l0|E22[E S¢& Sun0S, RPCE St Kernel__Wrap

£l 0|71 portmap, ypserv. ypbind, ypupdated, mountd, pwdauthd 3 7+&
RPCE AHsh= SunOS & $13%F wrapperolth o7& o|&3l7] sy AMdal=
SunOS 4.1 ol 7KL Qlofof &t ARSI 34 ZolHdElE MXE 38 72
defof gk 7RHez dojuk= R AMA} accept(), recvfrom(), I2]3 recmsg() ¢}
Z& RPC #&E wh57] A8iA 7do] Agske #4338 F4sks Aolth od 35L&
+ ZolEeeloN fAH7] gl AR AEdE A 43 IRES £HE A4
28 7IAA "k

1.3 SWATCH

i SWATCHe AAZ F 7EAth AL gt B =270 o8 AA=EE
“sysolg” & LOG HolHE siMsly] 8 AMeEE shue] =2 ot T8y o]
£ trigger FEIE FAE) 3lo8 ANZOR LOGE RUHFET Utk AHATH BAS
Hol= A £9]9] ojWiEd 7|Z&M FA 4 itk o]RE AR AMEE] YsiA AL
£ ftpd telnetdt 72 AREAIS] MEST AMu|A d2E $£AE "o X € H
Z(logging) ©) SWATCHE TEA1717] 98] “syslog”ell F7t=eiZiek,

1.4 Controlled Access Point(CAP)

o|AL ZREZ o} uhAe] Aotk CAPE 9¥S £017] 98 AYY VIEYA W)
AUES AT Y F3Fo0 7] HAYEE 7B 2 gEA AR digk 24} 2
Z8 Z2E rlogin, 18X WEYI 25 (snooping) ol 3 2= ¥2F ke Foj}
AL F Y 1 oAy UENT HEE A% dubAQ Wl Hd) oigh wshy AslE
A8 QAR o|AE AYstes FMAM F 2 netd o7t ik s AreE AF
MulAE FHEIL £ O A2 EFHA 92 AIEcd 9 CAPE B8 M2 FA3
I q7lol= CAPY HUE Hell H&4E 35 VEHIC dig BAE 93l et A%
th CAPE 2 Eojo: HILTE A& Q&M E Ejllg Ala} Q&R 712
Ae 5 F7HA 7158 7K eeElolth

1.5 Mail GateWay
)AL AXES O] A ET} B HLELS Q7= BE JEYI Ao HLxojof &
o} 7P 7dg Asiadelold ARaRs HAlEE dEs] Ysi ARl 2l9EE FAdS)
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of gtk JM EE diY EHY(SMTPEZEF)o] “vd Ao|Eo]” 3hte] SAEd
slgsojof gt whaEAR AMERR] DNSU MTA AZEdolE oS sliA & 2AH
o] A& HaAe] Utk

2. HER TS =2E0 st =2[8 HZ

2.1 Computer Oracle and Password System(COPS)

COPSE Unix HQF AE Aldstke Aotk o)Al sk 42 o] &ASEUH T2
S 27) 98 AZES o] Ao} Ot HIE AAs= Aol Iy mYol AR
Bot gl e HHslslr] A% A oy FI2EE 4AE JHREAE 1Y) 98 AZs
COPSE AZEd00A B1E ZAEsA] ¢on HoM} FAE dozit T8y wdse=
od g g YA Beth

2.2 Chkacct

Chkaccts U¥MFEAE 918 COPSelth of B2 AAV} AFabldl #83t=e 05
MM Sl # W IS AWrh AL TF A Aol U e Al U
gHg ANE SRt I8 the 25 I A%E WYE Bt of A7IRE AEAE
o] MEYE HANAS ¥ 4 UATE EoFE Z2IYINY Bl FES P

2.3 CRACK

CRACKE R#elarh d3sheiAug B2 ot ¥ AARCEA o siif=s
NSEE ZokFErh Tk CRACKO] ARl HAAEE & 5 ohd AREAle] A=
£ o U 228 ool gtk o)A §FE & U= YA AR ALYEE I5
g+ e 7HH 2o

2.4 SHADOW

Z2 %] et HEHEE Jetc/passwdHLERE destd HEY=E AAS] 9
A AREARe] AIZRAS] dubEQl HAE Ao WAUSe TPt TP & Fadl =
AR Jde L dA 42 £ Sle S JRY AL SHeE MR HARUER 74
Hoy AR AAYEE viE F JEE oA ASEE AFEd 9 A3E syslog
logging$& F7F8EE AREA} 60A7HA] HAHES AH3es &&8th
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2.5 PASSWD +

PASSWD+E ARgael A2" /bin/passwdel $1X18 APAds) BAs ZA}7]el),
o] AL A 7l¥Hrule-based) AlAHo|T A AT %tk T AFLaISo] Blokg
HAYEE Muske AS oo} "CRACK"D 2:& 22ado] 3¢ 4 i ¥tk 182
73k syslog, logging S Al 3gth.

2.6 AUDIT

AUDITE te 71%9 &7 dig AT B AA7lol o) RS ALGAe] AlolE
Het B Fgs] sl AAY F UARF FE3I A4 & Yok o] T2IYPL 7FHE
COPS7t st=& dx® ZEE Syt 12y COPS7 sh= Wis #d AMEAl 3
AA4 hard-codew oMth AM¥ A2dE sk diFEE IMHP ¥HE A3y o
HRE ARk dig 7t e thEe] 2 HolHE TR Fojof ditke Aot

pou!

2.7 MIRO

miro COPSY AUDITS} 728 HebE AAstAY #Rlsly] A8k Eoldh o)RAE 54
089l RoiglAl &e YA Felolek, 0| B Helrt YA ol FaM Aol
E Qg BHs) WEol f40) e Eoh EF B4 3ue) BAF WAL WA 3
FAPORA AL FRSAG B} Ao

3. FIiHel 2ot

sl 43R §EE YUAY Bl 3ol 1A B lsAY 2 PAYolkn
AZkee $EBolt c7lolx) AREE 3 PHS ARl AR Heh B2 37k
FE 9T S8 WA FE Ak

3.1 One-time password

AARE 2 4= e HAYTsE AU oJF FREHAY T sHolx)r] wEe] dnkAQ
U O = “one-time password”7} Utk one-time passwordE AZEs|o]ure] &RMo)
U azZEdel/ddol £FAS AMERA 389 F Atk A9 AHARE "Digital
Pathways” Key-card7} @3%th ARAle] ID I=& ¥AE @ oA & 2 #F&s
HAHEE Z Roltk o)Rlo) tigh E thE 2L AMEARY ek Auigd 2790 4E 97
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Al71E AZEY ool

3.2 Privacy Enhanced Mail(PEM)

PEMZ olF 8% AHE Y33lsks RSA7IWH] 438t A7|ntojck T} HAR]d)
gt 72448 AAske ol u Ue 7 T 9EY WAAE BEUlE Aol ARHA ¥A
gitt, PEM2 AAIE symmetric(private-key) 3} asymmetric(public-key) 2] ¢371%9]
M-S FEAEE dAlE ZREZo:

3.3 Kerberos

Kerberos® HAHE o] FEo|JQERRE MY HE AZZ WEHNIE FaiAM BHUA
T F8% HRE gssis] A% PEM 7i4te ¢33} AFlvjeldt o] MEYA AMu|Ae
“tickets” A MM Kerberos AHlel AFHo2 $E& BED AEAE FEo|UE/
Ay Z2IPRE 71 G2t oy ol AEE ofEeFAoldE T kerneros EolHE

g AT 4 7] W&otk Kerberos tickets< /tmpolAl 222 §557] T Fof
A fazgoldol § o ol AMATL leW FE sFeAdel A EAFT Kerberos
= =% A5 98 AlaY Al gEd) Wil IR Bt AIZF AHE X8 98l
A At 7= ojof stk

3.4 Private-Key Certificates

olAL dA FRAE o] ope} vidn} 2L cfEE]A el YEHT Bk F7I8l7] 9
g PEMS] uigteze] tzlel Ak & 4 gick 2has] &2 529 private-key &
371%9€ 717 public-key 2B F3& ARSEITE o)7L AR TRE ERIY o EEAo)Mo]
288 5 Atk EF o|RE oW ¢33 yAFE FHIU F F Utk o)A ¢ ol
public-key ZE2EFo| public-key ¢8| oE&aA ¥A 317] s tIARISHAR Ao]
=3

3.5 Multi-Level Security(MLS)

A= ESS HeME wE7] 98iM RE AL Algs] & Fo I9 MLSE v
=3 dAE 2 Ao’ AL AAA 9tk I o] MLSE Adslr] Aol RE
RE VIR 7Igeier gk AL ot Bx] 718 AL uHEr] A A nHRR
TWVRAl AREREY AZRS FHlE EA] BEte Aojth B Unix WidE MLS WHE
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Agdt7l AsiM dFsAY AdSE e Folth wE 1 de AT&T A2H
V/Release 4/MLSolth. 7183 2& AHA 0S8 d¥#22 MLSE 798 % o 1
b o] MLS EJAZ2THS 757 A8 T7Eoth

. 3.6 File Encryption

AMERRE T80 3 BAEE 59iA dolEHE BUAY 35 AR AZY wuigt
BdS G3sishs g 7Hok 3tk (@Y gEsly weRr) 2 Ao o 13u F
27 ARE eiME B HAERCE 4 BeFoly Unix ¢33 fd2lge o)d &
FE9 2% Btk IR F YA Y53} /1&g AHSIA A= 5 Q7] fR
UNIX DES fdaEle o HetFo|ch

3.7 Secure Programming Methods
Z2Ive FAHQ AR A B o4 /|38 Fols Weke R HM) ¥
o] A7 237 Utk 7l thed 72 XA Qi
1) 23 shje) SETUID 4 A3YES VEA vlgl FEAN 538k 4 Z2 034 32
& AL THAES AYAIA AL F e 7Iee] W7 WEeldt
2) o™ A|AHoA SAG FES E3IA B o]ES 718
3) AHRPF SETUIDY HIsA HE o7t §i7l Aol HAEE 4zl 3R F
olFolz),

3.8 Counter Intelligence

AYAE Yoz YF3] AY T2 IRS WA dsiA AR AT EXE
B8 &7 8 B =759 | AL A 484 RETW 183 JAYe] Ax
" AL 2O WIEF 2 ASA EE o) ARE AYAE Foed Tl H
Heb AAlel digt FHAY AME 7HAEH ol F23th Compartmented Mode
Workstations(CMW) 8 22 53¢ &84S A A X2 AHAE] 27AR ) 9E
3}7] 98iM = End-to-end Data Link Encryption® TEMPEST 52 AHZ3sol itk

ARgARe] “RAAH"E ZAYo] glojof stx AHolY HAF Ht TR IJS I F
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£ itk At JAE 2HoR A7) Al Zelslor & R A olft nk B
ERIME Tt 28 392 JWT FEsken 23E TG AL AR} AT 3
ologt sk 714 2 ol F9) shieltt,

@ AAPT Eod Bk %A FA™ AN

@ Wole A8 F 9o Ao] Fololy 7§ IDE %A 44 & RIW

@ 3 A 8L ogA & AN

@ AMEAL ok el 7P R 919 BAAR)e] TR

® 13 Bokol E3% % 231 B ojFA 44 & AN

® AZFEINF] H2YEE A=Y AP

@ MAES SsA AgEojof & TRAlEE FSQI7P

AEAL HEE F e Gt O%A) gL Ro] FAWE WEE 5 A=W
© H29= FH7ME HA8iA CrackS AHE-E=71?

@ F8A A7) ARE F= 2 seseP

olfl® AEEd YsiM AARE FH7IE dske W 2 A71AE FAYA =Y 2
ZES TR S 93 WS 2R g0 BagFe)R s A2 139 ¥
a29t FAFE FIE F39 FAAHY FAoldh IAS EUEIL VET HE £A
A=F F71 AA AAske Bol TR0l ol ARARE AR AR Fdly] s
A FdHolAel gt %A ¥oW sYseld 8Tt e RE 95§ st o
A7} WEeldt. 2 B2 ARRARE AA shie] A4S WA 7T Slejof dtt

M. 2& 2ot Simulatione] T+#

Bete] 9ol dig ol e EdE BMEAS FHHoE Add 4 gk a3
23L& %A ALNEE 7HEA AT Roln ERINAl F&HA] FS7t sk Aotk o]
HAAEE 23 P AfEo A 5 e Aotk et AAErt BEA) ¥
oz Afsio)Hol A One-Time password?t AHEslo} 2ok &7] wFolk & =
FollXe olg@ HAYre] TS shsk] A% wRie2A AUEE olfsld AlEdlo]
A & BozN A UEYIYe] LT ¢ RS O PHES AN 53 AR
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W= i IDE Ao EN Fo] Bdo] fAHE A3d /e dsl A7siAch
EF =52 IREER] A2 FEE A 22 A o] diAUSA s 22

HelA 27 5= MY eB3AE 7] A8 A MEHIY S FteR
M £o0]7] $I%t transactionol Wg W& AFehr] sl I7F AFE HHIES] “Red
Book™oll Aoso] Ue AR AFS ARSI ARSAY] AL AMEAL oot HAE
9] AME-S FAM AFE AolA olFoA HAYSE T HYE AT $:537] ol Yol
Bk 9 ARgRRE AAEE ol4slr] HEiM AR olEF HANEE YW Hol st
A A4,

AN HAREE 53] 48 AdEe 71T gk Ed R AFAYel g AEa)
£ AZsE A9olE AL olBOIt HANES Uig YHE BSY & Aok uE A
ALt olF(echoed) 4] Bl R AL FAGEAS 53l Addnh w2y A8zl
olF HAYErE FL Adud JIEE P A & F o] A TAHAY &
E 72 Utk ZZEE] AL ARRAL JIFE Al diE $2 AFE AT F de
2 o]Roj: ojRE F W] HAYty AF dule)lA Digital Pathways,
SecureNet, Security Dynamics SecurlDg} 22 ZoZ 94" 4 Ul o7l 7HEs
ARER} Q1Z8 o= WP Eo] ZA3h=t] one-time password, digital pathway card *
¥, Secure ID Card®¥¥ ¢l et & =&oME Secure ID Card WS $83ld
A2 W= 79 ID 2Ae] HElR T8l Btk

2. Secure D2t 7Hel D2 E2jof &Y

SD(Security Dynamics) Z2%El9] Secure IDE #AFE WoAM 2Fsi.  Zbze)
Secure ID 7= 430 dis] AMEHOAE fUd 9AE 7S W) 30&¢t O FtEe
e € BAFEtl ol U vlojEg Al &gt A AZEols AMEEHE
2700 ZAF 722 Y7EES HEdh X3 ALY GAE A=A 0 ZHE o|FAITA
T ARSAE Q1F e e RS FARITL JIIAQ] AYWNSE o] AR wE AMgHC
Secure ID7F PINoll Sol7h= A& MAE 312 g A vidE 7HAR 11 7150 AR
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b AhE okl o)A oA S/Keyst A AFE APE =lE] AsiAeldh
Secure ID8] &40l = RS 2 Wgo] Yol w) THY ANT7|7 veke wjelc,
olglg AL o] AlHvit} @A shte] H&EE SeluM LAZEMoe & e & Ytk

¥ EeolME Secure 1D 71=9 QA B AojE Agshe 25 Bl 8% W
HES AAstazl sk 13A #oEN 22 BUSAT ERlo] HAYEE =433t
= v 302 ZHFHLZ uE AR Al B3 Fojojel SHE & §IS AolHR 2F HYE
< 499 s @

3. 2% E92t2| Simulation

e (Od D& 1 dEA 25 B B¢ Simulationg 783 & Aoy EE 7
g8k s9dY DBE o1&t AHUAT VIEHIS At FZE AABeIME ol
AHEEoA Bt FAF QY] gEs Tfe] HIloH dth

2= H 19| simulation

| DCard®] 17# BE X B UASIMR  [Ba83

ﬁ%lﬂ }

O EEWS Sixta 2B YHstMe {30 N

pIE-i g ]
X2l DR HIYHE 4X12 8 LEstie | 2550
HE s ]

2zl 1> 2& Eote| Simulation 78 0

99 2Pl R WA 1D Cards 19%E 30877 2aislo] glom(aa) 9% ) &
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Yol AHEE) PA 2R} AT F AA Aeolt Wl 302 2ALE Ted pe IS
of AsaA FAAZ i Solck

L FRIGENS SR 08 99 st 2.(880124-1958730).
. FAle velg dFaii e,
LAY A HAE dHEAH L.
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S

A A Felol]] Al R HUE 4Aele YutHoR A EHORE 4A18e £AE
2 39 =39 geleoldh Al Al Aojo7t FaHoo) e AR E wet 74 )
Aok £ =2olA 7Y 942 F A FoolzA] eikle] =&A0 E Ak 1 ted
Al SHNE - FEvhe Aolth EE iU wojewolie 99 Hojojd] FA
oA Atke 7H slellMolt,

N.dg &

Ae{lel] AZAE AlAHL s Hete] jel EFFHo] Utk AMEARE FHOZRE AX

S BE3lE AL dolel oY, AT Ed o] ofd, Eald-A2d o, Ad oY S
ZE ARE FA AT AdS A4Sk gt

£ d7e VIESA 258 B8 a8 B 9UHE 0|43l Simulationd E%t
oh Eg Z2EERRY] A3z 1 AlEHold AAES TEs BOEN WEYINIME
3, AHE 7Rl st olv] EAIFA Heke sigolA Zbzte] e AZS A sl
HAZ QY AE BE fAS Bl go I EAE Fck MEYIAFHAA B34S &
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Abstract

Implementation of Expert System Simulation based on 2th Security
of Network

Lee, Chang-jo

Organizations rely on Secure ID resources today to handle vast amounts of
information. Because the data can vary widely in type and in degree of
sensitivity, employees need to be able to exercise flexibility in handling and
protecting it. It would not be practical or cost-effective to require that all data be
handled in the same manner or be subject to the same protection requirements.
Without some degree of standardization, however inconsistencies can develop that
introduce risks,

Policy formulation is an important step toward standardization of security
activities for ID resources. ID security policy is generally formulated from the
input of many members of an organization, including security officials, line
managers, and ID resource specialists. However, policy is ultimately approved and
issued by the organization’s senior management. In environments where employees
feel inundated with policies, directives, guidelines and procedures, an ID security
policy should be introduced in a manner that ensures that management’s
unqualified support is clear, The organization's policy is management’'s vehicle for
emphasizing the commitment to ID security and making clear the expectations for

employee involvement and accountability.

This paper will discuss ID security policy in terms of the different types
(program-level and issue-specific), components, and Implementation of Expert

System Simulation based on 4GL, PowerBuilder.



