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A4, A%, 784, HIA7) Avi18]



A% HAgAGgoI e FREE AL Fo) A9 47 13

33 CALS HEHS HHUS
CALSHA 275E AEES AHIAE AFs] i st JRES vz &
7

US3 FuEFolY BE-S GITCE v o, I ES B HEoT Bs:
duelFolo, it A2 o - HE3 oA EAT 715 AMdsld 718 97
T A YTES AT £ AT BY dEES HEOR B & JxF 3T 9ok
oA ARE GESAA BIshs tle gagiEEtt ofde} 7] d2lE %A 3yt ol
4+ Zesi18].

@ COXIg MY

dlolee] Azt ARE dojee] ¥R AAE AR AP AEze A HRE
ARSI Rl Al A A € RFRE ARSI oled JEERE AR AiQ)
HQl ARE T2 d + glolok gk HAE ML MEAY F44 JAE A3ANA T
Aoz ZHY 5 e FHOE Myl vUIE o83l MYsaat sk wiAlRlY #
FEN MYshe AN g At FA7E olfete] MBE Eklshs AEEe] 3
o FEEt & I GSALHNN MY &R HEIE WARAE dSsisEd
1 A7 Mol =, o] MY U MR H7IZ BIsiste 1 Aot d 39
g TS vl Sl vAAITE ERIE 4 vk oleh 7 M) IAFANA F
o A7} BdEe MHHE WAA B9 OA" Mieley dith dlaFq] Wdls
DSS(Digital Signature Standard)”} itH18][19].

® olixl d1n2|E

AR e] FAN MUIAE el Fo¥ RO FAA QI vAA] IF R=e] 4,
OA" AMge 584 Fd 59 B3oz ANgg dla e 9 HE AEoR 29
e TR B2 4ol AR uigt AFE AT Ao, O ARZRNE FE A4 A
Ui AFTE AlFske Folch AE AL £S5 API= 3L 45 Ayud ge v
249 AR 4 U7 I A7) ¢33 € 5 Ju{20].

@ °1E HFAHYUE

2 Al o] AFEL FA ARl o3 JAFHE HAYT} 7 AF AR A

>

o

[
a1, AAG) &% B B9 G Fo) o8ET UF 2 SN MEL AgEE
gl gk A A9E © T12%, ¢ EE U A% TAY AY 2 T30 98 3

23 MulA 52 & F Stk Al2"EtE JF oAUEZOEE Kerberos®t SESAME
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(Secure European System for Application in a Multivendor Environment) 7} 312w
E3 dlojelwolhef] HIshe FEOIUE AT AME 7FestcH 1811191

® A HAHAUE

AR el TS Yok ARAPE 29 A9S ARBIE UF ALH dg s A%
A UFE W F IIF o)At AA U F ATE Wik AP HIAE
T gk AaAl MAUEE 54 4AY 5E A, AAdl dE AR L gAY 7Y
oz H AYE AASY HIskeE A 7Fsdh, SAAe] g T on §Ee HE
HAG FAAY ALE 4 dem, d9¥ HIZA(DAC : Discretionary Access
Control), A& H2A(MAC : Mandatory Access Control), 8713 FAlo] 52
2 R 9oy HAlole FAY AH(identification) ol TAS Ao uigt HL
LTE SAske WHoR 3 FAUE O FAlAl Ale] X Sl WE WAFE RS
383k AR /P 4kl RdRe AT 3E otk A HIAE AN 2§
B AR 7gA FAe Fod BRIVl ZAst] 34 Hb ool % Hot A
g AggoRH FAY AAel U P ZAE BASE WHOE Uumy Zdzs
BLPR4, Lattice®d Fo] IvH181[191(20].

® YEES #Holg HHUE

dojElE Xfhshe A9 #olEs BAEY] Hste 153 QT HRES YolEg 7t
A & 191

@ Hob ZAF oY E

A RIES HAES 2 wol ZISHe 2N Adupiate] Al A Al IREE AF AR
Z ol g3 19].

Fl&e| HHYE

FERE FAYFol BLH7| HaiMe ARnto) g 719 Bt wlg- FRs 53]
71948 AT 45 ¢2EEY A9E J] Bl JRAHoE AMLEHY, $azte £
Az Alolel 719] wF R FH7F CALSS ARBFE 93l AFET19].

® B=RAMY Mo HAHUS

Ase AZE FHOZ L AldujRo] s MEE £ glon, A&HA 27 F
& Az Adde Fd Al2Y JEYA Mula AFAR slF dE HRE Sild
HE3EE A 5 Ao 20].

® ZZ HHUE

AN, AR, Az 2 BAA e} ZE T o] AAE AloleA FAlSE dlolEd
g AAL T vFAUSe sl B3E £ Aok 232 B4 A o8 A" 5 9l




A4s HAadAH Aol ARBE P2 L BEMo) A A7 15

I A3 g e PHeE e BES ATshed 4o ARE BRI A3A T35
o3l AlzE & ATH20].

4. EC MEHS @AM

41 EC HEES ges

AzAANE HEH2E &7] A% P AAAAA Aol TeiAM AREA A 28
AETIEZRE A2} e-cash9t 22 WIEYTY Axslulz wAdsiy ok I3z Azt
AANE S 94 7led Bigoldt &, ARslEe 28, A4 Fof dAGAM sy =
grolAgt o]F AR EAIE sidaty] A8l 7] 453 tAE M9 T3 WEeyy
%(Blind Signature) §¢ 4371l AMHI Stk First Virtual, Cyber Cash 122
e-cash 5o = B A9} o202 ALHT Y& xS W £ J
< 7P B B & AL Brandsd] Ak wholdt Axlslsle AMEAt S8 7
ZHE st A E dade wegeA) FHOM EXE Al AAsE ARsHE A
EQA 213 el 28 ARSI E AEs ARG ] B ¥ AARAR o)F
o7tk AxdAHE AAYR Yoz oldsi AHold 4 gick 9 SSLE& A4
R BAE AL 7 AT WA AFFEE AYA ZRth AU S o] 8 9ol
A7 FAZH 9 A AEFHE A(GFoEH o9 7 FAHS %E 4 it 21].

@ AlaH 3

AHAQ HFE Al 2d 53] VIEQ ] AAE AFEE R 53l o] AxHE
Al Boah HAFE ALHE AMSSAY, HRE /AU ARE H9g g4 U
gykyo g ol AYS WAE] fAsl WIky 722 AlA"E AMEY|= @k Ty A
ARE E5Y vl HIEE seshe SEAIAHSEA WS AR floiA Al
ok WS e ot 53] Al2EE EWAHOE AMREE EAE HY Mg Adnohke
WEARS AR E9H AMgo] o B7] wEel AR A2de 29I AFAEA d
Blihae] a8 47F |@i{21][22].

@ Hiole 34

AZFARe UoiA dlolEe] AL F AR i £ 4 Sk shie Al2Euel A
2 dole, £ bz UEHIP &8t dHoledl dd FH0] U F Utk Ax
ol A ulolele] A el Al2Y M AFHAUT, 53] "olElE Alado A%
g Hx 453kE #M Asle Aol gasi VEYIY 8 s doled gE 3
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HE 97 St 1A, AR FEAG T g B3l dash) Ioi21](22].

@ Business 54

A A 7 7EA AL BF Ukl AFE AAde) Hoksier FYsit 19
U Azl sleiMe dAeizks 54wl dske A3e] g4 g = ek oA
& T WRYL FHolg K2 AT dold F SlE AT ARE AAgelx
dold 7hsAde] Stk o SAEE AxFLR gly] 918 Hl THARIEe] Fr1HeR
23 e,

a3t T2 Aot BE S o T = Q7] "o AT A, ¥ B
% BYE T A2 A" BAw o)Fozof drh old FHAlIA 2 1996'd 6Y
ol UN9] A4 HYUSI(UNCITRAL, United Nations Commission on Interna-
tional Trade Law)e “AAPdANEZDY(Model Law on Electronic Commerce)” ©]2h
v 2dRS FAA FEIT21](22].

@ QUE{UIHZ] AlAH ERA

eI A2E] AYPLATE Felo|UE HA Y] AP 842 Virus, Trojan Horse
5ol dow, AdxE] BdolMe] P84T Weak encryption, Server spoof S9°] gle
H, A ReklAe] P8 4R Unix/NT security holes, Improper administration 5]
oy olZEiAlold RHeMel ¥LAZ Poor programming, Weak authentication
ol Jlem, vRA) BetirMe) AP24T Virus & Trojan Horse, Unix/NT security
holes, Improper administration 52& 28 4 it 21][22].

42 EC FEHES MH|A

421 MAXE AlLHO|Me HEES AH|A

O R HE

ARAZA L o] QlojA 7 F83F 84E viE dshryelch Qe QkHEA] &
3 VE o R ot ok Ho YEQIAAN Fals oE Al HoHE & 47}
W WEol AEYS s A S0t HENIYY A7 dss= F2 A 42
31719 (Public Key Encryption Method) & A3l 5 7lle] 712 o]FolA: o] U453}
78S B8l UEHAYAAN REE date AlolATt siso] 753 gl Agshe
Aol 7FsslAh °] 7€ Al w59 RSA(20)7} §318 BAslE glov, v=e 453
71E€S R sl dAFF o] 9453 /AT ES o) &0 FAH QU]
Toll vl= o]9j9] F7ioA= RSAY ¢3s|&d =4 & sl sl Atk o] wjEe v
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Fol9le] FrlelME LA ol Bl ek viAlo|EA M7l & sHSSL)$AIE Fty &)
et 4237171 400t olslel7] Wi AMY UdSIEHATY & 4 Qo] ¢ & Qe
FYolt}. v|= o)gjo] FrMME o] FHF| YZIATES IS Aujsh= Ro| FE Fol
70 AT gasA) ook Y] QS FALEYO|Z viFe] Eje) Asiug = e
AT Eol7} EAEAT s Bt 2oz dA Ao 23].

@ H™XMH(Digital signature)

AFEY] UAEPEE 5YT WEo2 BAZL 7F5s) i 9 BA R(FHZ) S
o goj3ltt o]d RAES RS 8l YI Y o] tNEME S 22 F71E9
Z1gge] AU AR EALGIAM AMEE ARAMES B o g uhEolZ TR
g R, ol F 74 715E 3tk s wAR AF715H AMAl 95758 Zen
AR QIF7152 HE AR7 d3siEo gsitel o] ulfo] ol wHEolx W&t
7o) flte AL $Hske 715013, AMSAL )15 o] HAIAE B Algte] A W7} 7)
ek AlRIAIE FH8le 715t AR Q15E FAlshs SoME FE38iAG diAxE B
H AT 1 wARE ARde] Bl Ro] oflely H915kR] £alA| sh= &fo] Ut 23].

@ gael= MAMY(Blind Signature)

ARAHFA LN AR AAEEE AL 32 AAEINZRY o2 o
Y WS E ARGz oW 2L AgAe] HFel dY FRE YSEA Hi AR
olg AHHE AT 28X AR HBANEE 9FF € 4 e AR Ho ol 4
AL dgo] Zhe BAS AETFoEZN AR AJAHRE g olg WA 9
8] tiAFi41Ate] David Chaume] QMg A7 o2A 23 AMEAl7L ofd W3] Hz
g AEUSAE ¢ 7 USF s Ptk 7183 olojtiols AMERE L3 9%
g HAeo U HSE ATE W E 5HT A9 o] MsE I8 2oz Ruln oA
o] U3 E AAEFIA ALEANIA WAFH AHSARs o] M3E F8 £AE oA Wro
Qelel Waz s AMEERE Whajolch olglAl SR 28 AMAle] e WIWEIT B
YA & 4= glo] el Re] Bl odAde] BAEE Roti{26],

® H™Xs=2| 0o|FZAHE(Double Spending)

HAARAFE A dAY dofeleld), o FYUSHA EAKE 5 U] Wl AAP) 012
AR AFE F W o)} AMREE A Holok #it) oo tid digte g M &4 W
2L HEE B HolA P 3ol o] dFo] F H AMEH Ao] ojdx] EojRY 232
BE ZE HAEFY AL GRE A Qe dolEHolAE fA8 ok sh= olgigol
ek FIol= 2ol ARAFE U o BYUS wyog wgoay o] HFL W &
o] &3] AME ofR/EA RE 2ERloR Fojakx] ¢y Tl 4818 uioZ o)9] Ex)

5]

til{ed

-
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R e Pl A% AT AUeH27],
422 WA UBIIE ALY YRES AH|A
A A

thkgt Aozt ojs) HwE 8 ZI Y A3 AL Bzt sjdsojof s M2
e 8 & gojor itk Eg 3 WM UEND ATt A5 £8A4% T8
glojo} gt AE -8A & EAE TREZ3 AR EoRE EdjA o)FojAT}

@ +344(acceptability)

i) Fie SAbt opd Thkgt FI=SAL &3 B Ao A AEE F UATE v
B EFE S 3 7o) FQsith

@ &

Qelldoll A AMS-E= thfst AFE ZHEA SBEE 7 8 o3 ¢ g4
T A F UES BE3E ATES o] sfe] Hesitt

423 MXSHE 98 dEES 2FFA

@ =& (Independence)

AzBlE = Fold FAFEH ALY E= Aas) FHsior gu

® O|& AFZ2(Double spending) 2} 9 =8|

A E AAESAHY Axske Fo| WA ok gk Uut Xuel loiA fz7t v
AAB A M o]F AMo] Utk AHeA Y ARE &8 EE AT w3r|d 37t gl
L TEAY 7IE E22REH AZE £ UEE AUE YA, Azl AR
2 o|FojA 4Al BAP} sFssith 13AM: F U o FUE HAAHE A 4 otk
A o] Gt o) F AL WA= AS-E ARslE Y] HEIRE AFEL TS AAE
ZAkslo] o)F AMgalel AFMES ALY AR-S YoE WS F2 Hslw ok 28
A9 AL o) FAME WAL Lolsht LxEI9) A9 AR AN A AUNFAF L@s)
7o) 3 24 ARz SRS Aok 3T 26].

@ 2HA(Anonymity-Privacy/Untraceability) £&

AREAle] wlgh AR AU 52 HEsolok jitk §, AMERRE 7R AdUg, &
A 52 o2 Al o8lA F3E & glojof fith AR EORHE 1 £9 AERE F
B8, E2E AR F W9 At o|FolAE T Art FZE AR o] Fo]
ks AME & Zo] QIeE AdAS ok gtk olgd BiE: & Mgy A, 53t 54
B7s 59 43 e fdsiAY AxsAAYe] 588 Ho=Y 4 Arjd $AE




A4E AAGANGANNG JRET AP2L FYe A% A7 19

oAl FELE 4lFe] A solof §TH27].

@ O|=’d(Transferability)

AAFEE ¢ ARHOZRE o AelAR 44 o158 & olok &9, o] £ 2F
& Algho] AR FAE B71A) 43 AAA I

=84 (Divisiability)

AAFEE A9 FAL NEHoF olf sisslof gtk olE S0, 25 tAY A= 4%
29| OAE S A& 5 Qlolof st 4719 45EE HAYE 1989 ook it

® °otXist 7| & 4(Secure Storage)

AArEE 1749 sttaleld T PCMCIA 7HE9t 22 AvnlE Fitd] HASH A
Aels WHOR o)f sFsslof gk tol, AEdelr ot i 3 AR
g A5 F glojof @rH27].

43 EC HEES OAHUS

4.3.1 S-HTTP(Secure-HTTP)

S-HTTP¥ EIT(Enterprise Integration Technologies) oA #tet HTTP9 Securi-
ty 4uoltt Z2EZL HTTPAMLSE Fuike ARE ¢ust A" 52 Adske
wiAYZFoln, dA 1.1#A draft7} http://www.commerce.net/information/standards
/drafts/shttp.tstel]l vtk S-HTTP= HTTPE #|&3SHAME HTTPS 22 w4
A 7 T2EZo|Y, HTTPAHYE 243 S8 +2& U= o83ty ArH18][26](27].

(1) S-HTTP Al2Hl CIXlQl SH

@ Enable Spontaneous Commercial Transactions

@ Negotiation of Algorithms, Modes & Parameters

® Layer separation (Don't “Fix” HTT)

@ Mechanism, not Policy, Trust Model Independence, Where do Certificates
Come From?, What Do Certificates Mean?

® Interoperability, With Existing Clients & Serves (w/o Security), With Impl-

ementations of Varying Capabilities

(2) d&5sHHUS
@ Encapsulation Format : PKCS-7, PEM or pGP
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2) Signature Algorithm : RSA or DSA

@ Key Exchange Algorithm : RSA, In-band, “Outband”, D-H, Kerberos

@ Message Digest Algorithm @ MD2, MD5 or SHA

® Encryption Algorithm : DES, DES-EDE2/EDE2, DESX. IDEA, RC2, RC4
® Protection Mode : Signature, Encryption, Keyed MAC

@ Public Key Certificate Format : X.509 or PKCS-6

(3) S-HTTP &

® M=Zol =& Anchor, Method

NEL ZZEZ AAOZ “shitp"§ A & S-HTTPE $41$ sk Anchord
URL shttp://./ HE2 AqZo] AUt EF S (request) ERE “Secure url
Secure-HTTP/1.1" #el2A MZE Method “Secure”& MZo] AHslA] ARtk

© Sz '

S-HTTP& HTTPA# Request-Response 72 7HKZ th o5t HTTP= o
S-HTTP% dtdEg Sal gashid gt meirjeled FILCHA, M2 ojd o3
e R ol AR FEsiA Fahg ZRWME AR ZE&8T

® MBEE ML YSEHEY

- Unprotected : ¢4Z3}s}A] @& #A]
- Signed : ZHAAHo] & FA
- Encrypted : ¢33/t 8 34

- Signed and Encrypted : ¢38}ety AAMEE & £A

v}

(4) S-HTTP &AL

@ NCSA

19943 29%E 10¥0 +8& gaen, 78 WA= A Unixtitmxpaol? +@HYLT
Hel9-Ae BE ERFIA o 8o HAh o] CormmerceNet AAAIEA 243l 7Y
e A0 Z Fd HAAAE WeolAl AFHU

@ Terisa Syatems

ddeos  HEAterisa) A 2"A  FASMA A JPEEIL N U=
SecureWeb Toolkit (http://www.terisa.com/prod/index.html) ojgt= ©]5¢ AF
stz ok o] AMEL 5AL S-HTTPY SSL& EF F8s|FolM 3 E7le2 & =
EE3E AES Mg & doke Aol Atk

tilo
i
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@ Open Market, inc
Open MarketAl= Secure WebServer(http://www. open market.com/products/
servers/secure.htm) 2= 1522 MWi&] S-HTTPF8 AES Ajdly ok

4.3.2 WWW St

ZA5E olg HAPIAdE dFE YWWW)E 7Ifteg oFofzith 12 sjolaiH|
2EZ 7o R fojd AMEAL EHCI2E AT wlEel de] A dEfdlY AMES
AR AT F JAEE AFT Y ErddiME o) AFse Hevite] 7158
S5t AAe] FEE BHHOE HAHS ] ARG A48 aEd fARE BAE AT
g} o)9} 7 9 AAA ] B8] AsiME AAUA HEEE Ae Fud g
A3 BHsfor $ri{231(26](27][28].

(1) de 2otatel 2HIH

@ o Txie EMHH

P& 71EHe s gFst 715S EFELY YA Bon, ZREES 2} WAXE 45
8l7] olgth 53] $8AZAM FEE e W 71RHLR IP spoofing®] thet thao]
fon ANzl Q15-E A8 HAErAL ged 2IYE JHTeR AYSeS dnh 4
< Fxe & w) JH gest A, tA" A% 71HE AT A 8o, JF
Z1%iTro] AlgELt 1 Z1%e] g viekdich wetA 1S I ol AY F2E £AMY
5 3 Az AR T

@ ¥ EatfX2 EMH

¢ BE-AE JeA P A3 Hud Z2IPeia & g 3len, sojHEiE
g I7oE Ao w 53E F2E e 5] EA¢AT HTTP ZEEEHT]
obd thfdt LREZ F 4L AYIEF s s TRt b B3 =20
gl A of7l=le B E(Security Hole) ol 1& & loH, ojRL HARIA 484d o
A7 gk B3] Helle HebgAZk bE 9% 38 2233 dZse] 4YHER o)A
HIZEE B2 BAES FRO B oA 47 A9E 72T 9% E33- 7
glo]u MIME helper 7158 §3l Agse 9 3295 d42 tdd F49
ARE A2 F Slvke S AFshs I, ARl YA ohEE 27t e Relth

(2) 38X JHUE ¢ Ees
9 H|el 9 MMEo] ZIBHLE AP Hls o, Bt dAUZe] AgHe
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Aol o} 28A =AY Belal MELA AZoAle] Heto @ )

© 7|Exel g Eotus

B 7|2 21Z=(Basic Authentication): ARER} Q1Folgty Eel& o] WAUEE HTTPY
g BEoR 2I|RE AFEHIoH, AMEARA dsd AR/ HAYIE FeE vy
okl QZ7)%-S Aok B AFS g v By} oldL HAYTIt HEY
HZ AgsHnz BokAsi

W P ZEj2I(Filtering): th¥-E2) & MujolA AFE, 7|18 AF3 849 F ey,
#27F A& 4w, IP spoofings thet tale] gick 4

@ 88 HB0AM ¢ =ot

B NCSA2| Mosaic/http2l PGP/PEM 215 % 2t 8} NCSAS XMosaic# httpdell
WAlA] astet M-S Aelshe A% Z2 Y AAY 4 JUEE 715E FUHE d
oltl & PGP(Pretty Good Privacy)Y PEM(Privacy Enhanced Mail) 2 &
WA 933t 8 ZEIYA Al 9F R dEsE AT

B ET2l Secure-HTTP: EIT(Enterprise Integration Technologies)oliA 7ids
S-HTTP+= 71& HTTP = TS FMe % wHdold S-TTP&=
DES. RC2, RC4, IDEA %9 #& ?:}.9.5} “]”-‘] 123 MD2, MD5, SHS &9 3
5 ¢rEFH 22 ook 438 %}F_E‘J AYst %A Ak NCSAS w3
frAkSiT),

B Message Digest Authentication: HWIAIA] THOJAAE UF5E 718 AFE 743 X
37] 9%k ZoE AAYES HEY FHE ALHA FEF PSS F,
A sl g o183k HLAYEE gEsiel] Kt

M Kerberized Mosaic/httpd: FAW 22 (Kerberos) = ©jv] MEYA HS 8|y vk
s AE93 AdE T2 agojr). E3] QRAFE A3zt S ol &-3l ulwA kAF
Hol Al2"S 73RS 3L dlou W HAE e d9olA ALs) oAfos
@3ol Atk

® UIEHZA HEM # et

B Netscape's Secure Socket Layer(SSL): €9 E<HE 7/HAshy] 9six 7% o)
AeHT Q= we] vl JiAAo)ZALe] SSLolw o] ey Al AM ik
3 SEME AREHT gk F olojrols § TRYo| sk S5 ASIA H)
AAE dEstste Bobdg AR Adsie ddled, 8§ AFE A AdE 43
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HTE e Bod 44 FHNE olfsn oM HolHIE e AL SHA

ASES B,

433 JAVA Eot7|s

AREZRNAL AL 84S AFs F5= HTMLS B78l74 Sun MicrosystemsollA] &
#& JAVAE Hlo|E FT=(byte code) HEIZ SELZTAS Adsi vk T3 9 A
42 #4E AFe 71gelth JAVAE A MEAES 93ld JDK(JAVA Develop-
ment Kit), & /Hgal glelBej2lg AFsL dow 19979 4€o] ¢#d JDK 1112
JAVA Security API®} JAVA Commerce APIZ ¥3Hstn 1t 251(261(271 [28].

4.3.4 SSL(Secured Socket Layer)

SSL& ®l2}Al( Terrisa) 7} 713 NetscapeAl’l Netscape$t NetSite®) 483 4 =
EEZoltt SSL& At FeloldEZ AF(Certification) 2 RSAW2]3} X 5098 A}
2317 AA odsslE ARE MRS ¢F8 AANIS Es) d4slis whlojth B3] SSL
& MIEHZ Folofe] ¢zt §4el7] Mol HTTPEE o2k NNTP, FTP S A

28 5 A= Aol Ak

4.3.5 SEA(Security Extension Architecture)

SEAT W3CHA 2o T e WWW Security Z2EZZ WWWHSH Z2E
FEo] Uolx BT W3CMe SSL/S-HTTP & ZEEZ9 okgo) oky Hdhs}
o HTTP Z2EEZFH ¢ 933k BAIE 7KHe MESE B Z2EES Akglen, SSL
& TransportZ9] HAELZEF0|F S-HTTPE= HTTPOE HI&d 72AT dre A2

& ZREZo|0N 7|Ee HTTPSY 3849 FAl 52 W3CHAe AL o =
§ SEAE S-HTTPS 7158 83184 78L& W3CaAM HZ At PEPE o]8dh=
Fefolr.

SEAE o|si3}2i¥ PEP(Protocol Extension Protocol) 8] +2Z& o|slsiol 3, PEP
< HTTP ZEEZS AR oA ZosiA 48 4 & "Z2eg &3 ZgE” =
EEZoln, = SEAT ©] PEPE o83 A Wif 73422 SEATEE AT ok

PEPe] i HRE http://www.w3.org/pub/WWW/TR/WD-http-pep.htmiol %
3, SEAC tigk AB= http://www.w3.org/pub/ WWW/TR/WD-http-seacl 2ch
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4.36 Secure Web

OSF DCE(Distributed Computing Environment)+ £4F ¥4 7o) digh AR
ToR Nk MMAE AlFshy AY i HFE EREAM FHE, sEd R A%
Egllo] BAoA 4t 38E AFE] 93 QA Aotk F8 AZEY] FALAE U
TFEE  AMB(Multi-protocol server), SLP(Secure Local Proxy), SDG(Security
Domain Gateway)©]th.

@ CEs ZR2EZ M (Multi-protocol server)

thE TREZ Myl ¥ http-over TCP9 Secure WebS A|HUdk= FAI% &3 7}
8 Web Ajgojth o] AHE o AlAglol 7]E] g Web MHES ¥4 F8IE
g AA =

@ SLP(Secure Local Proxy)

H#AHE BrowserE2 AMESld Secure Webs HIESF UxF &0, Al UNIX,
Microsoft. Windows NT, 95, Apple Macintosh $& $13 BAEe] /M=)

® SDG(Security Domain Gateway)

Secure Webdl tE H ZEEZEE FHAIIE %S 3w, SSLE AMSde
BrowserZ #13} Secure Weboll theh ¢Hdg H&g AFsich

DCE Secure WebdllA AlFslks Heb AMujie dioje] F44(Data Integrity), 4%
?lZ(Mutual Authentication), I28]3 Zo]HAlt} o]8d Secure WebolMe AW &
Clientell & Q& MulA7t AFH, HIFA, ZgolwA|, FAA, AL AMul2st AF=y
BhRol] SSLelA= ClientollAle] 15 Au|A7t vu|elal HIEAl 2 AL Auj2rt Algs

A W,

4.3.7 S/MIME

S/MIMEZ <edle] FEr|tje] Axed Z2EEQ] MIMEZIFd E715E F718
ZIEZF ok Al 7HA] Felo] Het 71%5-& At

- A (Signed)
- dlo]g 433K Enveloped)
- A2} dole} 453K Signed and Enveloped)

S/MIMES 918 dlolelE MIME, #HIAAZA MIME ®AIA] el oisle] Az
% ohas} H2E ok g QEMoENE $208 S/MIME #WAA A2 Aske MIME
A&7} "ok 7R AEE Bt 7leg AlFeke PAE AAAMEE doleY guske A
A daslel "od FE HofelE FAll HoF gtk AR A AlMbE

=
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Message Digeste A2k w]d7lol ofaf 4325y 1 A= vA] wAA 43sel A}
45 AR 712A oA destdct

4.3.8 SET(Secure Electronic Transaction)

SET <t HA ERAA Z2eFo] AHEA VISAASH MastercardAt 3508
At T GTE, IBM. Microsoft, Netscape, SAIC, Terisa 128]3 VerisignA7h A1 94317)
2 g Apleste Az Z2EZojt). SET Hale 19974 5€¢ v 1.00] wHs|glon]
19979 FHHRE SET ZREES uw2s $EX2T0] siEsy Qlg. SET Z2ZEZ9)
3 PR 7|94 AlE, ABYES] 724 8H, I 14 457 QA e, 1
TALEBME FIEaXA), ARl ABAIOEHo], ¢1F7])# Folv, SETe] 7149 Z2E
2 17 55 ZREZ JNTE ZZEE, i 27 ZIEE BV Z2EE ¥
capture ZREZ Fo] glon] AHBF 24 JleBE U453 ¢473E AN 2 3%

7, AARIFA Fol Atk

m# £

2 dpexe @A dHAY s P2 B34S 2Ue CALS/EC 33 adsid 3
oo 233, JIe B 4% EES $%S Y8 em, CALS/EC A2 ¢haA
AY 220 B3] fste SWgUE L2¥ CALS/EC HREIV|e HFE3: Wike 2y
&= o) EFojtt

A7FFR WE2 CALS/ECH iy A ue F358 24, HEES Ages ¥
Ak RES JlE FEZAF FolH, AHlAd U & Ue HEES Mu|idz J)E
ok e o)kl A & Tk

w2t B 47 o)FolEs olelM ZAL E4E ZHE EUlR CALS/EC A9 33
ZQl HEE Qlsle od FRES BES WS B stk

o




26

KRR RO G

12.

13.

14,

15.
16.

17.
18.

i

P

Ao
ot

A% - Aatar, 21471 FESE ARIYY CALS,” EMET ¥4, 1995, pp.13~18
At - ZEge) 390 "AAREe CALS,” g5 CALS/EC 71&¥3] Av, 1996,
6.

1A%, "= CALS 78AH)" =4 E8AR83A, Vold, Nol, 1997, 1.

A7, “F7199 CALSTHE Fushde) 9 SI9A §8 AL 85 CALS/ECE
3], 1993, 7.

A7t - Ul - ojE], "CALS +8& 9% FRUIE” PEASSA, Al3d 1138,
1995, 11,

019)] - oA - 499 - HEH, “FAY

'

ARES " TASHE I9, 1996, 2.

L AEQ - NS, "CALSY @AM 7HE A% BIE” HEED S ool # S

u)3) 2133, 1996,

o1, "B AAPEA BQE" A3E g Bl fA8 SRR, 1996.
. AFQ, "CALS HL" A3g] A Herie 3d S9RES, 1997, 5.

10.
11.

AdAE “AdEdl AF # 7 IR KRNET 97 ##483 U, 1997, 7.
ANG - A - HEE "HAAGAY Bt ALY E 433t vlse] AL AigE] AR
B39} o3 A% gl =73, 1996,

To. Carty, “GTE, Security Electronic Commerce, Certificate Management Sys-
tems,” 9Th CITSS '97, 12-16 May, 1997.

Fred Cohen, “Large Information System Attack Methods : A Preliminary
Classification Scheme,” Computer & Security, Vol.16, No.1, 1997,

ITU-T X.435, “Message Handling System : EDI Message System,” Geneva,
1991.

7328, "EDl ABRBS AMu|2 4" A2ak Fd§ EDI ##7]e A=A, 199. 3.
AL - o|=F, “"EDI 73 #HE EDI Heb Mul2of #gt 14" FAIAHHE G583
A, Vol4. No.2, 1994. 6.

o}, “CALS #Fol @& EDI EQL” ARASH3A] A134d 113, 1995, 11.

folg - A9 - T3], “HF CALS 7S A% FEHES 7l¢ 88 HREIE
U3 U=, 1997. 9.



s AIAR AN YRES AH2 2 BN B A7 27

19.

20. 2

21.
22.

23.

24.

25.
26.

27.

28

ol
oX
-
b
opp
Eick
=
ol
of¥
He
%
b
ot
iy
Yo
(A
of¥
=
N
L
ajy
[
£
59
ol
o
]
2

A%, “EDI B3(Security),” AAZEEA|, A2l 535, 1994. 5.

A4, “CALS/ECTE EERY,” YSCALS/EC FHARS, A28 M0,
Oct., 1997

g, "AAEARN AL B Fu FUY” IFCALS/EC SHARES, A28 274
A Oct., 1997.

HE, AAPEARS ARES J1E” F@FCALS/EC FAARES], A28 A,
Oct., 1997

A, "AAIARSY A FAAF FHA RS, A28 2AAM Y)Y, Oct., 1997,
FAY, “AIARE A% ASRFT ALY FHCALS/EC FHAF818, A28 234
Aol Oct., 1997.

ASFAGEE G ‘97, "RyE ARFA 7 B4 718" A1 SR |e )
<8 AAaf 1997

#H9Y . =3 “An Improved Single Term Off-Line Coins,” processing of
JW-ISC '97. Oct.. 1997.



28 RGHAEEAE RSB E

Abstract

Analysis of Components Endangering Information Protection in
CALS/EC

Kang suck-joo - Kim, Chang-tae

CALS(Commerce At Light Speed)/EC{(Electronic Commerce) is drawing
considerable interest as strategic part of efforts for computerization of the
government and companies and for industry-wide innovation, using Internet and
information superhighway that is widely expanding world-wide with the
development of computers and information communication technology. In the
current industry infrastructure, standardization is difficult but very important
among the parties that want to share the added value, as external environmental
components increase since the advent of computers.

However, information security technology is not permitted to be exported in
light of national interest or high amount of royalty should be paid. Moreover, if
we cannot fully analyze the international standard and imported technology in
order to verify the safety of using them, domestic information can be exposed
according to the desire of the country exporting the technology.

In particular, information security technology should be developed by ourselves,
considering technology protection and export prevention policies of foreign
countries. Therefore, this paper presents information security technology and
standardization trends for several application fields regarding CALS/EC
implementation in our and foreign countries. This paper also analyzes such trends
and proposes strategic direction for standardization suited for domestic

environment.



