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TAn B-Mail systern is one of the maost npoctant services for enterpeise and electronic cormmece end usees
ot the Internet. Howewer, sequtivy for an B-Mail seevice is not satisfied vet, an B-Mail system with seoueity
service Is definitely required especially in electronic cormerce systern. In this paper, an B-Mail systermn with
coufittnation of e-tnail delivery is proposed. The ceerification of delivery of B-Mail message Is not provided in
cotrventional B-Mail systerns. The proposed B-Mail spsten is composed of this ceetification of delivery and
basic secueity seevices. The cectification of delivery can prove sendec’s B-Mail message Is securely senr to
legititnare receivers. The systen is designed and implemented by Java Cryprogeaphy APL

L. Introduction

As E-Marl service s popular, v covers oot only
arademic and research purposes bur alse eoterpeise
and electtovic comumerce setvices. Ao BE-Mail system
i one of very bmporant service in electrotic
commerce becaunse this service can be used as an
iefraseructuce for other applicasices for electronic
commerce services. Bur cuoeeeer B-Mail service does
not provide end users with security services{Eang,
1993, Marny kinds of seruaivy aracks in E-Mai
service suwrh as cocfideewraliy, iowegery, modifica-
ton, and repudincion are the coeses of pefvacy
breaches and  sensteve  enverprise  infoomarion
disclosure. For protecting from these kinds of acracks,
autheoeirarion  for  idecndficarion of an BE-Mad
origitwrot, corfiderrialiy for E-Mail message, and
noo-tepudiation for deltvery and cotweties of BE-Mai
ate required for E-Mail sysrermyChe, Kim, Lee, 1998).
Currertrly, cne of the popular secure E-Mail systerms
15 PGP{Ptetty Good Privary)-based E-Mail system
thar uses coyprographic keys of RSA and IDEA. And
PEM Privacy Enhanced Mail) is alsc coe of tharm bue

conplex in archivectore. Acd recendy, 3SL-based
secure B-Mail syseems are incrodeced in public. In
this paper, an E-Mail syseem thar an otdiginasor can
prove deltvery of an E-Mad message to a legitimate
teceiver as well as E-Mad message encryprion, digical
stgnanmee, and public key based encrypticn ey
exchanize &5 designed and irmplemecred. The system
ts implemenced using Java Crypro-APL and Sun
JCE(Jawa Cryprography  Bxeersiony  compacihble
cryprogtaphic classes. The concenes of this paper is
conposed of basic seeocture of an E-Mail system and
security requiremetics of an B-Mail in chaprer 2, the
atialysis and proposal of cerdficarion of deltvery of an
E-Mail message in chaprer 3, the destgn of the system
ity chaprer 4, and the implemernration of the syseem in
chaprer 3.

2. Structure and Security Requirements
of an E-Mail System

2.1 Seructure of an E-Mail Sysetem
Breefly speaking, an E-Mail syseern 15 coosiseed of
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arn E-Mail message and o MTA{Mai Trarsfer Agere)
thar travsmits an BE-Mail message. And the E-Mai
message is cormposed of an etvelope, o header, and a
bedy. And the envelope & composed of message freld
thar can be comnmonly applied w0 2ach redpienr and
vecipierr field ther can be applied to individual
recipieer. The header &5 filled witch the definirion of
type of the body. And body 5 container of vardous
type of dara such as vewr, woire, Image, and
multirmedis. As shown in <Figare 12>, a typical
E-Mail syseern s composed of several TIA(User
Agerr) and the process of rransminting o messaze
froom wser A w0 user Boas follows{Che, Eim, Tee,
1998);

Stepl - User A wiites a mail message and transmi
frto alocal MTA

Then the mail message is srored in the
message queare of MTA and MTA transmirs
the mail message o the destinarion MTA
thiough mid-MTAs.

User B, thety, chedcs the ioroming message
of MTA, gets the mail message thar was
sert by ser A

stepd :
stepd -

* TTA{User Agent)
UA provides E-Mad end users with incerface
betweety user and message ttanster ageer such as
graphic wser irretface for fMEssage transrission
atd wacsmiced message.

* MTA{Message Transfer Agent)
MTA pedforms transminting mail messages from
subsetibers to legitirmare recefver. MTA also
manages (neoming aod amgeing message queeres.
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Rgure 1. Typical Intecnet E-Mail System.
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Ierertier E-Mail system provides end wsers with
cotvenience b oot provides security such as
tlegitimare  message  mooiotng,  modiffeacion,
masquerading, and repudiarion of mail messages and
otigiturotsKang, 19933

2.2 Security Requirernents of the E-Mail Syseermn

For gumaraneeing E-Mail service is seowe, the
following secutity service &5 required {Chot, 5o, Lee,
19935; Cho, Kim, Lee, 1998).

{1} Cowrerr Confiderwiality

Ity the E-Mad contexr, a tratsmicted message is
requited = be read by a legivimered cecetver. There
is o points of eavesdeop or mooiroring the cotrents
ot history of the transmimed message from the
setidet to the legidmared receiver. It is possible by
using  asymmenry  and  syrmecry  cryprographic
algoeithims.

{Z) Cotretw Ioreprey

Like correnc coofidencialicy, cotreer fewegtiny
means cotcers of the ravsmirted madl message did
aoc change while preparing message transmission,
message trarsmbaing, and receiving the wravsmicred
IMESSagE

{3 Autherticarion of Message Otigin

The wmrthentcadon of message odgin provides
legitimmare recefvers with assurance of ideneificarion
of the sender, otigin Ir s possible by wsiog digteal
SLELENILE.

{4y Not-tepudtarion of Origin

Whet the legitimate recetver receives the trans-
mitted mail messagze, the recetver &5 required to
vetify the idenificarion of the message origin

{3 Not-repudiarion of Recetpe
Afrer travsmissiog of the mail message, the origin
ts requited to veify the receprion of the transmired
message by the legitimared ecefver. The verificorions
of receprion are cerdficarion of delivery and cotrers.
* Cerificarion of Delivery
It mmeans the assurance of reception o the origin
thar the transmitred message Is recetved ooly o
the legitdmare rcecetver. The poioe s dhe
legirirnare tecetver himself gets the messaze.
* Cerficarion of Cotrerics
Ir mears the assurarce of the thme of the message
teceptiot of the legiimare recefver and cotterrs
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of the message to the recetver. The rerdficarion
of correrr &5 for the sender.

3. Certification of Delivery

The servire of ceniffrarion of delivery is relared
with the rerificarion of cotrerrs and i is sirilar wo
the registered special mal deltvery service in post
offtce. For applying this service to the E-Mai sysrer,
ditert method  and  medizror method  are
required(Parle, 1997, 6). I this paper, hybiid mechod
of miwame of the diterr merhod and the mediaror
methed s propesed. The hybiid methed s simple in
rertifirarion of B-Mail delivery.

{13 Dirert Method

The E-Mail message is cransmicred by TTA throrgh
his MTA w the MTA of the leghimare teretver
directly. The MES{Message Handling Syseermy is
cotsidered as one of the diect method. Although
thete were many tiials for cerdfivarion of an E-Mail
message delivery by the direct method, the proof of
teception was ot propetly trplermnenred berause of
uefair telatiorships berween sender and  recetver
when precfing the E-Mail message delivery.

{2 Medtarot Method

The mediaror meched for cerdificarion of an B-Mail
message delivery is fvelving a crasced dhied paccy, &
mediaror, petfooming vetificarion of E-Mail message
transmissiotr. B this methed caurses overhead of
commrrtication protorcl and makes system more

conplirared.

{= Hybtid Mechod
Ore of the major coomdnmions of this paper s

Certification of Delivery protocol applying ZG Method by Trusted Third Party
Receiver

Originator Trusted Third Party

sending
encrypted massage

verifying signature

certification of delivery
by verifying signature |
of replied message

signing and replying
only for p

onto the message

Ks, Ds (K9

Ks,Da(Ks)

Da(Ks)

Fgure 2. Peoposed Ceetification of Delivery Protocol.
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. Security API A
JCA
JDK 1.2 | Java.security . Java.security
! I java.security.cert
Other | Access control, Key, MessageDigest
core classes | permissions ! = :
,  Signature, etc.
JCE 1.2
javax.crypto
Cipher
N v

Fignre 3. JCA Architectuce.

propostrion of hybeid methoed thar is stems from
modifying the weakesss of the mediaror method
andreferetwing the ZH{Fhour and Gollmane) method
thar is ocoe of fair ooo-repadisdcn protccols{Pads
1997, &), The hybeid method dliminares the
certificarion of conrerrs in the mediaror method and
ernphasis o the certiftearion of delivery.

4. Design of the E-Mail System

4.1 Java Environments

As Jave is pladorm independent, i is useful for
tesralliegg f the E-Mad Syswm thar provides the
certificarions  of E-Mail  message  delvery  is
trrplemenred i Juve envircoments. In this paper,
the componerrs of the primirtve functions of the
system are from Jave cryprogrephic classes thae are
developed by the airchoes. As shown in <Figuee 3=,
the Java coyprography package is based oo the Java
Security APL The prepatation of Jave cryprographic
classes s referred to the JCA(Java Cryprography
Arhiteenizre). The JCE(Java Cryprogtaphy BExrerstory
15 the ewtension of the JCA and coomains other
cryprographic providers such as Sun]CE. The JCE 1s
the exenston of lbrary of de faceo standard of
cryprog mphy{Chot, 5o, Lee, 1993; Sun Mirtosyscarms,
1999).

4.2 Crypeographic Modules

For providing the cerdficarion of delivery ten B-Mail
systerry the Java oypmgraphic modales are desigred
Especinlly, SEED and BSA coyprographic algoddms,
woc provided i Java cryprographic package, ae
developed and aee fnserced a5 a cew provider in the
file ramed javaseniny in the direcrory of jeef lib/
SECLIITY |

sentity. provider. 3= developers.coypro. Provider



Tesign and [mplementation of & Secure BM ail System for Blectronic Commerce [nformarion Bxchange ail

And the following feformarion is adds usiog ‘o’
cornmand for class mapping o these algocthims o
the ‘developersjava’ file thar is cewly regisrered
provider clags.

pue "KeeyGenerarcr SEED", "developers.crypro.
provider. SEEDE eyGenetarot ),

pr{"SeceetKeyFactory SEED", "haneam coypro.
provider SEEDSertetKeyFartony™),

pu "Cipher SEED",
"developets.  cryproprovidet SEED™;

{1} Message Bnerypeion Algotidhn - SEED

Seed 15 o symmeric block cipher. The cipher bas a
block size of 128 birs and a key size of 128 bits. The
cipher has been desizeed based on the Feiseel

SCOICOIEE.

The block cipher Seed has the following feanres:

* Glebal stoctire - Fefseel cipher

* Blod: letigth - 128 birs

* Eeylength - 128 bies

* The cumber of rounds - 16 rounds

Seed can be used for providing confidecnialicy ar
eleceronic commerce i KOBREA. SEED has been
developed and has been proposed for standardizarion
i EOBREA.

{Z) Digiral Sigrarare Aleotithim - BSA with SHA-1

SHA-1 srands for Seorre Hash Algocthim. It was
devdoped by dve NIST{ Nadonal lestinme of Stacdaeds
and Tedhenlogy) in conjuertion with the NSA. Like
MDA, SHA-1 i hased on MDd. The thanges made
irn SHA-1, however, are considerably differerr from
the changes made tn MD3. Alse, SHA-1 produces a
message digest value ther is 160 bits long, which
Itwreases frs resistance vo arcack.

%) Sesston Fey(Syrmurerric Eey) Bwdhange Algoeithim -
BSA
RSA iy one of the public-key coyprographic
algorithims, and one of the mose widely used coes.
The public exponerr and the modulues togecher are
koown as the public key; the secrer expotent and
the modubus cogedher are knowe as the privare key.

4.2.1 Message Encryptinn

The nmessage encrypricn is consised of & enorypred

session by, o enorypred message, and o digiel doraree.
< Fignuee 4= epices the process of message encryprion.

originator’ssessionkey  receiver's public key e
encrypted message

encryptingjsession key

y encrypted

] ) session key|

encryptingjmessage

encrypted
message

AI |—> signature

originator’ sprivate key

message

Figuee 4. Diagram of Message Encoyption.

(1) Using SEED encryprion  algotithm, B-Mad
message is encrypred
bprel] badpPlaintem = bodpzertBpnes),
Cipher cipher = Cipher, genlrstancel"SEED', "DEVELOPERS",
cipher. ninCpher ERCRYPT MODE, sesionfer);
bprelf bodpCiphertes = cipherdofinalibodeFlaintess),

(Z) The SEED session key is enveypred by recetver’s
BSA public key exchange key and RSA algodrhen
cipher = Cipher . getinsrance"REA" "DEVELOPERS",
cipher.niciCipher ENCRYPT MOTE, therPablicKer),
brprel] session KepCipherrezs =
cipher.dafinal{session®er. zetEncaded]);

(3 Using SHA-1 algotithm, inpus the E-Mail
miessage and gers o message digest And using
serder’s BSA digital stgranme key and BSA
algorithim, creares digieal sigraninee.

Messaoelnpest md = MemareDigest, perl natanse" 5 HA-1";
pich apad ane(badp Pl ameess);

breel} msg_digest = md digest);

Signarure 5 = Signanire getlnsrance ("RSA", "DEVELOPERS",
saniraizniow P rvarefer],

sopdare(msg_dizest];

brrel bodpSignamre = ssignd);

4.2.2 Message Decryprion
The received message & decrypeed theee deratled
parts a5 shown o < Figure 5.

receiver's private key

decrypting session key
encrypted message '

NENE
encrypted _r;:_______é
session ke decrypting message
i, Al v
e E==0y:
encrypted ' H
message H -
H SHA-1
H
signature :
T[]

1 decrypting signature
originator's public kev

Figure 5. The Diagram of Message Deceyption.
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(1 Using RSA algodthen, dectypes SEED sessinn keey.
PrivareRep aur PrivaseRey =mBerManazer, zerPrrvarc e,
Cipher dpher=ipher. getlnaranca " REA" "DEVELOPERS",
cipher. i Cphe DECREYPT MOTE, owPrivace i ev);
bpeed] ssssionfeplancarc=cipher. dofinaliesionRepCphertenr);
Secret RevBactary sk = SeaetferBactory. getlnstance

{SEED","DEVELOPERS",
SEELK ephpes seedipec =new SEED Kepipec

Caesaraney Flainnesr, 10;

Secret Key sessianKer = sk genaratebecrat(iesd Spec),

() Using SEED algorithm and dectypred SEED
session key, dectypts encrppred roessage.
cipher = Cipher getlnstance"S EED", "D EVELOPER ",
cipher, it Cpher TECRYPT MOTE, sessianier);
breeedT plaincesr = cpher.dafinalbodpCpher tesr),

(3 Usitg SHA-1 algetithm and decrypred message,
gers A message digest. And wverfy digieal
stgtianoee valuee wsing BSA algoeicthim.

MessapeDpest ma = Mess aoeTzest. metlnstance! "SHLA -1
e apdars{plantes);
brrel} meg_digest = md.digesn]];
Signanurs s=Sgnars, gerlnsance wiA" "DEVELOPERS",
sinicVer fricheirPoblicKer];
sapdareimsg_digest),
f EoerfribadpSiznarare]) |
newe MessapeBerithis, "Siznanare Cermife ave Suocesa " ' +
"HEHH Sipnarure Vertfiod.) AE A",

1
else |
P MessageBarnihis, 'Signanre Cernifians Paded " " " +
"HHH Sienarre Vernified Faded #4# ")
1

4.3 Certification of Delivery Module

As showe fn <Figure 62, the message otigin s
able to verify the deltvery of the transmireed messaze
to the legitimare recefver. For digtral sigoacore,
SHA-1 and BSA 5 used.

(1) When the message odgin  requests  the
certifirarion of delivery, ceanes eovrypred rressage
sarne a5 4.2.1 in this paper. And adds a flag of
request for cerdficadon of delivery o the
ecrypred rresage Thee seeds ie to the kegiimre
CECEDvEL.

Srring unbraken = "Cerrficasion of delivery " +

basetd, encodeipl winter);

- Ok-Haran Byeon - Tal-¥oo Kim

Originator UA Sender UA

encrypted message

=
— Qe
MTA -@ MTA [«

sssssssss

Figure 6. Certification of Delivery Module.

(Z) When the message otigin requests the
cerdftcaricon of delivery, creaces  encrypred
message same as4.2.1 in this paper. And adds
a flag of request for cerdificacion of delivery o

the encrypred message. Then sends & o the
legitimare recebver.
Srring unbraken = "Cerrificanian of delsry: "

+ baselrd encodelpl ancert),

(3) When UA of the legitimare receiver chedks the
flag of request for cerdfication of delivery,
vetiftes the digival signanme, signs with his
pivare digital signarere key, replies to the
message otigin with the encrypred message.
Firerarn flag == 174

ProvareKer aurPrivaeer = mEaphanazer gt Privans e,
Messazelrgest md = MesageDigest, gerlnsranes"HA-1");
mdapdarsbode Cpherresc),

breeld meg_digest = mddigese]);
Signarre 5 = Sigrarre perlnstance O RSA, CEVELOPERS"),
s IR IAE o g PrivaneRer ),

soupdaneimag_digest),

bpeelf bodpSignarure = saizng,

3

(2) The message oiigin vedfies the eeplied rressage with
the digital sigrwrime vetficarion for confirrmerion
of certificarton of B-Mail messaee delivery.

if (receiprflaz ==1) {

Signarares = Sjgnamregcerinstancel REA', "DEVELOPERS",
s.macer fpihenrPablicier],

soupdare(msg_digest);

i & e ifpibadpSiznarars)]

R Message Bosthis, "Signarre Cernificans Sacces ),
MU FEHE Carnificaian of Drelver vl in" +

"N Receiver read madl #EFE VR
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alss
reve MesagaBaz{this, "Signar re Certficane Faledn',
T S Nerrificarion of Drelivery Failed} ##4# \vn"

5. Implementation of the E-Mail system

3.1 Major Components

The trmplemecred E-Mail syseern is provided in the
form of E-Mail clieer. The major componetrs are
Ciphethfail class for message encrypaon/decoypricn
and cerdficarion of delvery, and Massage class for
storing  and  maceging  of mail  message. For
irplemenred in the form of B-Mail dienr, iv s easy
e itstall w0 converrional Ioterner E-Madl systam and
there is o0 need oo change in the pare of MTA. The
<Figure 7>=. describes the classes for CipherMail
applicaticn module wstog Message class.

{13 POP3{Mad reretving class)

POP3 petforms receprion of incorming BE-Maid
messages and gets the received messages o the
specic B-Mail dierr system

{Z SMTBMail senndicwg class)
SMTIP helps cwgoing E-Mail messages o the
predeticied SMIP mail seever.

{3 Composer{E-Mail Ediror class)

Cormposet helps senders with the med ediving
service. Senders ate requited to input recebver's
E-Mail addeess, subject, and message and select
tevebver's RSA sesston key exchange public key.

{4y Crpheehail Maio E-Mail Window class)

This class s main spplicaticn  window  for
managiog o B-Mail message lise and displaying the

Fgure 7. E-Mail Systern Module.
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coorents of E-Mail message. Aod dhis class pedorms
encryptiot, decrypriot, and certficarion of delfvery
whet the Composer class requests.

{3y EeyManaged Key gevetarion and Public Ley
maragemecr class)
Generaring  BSA key paits, ooe for digeeal
sigrmnree and the other for sessicn key exchange,
atd menaging public keys of legitimare cecetvers.

For these operations, creare method, gerPublick ey
method, getPeivareEey method are as follows;

prablic stackc KepManager coeate(Srring fils, Stoing nams,
WepPair pair) {
KerManager ki = new KepManagernames, pair),
kmomBeyEie = file,
return ko,

3

pablic spndhranizad PublicRey getPublicReriSoring nams) {
i fname eoquals et amel])) revurn getPublickerd,
rerurn petldentrpiname) zet FublicKerd),
1

public PrivareKey getPeivateKey(d {revarn mPrivaceKey, 1

5.2 Implementation Results

3.2.1 Message Editing and Sending

E-Muil message ran be sent with theee kinds of
mede: mode 1% oeomal B-Wail ceaesfer, mede 25
E-Mail transfer with digiral sieratore and message
encrypricn, and moede 3) mode 2 phes cerctficarion of
delivery. Users ate required to selece one of the theee
Linds of E-Mail wanster mmode. I chis case, azser selece
micde 3, use certittcarton of delivery io <Figue 8.

e Mereaga |

Rgure 8. Sceeen display of Message Composition.
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Certification of ddivery. AAdSam5hZGhAAAAg
XUZrop+IA TONIEZXAIQUAX7PPY St TARARIOHSL 6
MjPTuyeDMpH+SOE+HL UI4+BNK 2Fwangzg dgwG
GiTdBVNTIZ18y Dhars Tl Y svAOMtRxanB5y 7clojk

UKV QIBRO930Z7AV GWAV AARDIRGY XXY LAAAAG
Fur8S7UY EW7a50hB50yjwwHSMZUiZ3Y xyg2ZNRf
VKRA 222ZBDJAVMEHNNIOL+CY FRgKImipdyonC

Figure 9. Encrypred Message.

3.2.2 Sigrarere Vertfication

E-Mail clietr of the legitimare ecefver tecetves the
message and verifies the digival sizranme. <Figuee
10 shows the resule of digiral sievarmee veriffrarton

alBi=

El] i

Fgure 10, Sceeen display of Signatuee Vedfication of

Received Message.

3.2.3 Certiftcarion of Delivery

The E-Mai cliecr of dhe ceceiver fnplicicly
opetates the cercificarion of delivery and the resule of
this operaticn goes to the E-Mail clisnr of message
otigin. The <Figuwe 11> shows screen display of
ackeowledgemerry of delivery from the legitimare
recerver's B-Mad clienr.

5.3 Comparison of Other E-Mail Systems

Ity this paper, the resule of implemeecaring provides
wsers with roefideneialicy, message tregrioy, message
otiginn and contetrs mohetcicarion, and  ooo-te
pudisticn. And it provides cerdftearion of delivery
thar is ooe provided in PGP and PEM. Table 1 shows
the compatison of seoxity services of PGP, PEM and
proposed E-Mail syscerm.

Shin-Young Lim - Ho-Swog Ham - Ok-Haan Breon -

Tal-Fun K

L} b |

Gk BaE Mok MR

Figuore 11. Bceeen display of Certification of Delivery

of Retum Message.

TaHe L Cormparison of PGP, PEM and Peoposad E-Mai Systern)

Proposed PGP PEM
Sustem

Provided

Security Service

Message
Confidentiality

Provided Provided

Message
Integrity
Origin Authenticatiop

Provided Provided Provided

Provided Provided Provided

NonRepudiation Provided Provided Provided

Certification of

X Provided
Delivery

Not Provided Not Provided

6. Corclusions

Ar presene, the Iereroer B-Mad service fs exposed to
the vatious types of senumiry amrades. For protecdng
these seouniy arcacks, mary kinds of secuee E-Mad
systemms  ate presenced  withour sadsfying  user's
secutivy requitemencs. In this paper, a oew wpe of
E-Mail sysrermn that provides the cerdfication of
delivery of E-Mail message is proposed. And chis
E-Mail system alse provides corwendonal secure
E-Mail service such as message enctypriot, decoyp-
tice, and digital signanme. The proposed model s
desigred and implemenred by Java ecwircomerrs.
One of the side effeces of this peper &5 the Java
Cryprography package thar was developed by he
aathors. This package provides pladoom indepen-
detr schuricns with Java developers. Certifirarion of
cotreties o BE-Mail message and a faic E-NMad
delivery model are some of further stedy it this

paper.
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