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Abstract The causal message logging is a low-cost technique of building a distributed system that
can tolerate process crash failures. Previous research in causal message logging protocol assumes that
the number of processes in a fault-tolerant system is fixed. This assumption makes all processes
modify their data structures when a new process is added or an existing process terminates. However,
the proposed approach in this paper allows to each process retain identifiers of only the communicating
processes instead of all processes. This mechanism enables the fault-tolerant system to operate at
many different scales. Using this mechanism, we develop a new algorithm that can be adapted for
recovery in existing causal message logging protocols. Qur recovery algorithm is 1) a distributed
technique which does not require recovery leader, 2) a nonblocking protocol which does not force live
processes to block while recovery is in progress, and 3) a novel mechanism which can tolerate failures
of an arbitrary number of processes. Earlier causal message logging protocols lack one or more of the
above properties.
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When a process P; send(receive) a message to(from) P;
if ( Pj & CSets) {
CSet; = CSet; U {Pj};
logging CSet; to stable storage;
}
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Pojo] ZMA7t FESUA FOE, ZE T2 A
oA FEE gele Aol o, 27 Al FAE
FYPY Z2A2E F, CSetel 3 ZEA2EA
Termination HAIAE Btk %3 Termination WA
AE B TRAHAE CSet BEEoIA F8 mgAlxg
APARE AR old TR TAXE GUE ZF
Hjz=9] Ade) i3t JRE AT & 4 fz, T8
AAA £ WL BEFOo} S} o] BAls &9
28 (output commit)EAI9} 2tk ol Asr] s}
o, FEIE T2A e BAYYE ZEAiERE B
AR AEE HEY Folof Itk FFIe= TEA2
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Y gagse oy 29 ¥k

When a process P; want to terminate,
for each process(P;) in CSet;
Send Termination(P;, determinats which received
from P;) message to Pj
Wait until receive all OkTerm messages;
Terminate the execution;

When a process P; receive Termination(P;, Ds) message,
Save the determinants(Ds) on stable storage;
Send OkTerm message to P

a3 2 TRA2 £33 A9 ¢ngE

B4 73 A Z2EZ T3 Yl 1Y 38 F
ste] ARzl $H Z2AA P BN 2Ry,
Zg2AHA PoERE HAlA o, P&
CSetzd F7}13)3, Z2AH2 P3ollA HAA] mE B
WA, PsE CSetzoll F7V8HaL, olFo wlA]A]o)] tha)A
(mg,mu,mizmu,mis)= CSetz2l W7Zo| gtk CSetdl
gt WAL S AFFL FIshe RS Wik
Z2AE P Z2H2 PEFH AR meE By
A CSets9ll P2 F71811, mss HHY o], P} olv
CSets8] Y402z 27134 &erh 18n, Pt &
2E stnA e BS A4l CSets 929 PolA F
BEE ¥l Termination MARS} PE2RE Q3}4E
AR} 276 93l wre AR myst meol Wi 4
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BE QHA® ARFX | AL OkTerm HAAES
Psol Al Bl OkTerm #WAAE W Pse 5398
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o] AolMe MEdA AFF 71E AAFH WA 2
7ol Zt1 Sl & A HEEHA EALL #Es)
g 3E daEFS AU ZEA27F Ao &
A, A FPA Ags E HAR ARIE FolR
NEE ZgA27 AHER). 3B ZZAzdA Fo
2 A e OE Tz Azl uiFr|FHoz AR
g2o] M dBEE HE = o mEA, B =
EAze Agoz U] doid PAA] BE(F, FH
A A AR)E FFsol Atk o]E A A
&= ‘3"‘@01}/‘1"& Eg EZI2ANZA FARFAE sTe

HARE BYA, Adshe WA 27 AAlw
BAg ‘Bﬁ Z2A2EgqA AAAE a7 o
g ZA22RE LS FAAYAE ui"go= AFIPL
shd AdTE WY ez 3E3A "o

Az e ZaAze ZAIE ZEE F7] A8,
Alvisie= 134 $A(causal order)E ©]8-3531[6,9],
Elnozahy= B4 Z2M2Ee] 338 HWFEA 3AUM4],
3E AuE 5T FEHFE PUE ol gstari4l.
a8y, Agste JIYdME Z2A2 Pol A o
3o, HSetEle Ol & AZTRE o] &34

3) BA 25l Naming 7o) Slaiel, Rito] RAR T2 A
9} 8L 93 MFA WM A2 AFAe ¢
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(HSet;]] HSetre AP ZA, 27 & (Plolm, €2
T ZEAl2 pol oid 23AE a7Ee 2
$ho] WA T2 AX0] AFrto|tt

Atets #8 gnEe 2 $4 T2A 20 9
3 AAAE a7 ¢nEEd IES Fe dE X
ZA2ES GneFo dth Aol LT ZIA
25 PERbAL P AARORRE L2 A2 e
AaTZE FEs UM, HSet®: 271380 2RA
ARE 537 sl CSetoll &3 T 2A|200A)
HelpWAXE 2A @tk HelpWAlXode 2% 24
Z2 A2 AERR P, HSet:ZF W&o= 2tm Sith
Wk PERE Help MAIAE B2 Z2A2 Pt A
39 As-ole pel AHA HARE 2= Orderinfo i
AMAE PollA A F4.

woF Ppb Agto]l WAl A FF Fo
2 PRE PE Y3 Help WIAAE e 73
= @t oju, Pt P 59 ZEA=A F Utk §
A, HSeto| THHA Gv 3% P A3 24 A
Pio] ARZ ARE TE ZaiioA] JAEge 7s
ol slemz 2N B HIRA CSendl &3l E
E ZEA2A P2 2FAE 87se WAAS B
WA "k CSetol &8l ZzAAZRE Ppo] 2AA
A8 FHY Pie Aol Za A Po 23A AR
o 3% ZRZA HEE e Orderlnfo AIMNAE P
AA HAedtc} whA, Pt HSetid 942 3$E P
7t Aol AR T2 A2 P AARAE Y3 9
g 9dEY AAE FPta UAAY dsdES vE
dok ol FAFE 3 Je ASE Pt PEX
B PE A Help WAAE 2 AM3te Fo P
(* PYEEE P& 913 Help WAIAE o2 399
th o] A& A P} Py, P, P 25 Af] &
A% Afoln, Pt 858 PO AAA AHE PE
53t pollAl AQEEE PoAls 2R3 ARE A
23 dart givk =3 A99e 483 A pEYH
FA% Help WA Hell Pyt 8" Ao=2A,
olr] P2 9% AR AR £3 L AL 9539
22 v wekA, Pyl HSetd 942 4% 4
AAE Ags] & gart §v) W 2440} give
OrderInfo WA AE PolA Agdch

A BAE FRAPY BE ZZAAZRE
OrderInfo WAAE 3 AR ARE FAY P
ol HEE o83 AFysiE d@d AGAEst

oo ZEA27 Ao 2R IES A3 duEE
ad 49 7leHo] A3, HAES F= UE ZEAs
o dxnEFL 29 59 Jled] Utk

o
T

=
=

S; < the latest checkpointed state from stable storage ;
Restore data structures including CSet; ;

HSet; ={ Pi };

Send Help(P;, HSet;) message to each process in CSet; ;
Gather from Orderinfo(P;,
messages

determinants determinants)

Replay the execution from determinants and recover to a

consistent state ;

29 4 ZEA2 Pio 4% 38 dmaE

//Py receives Help(P;, H;) message from P;
IF ( Py's state == live)
Send Orderinfo(P;, determinants of P;) message to
P
ELSE {
HSet; = HSet; U H; ;
IF ( P, & HSet; )} {
HSet; = HSet; U { Py };
send Help(P;, HSet) message
to each element in CSet; - HSet;
After getting replies from the processes
which receive Help message,
send OrderInfo(P;, determinants of P:)
message to P; ;

ELSE
Send OrderInfo(P;, no determinant of Py
message to Pj ;

HSet; = {} ;

a9Y 5 ZTEAA Ppol Help WiAA He] dxee

Agete dudEFE 28 62 /AT A¥EE o
3 gk Z2AX Py Aol wAsd, AN 3 A
AARE AR G AR AESA Ha, 9E ZEA
2ol dBYE FAANA F7] A3t Al A A
¥4 Z2AXE F, CSets®l Ya(Pr, P P)ESA
Ao 2Ry we AAPAE 273 Help WAAE
Bty Help MAAE B TEALEL PR RE
< 2R HRE FAFA, PollA dgs| Fofol

% E
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B Py ol PyollAl Orderinfo WAIRZ Adsld
Frh 28, Pre A2l 34 JAFe e BE T2
2Z2RE W Orderinfo WIAAE Hlgto 2 A43)3}
o A3 AGAE=E FxaA Aok

e
P, \ / " ¥ 9‘ \\ \'\
Pa} el-l /'\ '
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0 Checkpoint
§ Failure

E—
App. message

- -
Help message

—_
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