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Development on Intrusion Detection, Based
on Blackboard Architecture

Woo-Chul Shin'- Jong-Uk Choi'

ABSTRACT

In this paper, an architecture is suggested which efficiently detects intrusions in network environments. In the
architecture, the Blackboard-based agent coordinates opinions of several independent agents which are performing unique
functions, by resolving conflicts and reconfirming notices of intrusion.

In the simulation, it was found that conventional agents judge simple resource access activities as ‘intrusion’ while
blackboard-based agent reserves the judgement until additional information confirms notices of independent agents.
Reconfirmation process based on additional questioning will reduce positive errors.
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#/ Blackboard Controller...
long CALLBACK CIDSDIg:Blackboard(int iMessage. LPARAM IData)
{
default monitoring...
CAgent m_Agent!
m_ListBox.AddString{"Agent © Monitoring status...”):
m_Agent.CheckResource( ):
int index = 0:
switch(iMessage)
{
qyxelE 98 T4H98 AL
case MESSAGE_SUSPICIOUS:
{
m_ListBox AddString("Suspicious action reported '"); - controls...
m_iNormal = 1; UpdateData(FALSE):
fortindex = 100: index < 200: index+-}
m_Progress.SetPos(index):
InvokeAgent();
!
break;
RS RS AT Hel
case MESSAGE_CONFIRM_INTRUSION:
{
Kill Timer(1);

m_ListBox AddString! "Reply from agent  Intrusion confirmed "%
;Ao WE
m_iNormal = 2;
UpdateData(FALSE):
forlindex = 200: index < 300: index--)
m_Progress.SetPos(index):
}
break;
Y oojiol ggg el
case MESSAGE_NEGATIVE:
{
m_ListBox AddString{ "Reply from agent © System Normal..Intrusion Negative.."):
/AR HE.
m_iNormal = 0
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UpdateDatal FALSE).
fortindex = 200; index > 100: index--}
m_Progress.SetPostindex)

!

break:

RN EE

case MESSAGE_TIME:

{
m_ListBox. AddString!"Query to agent for further detection ")
InvokeAgent():
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