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Abstract

In this study, we propose a model verification algorithm based on DCT and neural network for
ATM security system. We construct database about facial images after capturing thirty persons
facial images in the same lumination and distance. To simulate model verification, we capture four
learning images and test images per a man. After detecting edge in facial images, we detect a
characteristic area of square shape using edge distribution in facial images. Characteristic area
contains eye bows, eyes, nose, mouth and cheek. We extract characteristic vectors to calculate
diagonally coefficients sum after obtaining DCT coefficients about characteristic area. Characteristic
vectors is normalized between +1 and -1, and then used for input vectors of neural networks. Not
considering passwords, simulations results showed 100% verification rate when facial images were
learned and 92% verification rate when facial images weren't learned. But considering passwords,
the proposed algorithm showed 100% verification rate in case of two simulations.

WEM 5t

I.MEB

214)7] Hejut]o] Zr 3} AsjdlAe Al it

* IEER, Eakak BT8R

(Dept. of Electronic Engineering, Chodang University)
™ IEER, RS EEEE

(Dept. of Electronics & Information Eng., Dongkang
College)

T HT20004E3 A6 8, AR E A 20004£7H2H

274

AR ¥eot 1Y F83 A7 2 Aol 3
FEIE o837k ANl AREAE §F AAFAE ©]
B8hs wloledEd 7)ol wol o]4sx ot =
5 A=, AT, e, A ARAAs 2
of AFE HlA rles o83k st AR
7] AR RE o)8she el At

olF F I WL ARgAle BT FAe
A A 8771 §lo) mAEA oz AdxA o]
42t e & 2 e A W s delsia
AAY L el EY Vg A= ot



2000 95 ETTHeH

e g% 214)7] ARzt 9 53t ARl =
71 AdE fEide dAred dE4] lee] vt
ZA] gHEoof 3t

IS 97 AT o= A HheE A7
3 gtk LD. Harmond 993 AAlelA 971¢] 7]H
(fiducial marks)S ©]-43te] 7|47 A, 7147 712
7], o} out Fdle] b4, 3 FEAL, 4FY
HAS B2 10 SARE ol8sld 4F e
Azstdx™ KH Wonge A 34g o3t o
= & (face outline) ¥ EAHT Az & o]83}
o Azjgte] Wb x| wel JEAE Aeshs WY
02 qlAle Amslich?, Sirovich&} Kirbye 40|
gle 92 dAbdl e KL ¥ghe H843le] 938 &
el wpde aolsllcld o] whe mE edate)

KL @l &% 24 ko) b 238 Al

of AFAE & olon, sl ATAel gk
FEe] £ ZHA7IR U4Y B4l 2tk s

oé}\c}‘— _‘?_}\Jg- ‘1"7}‘ 9&)\‘:}“ z-loﬂ H}’ G E ‘I‘—L 9\1‘:}'
B9 NTT 749 Takaaki Akimotor ™ o

2 FRREE F A spleke ol8slel $Al
Aol Ee] FF B4G ol4sjo] Al
A Exde e wpe Aot ¢ vonder

Malsburg® Gabor 578 o|8ste] zall= wjAuby
o] o8 dFAntS 01*46}314[5]

Nixon 2F 54 525 $#8] Houghi g +1-83}
9&11}[6] Hough'i3h 7]87] ad4kxlel o] AlFsle
Wk Auel 718719 7] A AMgsled sk 3
Bl Aopirt. o] WhelM FEAke dog FdEHJ
o, elle] Fo| EHE mHEs| S8 AHE=Ed
e el 9E) FAA HE BeA gle v
g 78-S ke FAAdsl] Wi, 4 48] F
Aol REF A535E AH-sle] A=k
EARE 5 QA Ade SR de Gt
22 571 uhg-g AHR) A, AR 043}
L b ookt Y sel Agale] dZde
& e o] glovt 1Y 47} v F weod
e Y k= Syl Zos Ha olge] dF
7HT‘£ 7V WEel Alawl T oEge] vk
e AF 4l diE Fug gddew wgd &
252 54 seeles FEshd AE) Y ke
So} ddAAe) £ 2 £ o FH AT 25
Al=gl) o] folslh

001

5 <
FE29 ¥
.S A

_&L
4

H=

oLm 3

)
=

Er
o

(275)

$£37% TEWR % 3% 73

B4 faskay A et wpge delesh %
& 7% QHE] Bl Wl Qe W Axd
el golsleke Aol sich Hehd AAEE o
WA AR Eece 29 £ e 545 %

Hol dasi}.

£ =ielMe 443 2x sk CCD 7HEtEy
B 59 dF9AS oA ARE o)l dFAt
oA Abzte] £4 d9E ralﬁ}l °]¥ DCT3d &
Asieilel g 235 WS A SA9del:
o, 5 2 ol 3t tgor 281 A 9
e S Asteled AT o HEE AR
P} 2t A%l o) R MmN 2T olgsl
22 1Y dFFel disle] FHIe] LAE vlwF
=g ARk ©F Slsted Al DAl

cen 4%
A 24 Q3 S3elEe Adsta Igle AE

pr N1
T e

Holds S AxE B3l Al VA oM ZES
Hect
€22 g 2 HAAE 2
v
Xel ¥ MAHE AS
v
S3EA & 2 per ¥
v
SYYUH F& & 78
2
CsaZUES 0138 &5

2= WAHEE 0|8
O8N 2B

a8l 1. JF gaeFE
Fig. 1. Verification Algorithm.
0. =30 Ha9=7 ZeE 2@ o3
duz2E
Atd md QAP dwe|Ee A5 HHAE A




74 ATM 2ob AJ2"S 98 2d oE dye& HEE N

ﬂnw ca} U39l F Aug o]»%}n} WA Azt AR 929 @l nissleg dF 547 94

AEsT 5AD ARE ARee] ¥4, F 2 293 9 =5 299
o =R 929 34E U1EeR A% 50 22 B
Sor 327 SAUEE AFstelel 44w 4H ek

Wel 2 g Sm dFedakel BAle AW s a3 5 =Z7)7F 91x919) ade] AHde B A
2 o2 AAEZ o]F o]g4sle] alAlg gtk 13 29 dF9] EA9GE vehlz glen o] g
o qlze 93 daE|Eg A ds DCTE 8% F+ S48 AFYrh
1. 2dEg 9% B4 & 2. DCTE )43 54 slejde] &
zulel=s 918 dlo|g] wo)aE FAdsy] fs] o olab FAlel Wk U2 <t k& dwe]Ee 7|

ol

93 2o} Aejold 1AE CCD 7=tz dxas &r) ok o4 Felo Wik uls) DCT] 242 &
1738 2+ FFAAE 256x256 2719 1dle] 24 A AXRE 314 oole Hrkes Zlo)tH7]. w3 DCT
d 256 ddE HEI F oA PElE ol8sld = 3 dlolE|e] EEel A uty] el A5 o]4-5
32 el EAlsh= 3 9lck DCT9F Hwigel IDCTS] A2

a1

- F(lu) = TZ\,C %) %:lf(x)cos—Lzl)M

_\; T
RN
( T )\“\} Ax) = % 2 (u)F(u)cosizx——Z*—All)u—”
A 'fi“ﬁf.} — 08l A% Cw) = V2
\  ea u¢0°d7é Clw) =1 1)
\] — / 2 Z3¥Eh DCTE 3ol o]83l= A-Solle m3ti
| XniE 178024 2210 DCTE Pstugled 8
a7 2. 4E 94 a3 3. A A 3} x88 4 i 163t4x163H40 F8lo] A= AR
Fig. 2. Input image. Fig. 3. Edge image. =31 9lch. MXN k2] 2419 DCT9} IDCTE

Flu,) =~ C)C) S, 5 A,

Qx4+ Dux Qv+ Dor
‘ ‘ . ST oM TN
| ]

Ax,») = —\7% 120 lyz:;C(u)C(v)F(u, )

S @x+Dur oS Qv+ or

o ) ) 3 E] z= £ CO! M IN

a7 4. dA & a7 6. #9497 94 Cy) = 1NV2, y=04d 7
Fig. 4. Edge sum. Fig. b. Separated face image. 1 7>09 o ©)

EA9Y ZHEE A8 RelEl 9= el dis DCTE ol43t 54 sejrlee] 5 42 94
sobel °é* 122 o]gste] il oAE HEQCE 1 SkET) (256 x 256 x28]Ql ]l <Ak AEE oA
U 4= HAEY oA ARES 7 9 TS ey FEE ol&3le] =771 91 x 914l g 2= A
2 sl TN Bl e A1k At el e Eelie, S Al 234 DCTE 44
T ddelrt welA sBg wE CAE ZE A & F DCT ASEE 53t} DCTAS 5 34l
A slEeren Wagke zAel] Tl AR Uiy oo 4uE xehn e AFe Qo
2 Bediv) =3 siHelesE JdAs Arldd sle A BAS FE ¥ 62 5A 49 digk DCT

(276)



200062 9B EFILLaH

el z gldl 91x91 P8 DCT 34l
30x30 HA dRe] A P FolA AL
e F2d Hle] 75‘-3- Fappti (23S DCTAS
& Taled gl dis| 3074e) EA HEE &
Eais

Ezjx

ST =

T2 6. Alg FHoAM B
Fig. 8. Characteristic extraction from coefficient
matrix.

2% 72 DCTE o83 A3t olY e &3
AL e $238 54 eSS A7 °J*«'£1*1
7171 SeiAe EAEE F Aags -1, HAdigd
st AAF gt

XIS 0183 LBALUA SR AS
SHYH0 CHE 0l&F TALQ B8 48
HEMGSSAUMN STUE =5
HESO (HLB 2 8 2 HRE QAU MY
aal 7. A oY HE 32

Fig. 7. Normalized extraction of input vectors.
olelzrol A3yl AW ] HeE 2] A&

o sl B FAL ANE o AAE I
st} shaAl7lT, 7t SRl Algerel 71EA s}

ZEE olgslel IR Hay=g zHsl
2 Q3g S

m. AlZ2fo|M

AAg x4 A CCD 7hzlet P360 DSP
boardZ- olg43le] £ Agld gle dF Gkl sl

=+
[

(277)

#3H TEMR B3R 75

= ZW*?" "—F7 A3AA FHdA 43 23
Fe 27 A5k 3020 dhsl <
‘:‘M z 240&1 tﬂ°lE1Hﬂ°l

€l
2]
?—

39 A& ﬁsﬂ M4 Sobel eﬂ*&zk— 01%}
of A5 &l HER X AEESS] J1= 9
3 oA TR JHg B dAE s V-
Bo| & 9o A7 Hug orldA $F wEke R
HAZE AR Y At 95 Zepsich

2]z FpllEtERE] AR ARl sl AR 4
9] =7 dAste w3 AR FHFE 4FH el
A ZystA JehRz o)F AR ¥4, ¥ &, I
25 ¥R dFe] FAAE VIEeE HASE ¢
o) Akl 9| 2RE Y3 7|2 At

A2z A UYL ol 1Y 83 2
o] B adodo] 91x914] A} Hel2 Hadch o]
A 3l 7AZH 54 <ddq) gk IDCT A2 ok
13 99} et

g 8 #ed 4= 94
Fig. 8. Seferated face region.

I8 9. IDCT <34+
Fig. 9. IDCT image.

7% 69 DCT 3AE B ksl ik
EAle] AFHEZ E Qe ARElES
AZol| eo)g3tdct 1 8% 2 5‘3—1 & o3
a3 129} 7o) 47H9] s AEIAS ARl DCT
5 3% F SAEEE 2 ﬁﬁ}ﬂ‘:}-

I3 10 FedAdel ds] 358 Sxuee] B2
£ vehlz slck a2l #dige ARAARelH &
delof] oiat &< dake] EAwE|Eo] Aol A FA
23S 4 5 ok



76 ATM Bt A28& $8 = & dueF pov- SN

10000 T T T T T

2000 . . . . L

a3 10, 54 HHe $x 54
Fig. 10. Distribution curve characteristic vectors.

ez ad 109 SAYEE Ased & 1%
Za old) Askd SA#e]] RMSEE 0.00440]90h

2 23 112 % 19 At o1 HEe]e] dlofE]
23 AL ez gl SAHeEY Aasla al
s ATrs Wzl g7ke] exp} AR e Zhztke]
1 edatoll gt A7d) Wele YA L23ch

B 1. A3t oE W
Table 1. Normalized input vectors.

a2 11, Atshe 9l dE
Fig. 11. Normalized input vertors.

olsh Zo] 29 AT YHAEE T AP
Aele] Fae S HAed 4B 293
292 Feisg 27t %, 15 AT Stk =9 de
AsH S 07, ALTOlE P4 0322 8
AT FeEs} BEAPe 9t BF 0006 Rt
Ae w7 4ol

3079} el hal 191% B4 A 40, Wiske o

R EEER L KL

+1.000000000 -1.000000000
+0.857262555 +0.406803297
-0.132028413 +0.403325810
+0.696179558 +0.538710888
~0.127178304 +0.244409439
+0.530736184 +0.363461415

%)

~0.113297186 +0.033987866 +0.447664036
+0.059167089 +0.283387330 +0.521533844
+0.851591587 +0.538250210 +0.482208369
+0.223221744 +0.128483673 +0.167121938
+0.481599586 +0.497596791 +0.384386599
+0.186711835 +0.231990147 +0.449302506

+1.000000000 -1.000000000
+0.839383835 +0.296545799
+0.163679222 +0.992887020
+0.122709037 -0.134220781
+0.613181385 +0.653181133
+0.161577522 +0.323626446

a"(b)

+0.047866113 +0.163013534 +0.698236295
+0.047884696 +0.456574194 +0.251847497
+0.454864442 +0.184838687 +0.377120645
-0.073634109 +0.354292910 +0.323626446
+(.294032925 +0.301843467 +0.219773608
+0.461760569 +0.240820607 +0.243083906

+1.000000000 -1.000000000
+0.795024633 +0.482001261
-0.018554520 +0.846562716
+0.335307648 +0.169059658
+0,270598473 +0.583802674
+0.368570745 +0.282879116

2% (c)

-0.015128106 +0.083634478 +0.618736166
-0.011365998 +0.371436593 +0.268976757
+0.491554209 +0.261649431 +0.489609102
-0.088189898 +0.217898736 +0.176302945
+0.306396826 +0.502474714 +0.415725852
+(.280527847 +0.260953572 +0.165103202

+1.000000000 -1.000000000
+0.796983993 +0.456791603
-0.015994021 +0.812114724
+0.350806159 +0.191838203
+(0.228271250 +0.578749465
+0.389817119 +0.303689765

™)

+0,024029092 +0.115860493 +0.633284751
+0,029157007 +0.387815054 +0.279329418
+0.490391139 +0.228942547 +0.503034984
-0.062900856 +0.212763496 +0.192475215
+0.303151940 +0.502379877 +0.448947076
+0.292664983 +0.257297858 +0.181826853

(278)



200044 98 ETILEeH

4 whE 7R Agsiict A2 glo] AT 7
$ AAFg el A 100%9] 4= AFES
Bw wiskg Gl deide 2% dE AFES

depisteh. 2t AAA=E olgsle AR A

A A% o 100268 9EES Ryt O¥ 12
ez glel

4 Aol A

XX

a8 12, 345 94| 4
Fig. 12. Example of learning images.

AAHEE ol e Fvel 24 o FE
A Bl ol WslsA Ae s1eeial o
2 el sl 2sile] delyiel

h=]
Rl

€

V. 2 8

2 AFolAE ATM 2eb A2 $% DCTsh Al
A% 7 24 9% LaelEe ARk 2
2 AR 99 09 QT el x 44 2
gz A o4 43 A BSsie] £ 2099 3%
3} 307he) A= dlele} wolag FAsslc) A
4 QB9 29 IS AR F F ¥
o o8 AgelE ERYee AEH 2eln
Hojodol sl DCTE ST F cﬂwsm A% &
& 79 BAMEE Fegch $29 SPuE:E
AR F 307K YHrsg 2 2 73 ol Q%]
o) ee aslsich

—

P ] o
== Ri3

=

=+
B

(279)

$£37% TEHR $3% 77

30939 AAkell dlsl 1909 &< A N, vigs 4
A N5 7RI Agsisich Ha s glo] AFY 7
+ A A deide 100%] dF AFES
Ba nigy Aol dsiME 2% dF AFES
veligich et A EE o]43te] AYY Ast
7] A9 o 100%9] AF5ES Byl

olga] DCTE ol&3le] EAFEE goun A
el gl ] £5 £Y 5 sy EAFES 4
A& 4 ek

gtoze] gyl Rl g AR dEdAtd
sl dlole] wlo]AE FAT F Q1A A& wlust
3 AA ATM Bl Alwlel] Agsh= EAlolch

1

ot
Mo
rak

2

[11 L D. Harmon, “Identification of human face
profiles by computer,” Pattern Recognition, Vol.
10, pp.301-312, 1978,

K Wong, . Law and P. Tsang, “A system
for recognition human faces,” Proc. ICASSP,
pp.1638-1642, May, 1989

L. Sirovich and M. Kirby : Low-dimensional
procedure for the characterization of human
face ' J. Opt. Society Amer., Vol. 4, pp.519~
524, 1987.

T. Akimoto, R. Wallac and Y. Suenaga,
“Feature extraction from front and side views
of faces for 3d facial model creation,” MVA
‘90, NTT Human Interface Lah., pp.291-294,

{21

(3]

[4]

1990.
[5] ] Buhmann, J. Lange and C. vonder Malsburg,
“Distortion invariant object recognition by

matching hierarchically labeled graphs,” IJCNN,
Vol 1, pp.155-159, June, 1989

[6] M Nixon : Eye spacing measurement for
facial recognition : SPIE proc., Vol. 575, pp.27
9~285, 1985

[7] 2% o 29 “A4% DCT 7k S43%%
TS o847 ATl Bt AT, &
FEAFIE=FA], Vol 24 No. 8B, ppl549-

1577, 199



78 ATM B3t A2HE 9% 2

M & BOEER)

19934 HAREABME BT TN %
(ThRt). 20004 EARERERE A
Bt ZE(THEL). 20004 B K
Rkg EFBEER REEE T4
- Hobe "Evitle], JAEA, ME
H=z2, A4S, Agele23sd

#  WESR
19004 A KB MTRHAITARN A Tag
). 004 B EEABE TFTHH H0E T2y
Bop ATAS, AR, vlelazzEAN

WS IPA I |

(280)

ER S

F 3% #(EER)

19884 BAfERSBR W LB X
(MR, 19944 BAlERS KB
% Z3E(THELD). 20006 dA X

& Hkg ETEEG BeE TUAR

of WelFlclel, BABA, =S

O Lo

3, A7, Al EER 5



