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ABSTRACT

In this paper, we study a security of HEA(Hangul Encryption Algorithm) against differential cryptanalysis. HEA, which is
1,024bits inputjoutput and 56bits key size, has the same structure as DES(Data Encryption Standard) only for Korean characters
to be produced in ciphertexts. An encryption algorithm should be developed to meet certain critria such as input/ouput
dependencies, correlation, avalanche effects, etc. However HEA uses the same S-Boxes as DES does and just expands the
plaintext/ciphertext sizes.

We analysize HEA with a differential cryptanalysis and present two results. The number of rounds of HEA has not been
determined in a concrete basis of cryptanalysis and we show a chosen plintext attack of 10 round reduced HEA with a diffe-
rential cryptanalysis characteristic.
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