EREREREFR

BAET
% 10 % % 4 %, 2000. 12

CRTE o]&3l slolaigdX RSA
BRER He Fegrje 4

* % £k kok L
oM Hd 5" 832

Implementation of High-radix Modular Exponentiator for RSA using CRT

* 3% %k %

Seok-yong Lee**, Seong-doo Kim***, Yong-jin Jeong

(@] ok
I =

B =FoliE RSA otd Alxgle) 4] o]l wER WL Hu&nd 477 98 WHoRE sholud s
(High-Radix) ¢34} w43} CRT(Chinese Remainder Theorem)E- ﬂ%q} Mz trde] & gkt g2 Y4
N qrel LB FAS 163 Q4 WS AHEele) PEProcessing Elemenno} 5% 142 Fo24, 7122 of
2 oAk whaloll wla) F ol sejZeteld EJEFS AAANTE MR FUr) 338} Aelle g4 A+ N
of Q1% p. g A Sl & olEsle] SRR Al UNAL Y CRT Rl E AGSfde) 5 e
o] Flo dial, 2B E wER FA7] F AHE HHlE T4 FYFeEN My £2F CRTE A431A] & “HEE} 4
WAE AT daael ASE Folel 2= pER FA715 J2R Asle] sil e o 2lake] hss
£ sjgon, BAY B 1M A5S fase] e SES SA LER FA Lol wwelE
o Wasle] Ahgalelon], 1 Ut A FEE Mol tole] £ o) EDependence Graph) A Oz o} stol
lZ}?l 3 ofwle] Fxz FAsloich 2 LP A4 0.5um CMOS ~Hiviz A glolHefg|E 2 AHEE o, 1024
b= RSA aldto] dialA] 160Mhze] 2¢] F51e2 k) Aol 1Mbps, %550 Aol 122Mbpss] 45 44 Ao E
A ZxE o, o]e|g A5 A F7ha MR e ok =i-HofE wE RSA AHz| X elrt

rd‘o
Ll
2

ol
ﬂ—{od

ABSTRACT

In a methodological approach to improve the processing performance of modulo exponentiation which is the primary
arithmetic in RSA crypto algorithm, we present a new RSA hardware architecture based on high-radix modulo multiplication
and CRT(Chinese Remainder Theorem). By implementing the modulo multiplier using radix-16 arithmetic, we reduced the
number of PE(Processing Element)s by quarter comparing to the binary arithmetic scheme. This leads to having the number
of clock cycles and the delay of pipelining flip-flops be reduced by quarter respectively. Because the receiver knows p and q,
factors of N, it is possible to apply the CRT to the decryption process. To use CRT, we made two s/2-bit multipliers
operating in parallel at decryption, which accomplished 4 times faster performance than when not using the CRT. In
encryption phase, the two s/2-bit multipliers can be connected to make a s-bit linear multiplier for the s-bit arithmetic
operation. We limited the encryption exponent size up to 17-bit to maintain high speed, We implemented a linear array
modulo multiplier by projecting horizontally the DG of Montgomery algorithm. The H/W proposed here performs encryption
with [5Mbps bit-rate and decryption with 1.22Mbps, when estimated with reference to Samsung 0.5um CMOS Standard Cell
Library, which is the fastest among the publications at present.
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3.2 CRT(Chinese Remainder Theorem)
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M,=C. (mod p)
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M= M, (palp) + M,c}(pa/a) (modN)
= M,c,q+ M,c,p (mod N)
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So=0;

For i=0 toi=n—1 do
a,=((S,;+ b,A) mod 2*- N) mod 2% ;
S0 =(S;+q;N+ b,A) div 2*

End ; (3)

o] Add ng ¥ 39 YAE Sl & o,
AN(2"0)32, N2 -NN' (mod 2% =1 ¢ #A4Z
WM g 3 B 2 3 s k HEE )
o2 o= A No| wlss A gloltl, »f
A% A gt Sa=A-B-2" (mod N)& 7|5
(radix) 2 n¥l e 2Fol=z 33 (Post pro-
cessing) @ 2% n Wl Feljo} Hgg dHE oA
Hch & R =A-B-2™ (mod N)o|2& Fxjz)

Z R -2 (mod N)& 433l sl A 3t
R=A"-B (mod N)& &=}

A (3)& 2dE s T F29 F
718 AAsE HA Ad HA(Critical path)E
s AAsE R wiol W ZAAAA =
gpo|Lefale] &l A o] HA-L- LSBHHofA o]
FoiAlBg vmr] oM SEHdd &
BA el wEb, ko] AAe] wha A o]Feid
T %% ofg ol Fade] dueEHE Wys
021 A}%ﬁ}l 9\14.[9.10]

AA, A (3)ell N*& N =NN*Z vptdl g
=(Si+biA) mod 27} o] N*ze} FA Ao
Moz ar, of7lo thAl AE k-bit HFoR HzE
o] 2°- A% qJgo Youl B} §& W LSB
= A 070] Elohs AMAE o4l A (4)F F

=& # otk
ngo;
Fori=0 to i=n—1 do
q:= Si mod 2% ;
Si1=(S;+¢:N") div 2"+ bA ;
End ; (4)

JJ Al (A NT+1 o] 252 o] Wolzx
01%‘}ﬂ4 Sis1=S div 2*+qi((N"+1)div 2%
A 4 9k, N =(N"+1) div 2
Al (5)9} #e] B3 gy, o AR
Fa-F-o A9 qiate] A4 salel Al
slem HA 2o dre sl FAI G 13

For i=0 to i=n do
a:=S; mod 2% ;
Sis1=S: div 2"+ g N + bA ;
End ; (5)

o1g A HYH vz drlFe U¥ A
z2E BoAFe deold F% a3 Z(Dependence
Graph: DG)E 7] Ale}= 16vlE, 1631 ddAhukA]
$ A2 Eol (28 1)o ndel old s o
wlako g wfydlar, o]HA AAEY slirkel] wp}
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& TSkt
(23 1JelA Az glo]l EFHHE 8
shit PellAe A LETL dofubx] 7] Wl W3
H sade] dxelF 444 ALE B2 nd
dofviddl et (23 1)l i3, 32¢]E RSAY
& 7Hg3te] CRTE olste 3% £ U=E &
oz vy SFG(Signal Flow Graph)$t ol
28E = PES 44 (29 2], (29 31,
(23 3-2), (29 3-3)9 Bylvt.
(2 2)= HE3 Aol Abstel 168229 F417)
go]l WHa FAd 3=, fust Al 3
AR A=) 328 Eel ) FRHEE 3 Aot

X
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SFG(Signal Flow Graph) ”o;oo1
(33 2) Radix-16 &1d2| ¥uelEel SFG

MSB#-2.2 37§98 PE7} 37k 71 111-4H 0|4
999 % A9 98 208 2] e Aol

(¥ 3-1)2 902 wiga dolelE rolEole
b_in
a_out - a_in
n_out n_in
S_Out -
g._out =
sg_con_out] sg_con_in

Mont_pe_first
(38 3-1) Radix-16 S102| ¢12|FS| PE1

b_in
a_out = a_in
n_out « n_in
S_OUt ]
g_out sum_in
- a_in
sg_con_in
sq_con_oufl

Mont_pe_main
(38 3-2) Radix-16 310z ¢o2|Ee| PE2

b_in

a_in

Hn_in

s_out
sum_in
+

- a_in

a_
Mont_pe_last

(3% 3-3) Radix-16 102} ¥2lE9 PE3
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A $Zo Aske, 18 3-3 Age £ He
2 R Ald H5d A3 (2¥ 3-2)e 2
Alolel] wlEA 07 QJABIAE|E PEo)H | sq con_ in
AzE (29 1)9] Ad 22% Aoy sum@ a
TS Al P Alze)r)

(28 3-2)elM F4719) ®lad Az}, oA 2]
ol #=zEX sum_in #H Ml FEL Yl
giAlz)e] Al AzkE Fodsie], zh FA7]9h BiA
719] el FRde EHEF] EAE] dgFd PE
A g A 2 Hare FA7IY m)E 3-9H
4718 sum3tel Aldbsls sixe)l He| AR
A, 44FA+14HA+14MUXS) A< A)7be]c),

slole=l~(25 % Mg PEE o)Al odabe ¢
ZolA k BIEE e BEog F& Alolr] dE
of 4 d4tell digh 3 Frle Felud). x|,
AA Y47t 1/k & o152 FolZelold &Y
E59 kel g8 A7 42 HAH] A
Alzke] A e

3.4 ZRE Y=

RSA ¢35 dwe|Fe dile] e RES 9
Ak FAo] A& F S AAeke] vy @
oAl A gt AXFS Folr] S whHog A4
(exponent)el| ute} odeie} AFs) FAog He
4 3= wle] sledl, 2 £ el binary
method¥ 2] 63} Zo| 45 278l uhdkel] uw}
#} LR-method (Left-to-Right)2} RL-method
(Right-to-Left)7} 2t}

(2® 1)& o= 9gs 39, o] n+1
384 AH St F At 2(n+1) ¥H HL
7174 n+1 F8E #7] dEel ol F ol 43lr] ¢
sto] At F4lo] MR SxoE WYy AHeH
4 9= RL-Method& o]43le H4-s Falslsic)
ol & dludlelZ tHsky] 93 EYEE (2¥ 4)
o B4t S AlFE fg #ikeln, M2 F4E
A7 Fke g 27t n+184Y Folu). =, ¥
e X'e don't care® 9vI8lL, pre, init,
main, posti (¥ 5]9 Z2AA o]lEo 24,
o2 Advd Y §olc},

(28 4)oA R v}l o] nER F4 EE5
ST A ghol dALEA l¥oR Ao W g
o 4 Qi) weld], ZEZ FA|E olgsld He
& T o FA719 4 e e 2 e

pre init main post

E =l E=0
S M N M S M N M N M
swl | ¢ 1 0 ] 0 1 1 X 1
init 1 X 1] 0 0 0 0 0 X 0
swl I 0 l 1 i i i [i} X 0
con X 0 X 1 X X X 1 X 0
swi 1 X | X 0 0 0 X X 0

(28 4) RL-method2l ##

« T{> « 72— T3

T4 > «T5 >
! | ] |
I I T [ i |

T1 : preprocessing
Cp* = MonPro(Cp, 2%n) = Cp 2" mod p
I* = MonPro(1, 2%n) = 2% mod p

72 : init processing
S = MonPro(Cp*, Cp*) = Cp?- 2 mod p
P =MonPro(1*, Cp*) =Cp- 2" mod p

T3 © main processing
S = MonPro(S, S) Es *=S whene, =1 ]
P =MonPro(S+, P)

T4 : post processing
P =MonPro(P. 1)

75 : serial resuit out
(38 5] RSA gittel M ZzAMA

S*=1" whene, =0

HAE 2 248 & d2ot e, ole 29 &
o] Y it AXA = ey bt Hx &
H #2217 syl diEelct A (4)elA 27]
49 g A, BE A BN olg} s, As) e
Snel obd SnriefiA 2N Brt AopA]Al R} uiz
A A, BN elzke 274 2749 gAEst #
7b ™ Snvio] A3} ol HEZ HAH ez 3749
YAES Moy Y 27& wEEA s
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Approach 1 (LR method)
If ec.1=1 then C=M else C=1
for i=s—2 downto 0
C=CxCmod N e (i)
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if ¢=1 then C=C*M mod N - (#)

return C

Approach 2 (RL wmethod)

C=1; P=M;
for i=1 to s—2
if e,=1 then C=C*xPmod N -~ (i)
P=PxPwmod N e (i)
if ec.;=1 then C=C*P mod N
return C (6)
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[*(z=+* (mod p)) is precalculated */
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for i=0 to s—2 do
if e;=1 then X} = MonPro(C}, X})
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X,= MonPro(X,, 1)
return X, (7
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