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Abstract To provide confidentiality to multicast data, data should be encrypted using common
group key before transmission. However, in an environment where members can join and leave a
group dynamically, scalability problem cccurs because the computation complexity and the number of
multicast packets increase linearly in proportion to the number of group members. Though several
schemes have been proposed to solve the scalability problem, there is no methed which can be applied
to layered multicast. In this paper, we propose two new group kKey distribution methods that can be
applied in layered multicast. One is a per-layer key trec method where separate key hierarchies are
maintained for cach layer, The other method is a common key tree method where a single common
key tree is maintained throughout whole layers, Performance analysis shows that the per-layer key
tree method is better when laver increment occurs frequently during hosts are participated in the
group, and the commeon key tree method is better when the number of lavers is large and layer
increment does not occur frequently.
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